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AHHOTALIMSA

Anvmuanctparop CYBJl «Jatoba» nomkeH WMeTh HaBBIKM MO padoTe C CHCTeMaMH

ynpaBinenus ©Oa3amu nmaHHBIX (CYBJ) PostgreSQL wmm 3amummennoii CYBJ[ «Jatoba»

(OO0 «I"azunpopmcepBHCY).

®

[Tpumeps! B nanaom gokymente npuseaensl aius CYB/] «Jatoba» Bepcun smpa 4.x u
5.X, Uil ApyrUX BEPCUM BCE IIarW BBIMOJHAIOTCS aHAJIOTMYHO, Pa3HHUIA COCTOUT B

MMEHAX JTUPEKTOPUM.

Hanpumep, CYB]J] «Jatoba» Bepcunm 5.X TO yMONYaHHIO YCTAaHABJIWBAETCS B

JTMPEKTOPHIO:

- OC Windows — «C:\Program Files\GIS\Jatoba\5\biny;
- OC Linux — «/usr/jatoba-5/biny.

Hcnonb3yemas Bepcus KomrnoHenTa — 1.3.2

Baxknas unpopmanus
Jns ceprudunupoBanHoii Bepcun CYB/] «Jatoba» moanepsxuBaeTcst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJIsipe HA TIOCTaBKY!

CreneHu BaXXHOCTH HpHMC‘-I&HHfI, IMPUMCHACMBIC B JIOKYMCHTC!

@

®

Baxnas undopmanus — ykazanus, TpeOyrouue ocoooro BHUMaHMs

JonosHuTteabHass nHGOpMALMs — yKa3aHUs, TO3BOJISIONINE YIIPOCTUTh padoTy C

U31eIINEM

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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1. HABHAYEHHUE KOMIIOHEHTA

CYB] «Jatoba» (manee — CYBJl) moanepKuBaeT MHOXKECTBO METOJIOB ayTEHTH(HKAIIH
MOJTb30BATEIICH, PA3IMYAIOIINXCS CIOKHOCTHIO, YPOBHEM 0€30MaCHOCTH M JIPYTHMH (haKTOpaMH.
AyTeHTUUKaLMs TOJIb30BATEIEH MOXKET BBINOJHATHCS BHEIIHUMH 1O OTHomieHuio K CYBJ]
cpenctBamu (Hanpumep, ciryx6a momernoB Microsoft® Windows®, ciry»x0a KaTaJoroB Ha OCHOBE
LDAP u psa apyrux). [Ipu aTom naeHTUGUKALKS T0JIb30BATENEN BCET/1a OCYIIECTBIISIETCS TOIBKO
cpenctBamu CYBJI — B cucremHom kataiore CYB/] noaaepxuBaeTcss COOTBETCTBYIOLIAs TabIuIa
YYETHBIX 3allMCel TOJb30BaTeNell W WX BHYTPEHHUX HAECHTHU(HUKATOPOB. B pesynbrare mpu
HACTPOMKE BHEIIHEW CHUCTEMBbl ayTEHTU(UKAMU AIMHUHUCTPATOPY TpeOyeTcss MOaIepKUBATh
COOTBETCTBHE HICHTH(PHKATOPOB IOJIb30BATENEH, WCHOIB3yeMBIX B JTOH CHCTeMe, U
uneHtudukaropo mnoibzoBareneii CYDBJ[. Takas mnommepkka 3akifo4aeTcs B TOM, YTO
aIMUHHUCTPATOp JIOJDKEH COJEpXaTh JIBa CIUCKa I0Jb30BaTel€il: OAMH — Ha CTOPOHE
MCTIOJIb3yEeMOI BHEITHEHW CUCTEMBI ay TeHTU(UKAIINH (HapUMep, MOJIb30BATENH CITY>KOBI IOMEHOB
Microsoft Windows), apyroii — Ha cropone CVYBJl. AIMUHUCTPATOpY TaKXKe MOXKET
noTpedoBaThCsl  SIBHAs  HACTPOWKA  COOTBETCTBHS  IOJB30BATENCH  BHEIIHEH  CHCTEMBI

ayreHTHHUKaK 1 noas3oBateneit CYB/I.

Ucnonb3oBanne kommoHeHTa ja Sync LDAP (manee — ja Sync LDAP) mno3Bomser
YIOPOCTUTH MOJAJIEPKAHUE CIIMCKa nojb3oBareneil B CYB/] npu HacTpoiike ciaeayonux BHEIMIHUX

MECTOJ0B ayTeHTI/I(l)I/IKaHI/II/IZ

e ayTeHTH(UKANUA Yepe3 CcaykO0y karanoroB mo npotokoiny LDAP (LDAPS) (B Tom
qrclie uepes ciryk0y 1oMeHOB Active Directory u ee OTKpBITBIX aHAJIOTOB, TAKUX KaK

ALD PRO, FreeIPA, Samba);
. ayrentudukanys uepes GSSAPI/Kerberos;
o ayreHTHuKams yepe3 SSPL

1.1. ®yHKIHOHAJIBbHbIEC BO3MOKHOCTH
KoMmmnoneHT oOecrieunBaeT aJMUHHCTpaTopa MHCTpyMeHTOM Ha ypoBHe CYB/I,
BBIMIOJIHSIIOIMM ~ CUHXPOHHU3AIMIO CIUCKAa IOJIb30BaTeleld MEXIy BHEIIHEW CiyxOou

ayTeHTHHUKaIMH (cirykO0b1 katanoros) u CYB/I.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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1.2. YcnoBusi npuMeHeHus

Kowmmnonent ja_Sync  LDAP mMoxeT ucmonb30BaTbCs COBMECTHO C:
. CVYB/] «Jatobay, a Takxe oTkpeiToii CYB/] PostgreSQL;

o KOMITIOHEHTOM  TIOJIb30BaTEIbCKOTO  BeO-mHTEpdelica sl  aJMHHHCTPATOPOB

«Jatoba data safey.

KomnoneHT nenecoobpasHo ucnoabs3oBath npu BHeapeHun CYB/] B cymectByromyto IT-
UHPPACTPYKTYPy KOMIIAHWU C IEHTPATU30BAHHON CHUCTEMOH yNpaBICHUS YYETHBIMU 3aIUCIMU
MOJIb30BATENICH, LEHTPAIM30BAHHBIMH  CIy)KOaMH HWACHTU(QUKAIUU ©  ayTEHTH(HUKAINH

oJb30BaTeElEH.

KommoneHnt He NOoAACPIKUBACT CHHXPOHU3AINIO HWMCH MOJIL30BaTeNICH Ha KUPpUJIJIAILIC

(pycckoM sI3bIKE).

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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2. HCITIOJIB3OBAHUE

2.1. O6mas cxema padoTbl
Kommonent ja Sync LDAP sBasercs pacmmpenuem CVYB], mnpegocraBustomum
nonp3oBaTento  Habop SQL-GyHKImMA 11 HACTPOWKM W TPOBEIACHHUA CHUHXPOHHU3ALNU

1oJib30BaTeliell Mexay ciyxk00i katanoros u CYB/I.
Jlnst peanu3anyiu cBOuX (PyHKIIUI KOMIIOHEHT UCTIONB3YET CIEAYIONIUE TIOHATHUS:

. npoduIb CHHXPOHM3AIMUA — HA0OP HACTPOEK, OTBEYAIOIIMX 3a IMOJAKIIOYECHHE K

CIIy>K0€ KaTajoros;

L4 IMpaBUJIO COIIOCTAaBJICHHUA — Ha60p HaCTPOCK, OIMPCACIIAOIINX CIIMCOK

HOHBBOB&TG)’IGIZ, MOICKAINX CUHXPOHU3AIINN.

[Tpodunb cHHXpOHHU3AIMH BKJIIOYAET Ha3BaHUE MPOPWIIA, agpec U MOPT MOJKIIOUEHUS K
Ci1yk0€e KaTaJIoroB, YYETHYIO 3aIlUCh CIIy>KEOHOT'O MOJIb30BATENS CIIYKObI KaTaJlOroB, UMEIOIIETO
JIOCTYII Ha YTEHHE COOTBETCTBYIOLIMX pPa3lejOB KaTajaora CO CIMCKOM IIOJI30BATEICH M THUI

ciry k061 katanoros (ActiveDirectory/FreeIPA/AldPro/Samba).

[IpaBuio comocTaBieHUsT BKIIOYAET CChUIKY Ha MpOQuMiIb, B paMKax KOTOPOTO JEHCTBYET
JTAHHOE IPAaBWJIO, OITMCAHUE I'PYIIIbI [I0JIb30BATENEN HA CTOPOHE CITyKObI KaTal0IroB, Uil KOTOPBIX
omnpezeneHa HeooxoaumocTs aoctyna B CYB/l, onucanue rpynnosoit ponu B CYB/I, k koTopoi
OyAyT NpUBSA3aHbI [10JIB30BATENN U3 CIIY>KObI KaTajJoroB B PE3yJIbTaTe CUHXPOHU3ALUU U aTpUOyT

cuaxporm3aiuu (cn/sAMAccountName/name u 1ip.)

CxemaTH4yHO paboTa KOMIIOHEHTa IOKa3aHa Ha pUCYHKE 2.1 W BKIIOYAET CIEAYIOLIUI

MOPSIAOK IEUCTBUI CO CTOPOHBI CUCTEMHOTO aIMUHUCTPATOPA:

l. AJMUHUCTPATOPOM B CIYX0€ KaTajloroB JOJDKHBI OBITh OINpPEAENICHbl OJHA WIIU
HECKOJIBKO TPYMI MOJb30Baresneil, koTopeiM aenerupyercs aoctyn B CYBJl. HeobxomumocTts
CO3JIaHMsI TAKOH TPYNIBI — CTPYKTYPHOE BBIICTICHHE TIOJIb30BaTeNEH, CBA3aHHBIX (PAKTOM HATTUYHUS

nocryna B kKoHKpeTHyto CYB/I, nis nocnenyroero HeHTpaiu30BaHHOTO YIIPABICHHUS.

2. AnmunuctparopoM B CYBJl co3maercs CTpyKTypHas TpyNIOBas poJib, YJI€HAM
KoTopoi Oyaet noctyneH Bxoq B CYB/]. HeobxonuMocTs co3anus Takou TpyHibl — CTPYKTYpPHOE
BBIJICJICHNE TIONB30BATENECH [UIS LEHTPAJM30BAHHON HACTPOMKM HX ayTEHTU(PUKAUH U

ABTOPH3ALIHH.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3. Anmuanctparopom B CYBJl ycranaBmuBaercs pacmupenue ja_Sync LDAP u ¢
MOMOIIBIO MPEIOCTABISIEMBIX pacIupeHrneM SQL-(YyHKIHA MPOU3BOJUTCS HACTPOIKA PO
(mmu mpoduneit, ecnu mpeanonaraercs poctyn k CYBJ] momp3oBareneil, KOHTPOIUPYEMBIX

pa3HBIMU CITy’KOaMH KaTajoroB) M MPaBHJI COMOCTABICHUS TPYII MEXIY CIy>OOi KaTaJoroB H

CVB/]I.

4. AnvunuctparopoM CYBJl BEIOTHSETCS BBI3OB COOTBETCTBYIOMICH SQL-(QYHKINHU
cUHXpOoHM3aMu poduis (wim npoduiei), KoTopas COTJIaCHO 3aJaHHBIM IIPaBUIaM PO HA
cropore CYB]] chopmupyer crnucok moiap30BaTeNNei, COOTBETCTBYIOIIMKI CITUCKY TOJIb30BaTeei

B CITy’0€ KaTaJloroB.

5. AJIMUHUCTPATOP MOXKET T0OABIIATH U YAAISATH MOJIb30BATENIeH B COOTBETCTBYIOILYIO
TPpyNIy B CIy>KO€ KaTajJoroB W MOBTOPSTH ONEPAIUI0 CHHXPOHU3AIMH IS PaCIpOCTPaHCHHUS
caenanHbix u3MeHeHui Ha cropone CYBJ[. Bo3moxkHa HacTpoiika BBIIIOJIHEHUS! 3TOM onepanuu

10 PAaCIUCAHUIO JUI pacpOCTPaHEHHs] U3MEHEHUI Ha PEryJIipHONA OCHOBE.

—_— Cnyx6a @ CepBep
KaTanoros @ CYB[

O Mpodunb 1
HOomeH

—D pynna nonb3osartenemn 1 4— MpaBwuno coorBeTcTBUSA rpynn 1 —} pynna nonb3oBarteneu 1 l l

— acc_l acc_l —f

— acc_2 acc_2 =

YnaneHve Y3
—BR) - - --mcemme e > 3G

-~ acc_4 acc_ 4 -/

\-D pynna nonb3oBarteneu 2 4— MpaBWno COOTBETCTBUSA rpynn 2 —} pynna nonb3oBarteneu 2 l l

— acc_10 acc_10 —

Pucynok 2.1 — O61mas cxema paboTbl KOMIIOHEHTA
Ha pucynke 2.1 noka3zaHo, 4TO B Cly»0€ KaTaJoroB B Ipynmnax rnosib3oBaTene 1 m 2
MMEIOTCSl y4yeTHble 3amucu acc 1, acc 2, acc 3, acc 4 u acc_10, acc 11 coorBercrBeHHo. B
pe3yibTare JeHCTBUI aAMUHUCTpATOpa [0 U3MEHEHUIO cocTaBa rpynin | u 2 B ciiyx0e KaTalioros
ObLT yJaJIeH M0Jb30BaTelb acc 3 u AoOaBiieH noJib3oBarenb acc 11. Torma ayis cHHXpOHHU3ALUU

CIUCKOB MoJib3oBaTesneit Ha ctopoHe CYB/] 10mkHbI ObITh BBITOJIHEHBI CIAEAYIOIMINE KOMaH/IbI:

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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DROP ROLE acc_ 3;

CREATE USER acc 11;

KowmmnonenT ja Sync LDAP obnamaer GpyHKIHOHATBEHOW BO3MOKHOCTHIO CHHXPOHHU3AINH
BJIOKEHHBIX Tpymil. [Ipy Hanwmuum Takux BIOKEHHBIX TPYII, KOMIIOHEHT:

o MIPOUTHOPUPYET UX, T.€. HE cO3/AacT HUKakuX cyurHocTedt B CYB/I;

o YUETHBIE 3aIIMCH, BXOASIINE B Hee, CMHXpoHU3upytoTcs B CYB]] B onHy rpymnmnoByto

POJib, BMCCTC C YUCTHBIMU 3aITUCAMU, BXOAAIINMHU B BBIIICCTOAIILYIO I'PYIIITY.

Cxema paboOTHI KOMIIOHEHTA C BIIO>KEHHBIMH I'PYTIIAMU MTOJIb30BATENIEH B CITy>KO€ KaTalIoT0B

MpeACTaBiIeHa Ha PUCYHKE 2.2.

Cny»6a Cepsep @
KaTanoros cyb[ @

JomMeH
Fpynna nonb3oBaTteneun 1 Fpynna nonb3oBaTteneun 1

_‘l _)I: MNMpaBwuno cooTBeTCcTBUA rpynn 1 > D—
—aCC_1 acc_" c—
——acc_2 acc_2 —
— acc_3 acc_3 —
—— aCC_4 acc_4 —

Bno)xeHHasa rpynna
nonb3oBaTesien
—— acc_5 acc_5 —
T acc_G acc_6 —
‘ < MpaBWIO COOTBETCTBUSA Fpynn 2 >
l _J P pynn 2 L l
——acc_10 acc_10 —
——acc_T1 acc_11 —

Pucynok 2.2 — CUHXpOHHM3A1Ms BIOKEHHBIX TPYIII

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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2.2. AJITOPpUTM CMHXPOHM3ALMHN
W3menenunst B coctaBe TPYIIBI B ciayx0e KatamoroB pacrpoctpansiorcs B CYBJ[ mo

CIIEAyIOUIeMy alTrOpUTMy (CHpPaBEUIMBO JUISI KaKIAOrO TpaBUjia COMOCTABICHUS B paMKax
npous):

o COTJIACHO HACTPOHKaM NpOQWIIA, BBIIOIHIETCS 3alpoc B CIYXOy KaTaJoroB IS
MOJIyYEHHs CIMCKA I0JIb30BAaTENIeH, MOAJIeKaIIUX CUHXpoHu3aunu. CIMCOK BO3Bpallaercs B
OTCOPTUPOBAHHOM II0 HMMEHM Mojab30Baresss Buzae. I[lomck B KaTtajmore OrpaHM4MBacTCsA

COOTBETCTBYIOILEH CTPYKTYPHOU I'PYNIION, 3aJaHHOU B IIPABUIIE COIIOCTABIICHHUS;

o BbInoNHsAeTCs 3anpoc B CYB]] Ha nonyuyeHue cnucka 1nosiab30BaTeNel, BKIIOUYEHHBIX
B COOTBETCTBYIOLIYIO I'PYNIIOBYIO POJib, 33JAHHYIO B IIPABUJIE CONIOCTABJIEHUS. DTOT CIIMCOK TaKXkKe

BO3BpalmacTCsa B OTCOPTUPOBAHHOM BUIC,

o MIPOMCXOAUT CPAaBHEHUE [JIBYyX OTCOPTUPOBAHHBIX CHUCKOB. Ha ocHOBaHuu
CpaBHEHHUSI ONIPECIIAETCS, KAKHE HOBBIE MOJIb30BATENH MOSBUWINCH Ha CTOPOHE CITYKObI KaTaJ0TrOB
U KaKue MO0JIb30BaTelid ObUIM yAaJleHbl. B COOTBETCTBUM C ATUMHU pe3yjibTaTaMu CpPaBHEHHS
dbopMupyeTcss CHHCOK WM3MEHEHWH, KOTOphIe HAI0 BHIMONHUTH Ha crtopoHe CYBJ[ mns

CUHXPOHH3AlNHN CITMCKOB,

o Huxkakux u3MEHEHHM C MOJb30BATCISIMH U rpynmnaMm B cny>1<6e KaTajaoroB HEC

MIPOU3BOIUTCS, BCE U3BMEHEHUS BCET/Ia BBIMOJIHSIOTCA TOJIbKO Ha cTtopone CYB/I.

o Ha OCHOBAHMHU CHHCKa W3MeHeHuil (opmmupyercs SQL-ckpunt u3 KOMaHI BUAA

CREATE USER w/mim DROP ROLE mnst noGaBneHust Wiy yJaJieHuss COOTBETCTBYIOIIUX POJICH;

L4 Z[aHHBIfI CIIMCOK BBIMMOJIHACTCA B paMKaxX OTACJIBbHOI'O TPAaH3aAKIIMOHHOTO onoka. B
pe3yjibTaTeC BCC HU3MCHCHMHSA 00 MNPUHUMAKOTCA TIIOJIHOCTBIO, M CHHXPOHH3AlUA IIpaBrJIa
MMPHU3HACTCA 321BCpH.ICHHOI>i, MO0 OTKATBIBAIOTCS MMOJIHOCTBbIO, W CHHXPOHU3AlIUWA IPHU3HACTCSA

OIINOO0YHOMT;

L4 BBIXOAHBIMU IOAHHBIMH AJIIOpUTMa SABJISIIOTCA CTATyC BBITTOJTHEHHOM ornecpannu

CUHXPOHHU3AIMHU U CIIUCOK COOOIIEHUH O JIeTalsAX BBIOJIHEHUS! COOTBETCTBYIOMUX SQL-KOMaH/I.

OnucaHHBIN aITOPUTM B HACTOSIIEE BpEMsI 00J1ajaeT CAeAyOIUMU OTPaHUYEHUSMM:

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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1. ['pynmel B mpaBHiiaX CONOCTABICHHUS MPOQHICH, OTHOCAUINECS K OJHOM CIy»KOe
KaTaJoroB, HE JIOJKHBI COAEPXaTh OJMHAKOBBIX MOJb30Bareieil. B mpoTuBHOM ciiydyae OyaeT

oImnoKa CUHXPOHH3AIIMN: HCBO3MOKHO CO30aTh /IBYX MOJIL30BaTEIICH C OJMHAKOBBIM UMCHCM.

2. [Tons3zoBarenu Ha cropoHe CYBJl, co3maHHble B pe3yibTaTe CUHXPOHHU3ALUU C
UCTIOJb30BaHHEeM KoMmrioHeHTa ja_Sync LDAP moryT craTs BnazenbnaMu Kakux-au00 00BEKTOB
JaHHbIX. Ilpu ynaneHuM Takoro moJb30BaTeNls M3 CIYXKObl KarajoroB U IOBTOPHOM
CUHXpOHHU3auu —Tonb3oBarenb u3 CYBJl yaanen He Oyner, T.K. B IPoOLleCCe CUHXPOHU3ALUN OH

OyZeT UCKIIIOUEH U3 IPYIIIOBOM POJIH.

o Omneparust DROP ROLE B komnonente ja_Sync LDAP ne npumensiercs ¢ piaarom
CASCADE, 4ro0bl HEe IOmycKaTh CIy4allHOTO YJAJEHMsI JTAHHBIX, CBS3aHHBIX C

MMOJIb30BATCIISIMU, YAAISACMBIMU B PC3YJIbTATC CUHXPOHU3AIIUN.

2.3. Onucanme ciaykeOHbIX TA0INI
JInist XpaHeHus: HaCTpOeK Npoduiel U MPaBHII COMOCTaBIeHHI KOMIOHEHT ja_Sync LDAP

CO3/aeT CJIeAYIONNe O0BEKTHI Oa3bl JAaHHBIX.

1) Cxema aisi JIOTUYECKOTO OTHENICHUS OOBEKTOB KOMIIOHEHTa OT APYTUX IaHHBIX
nonp3oBaTeneit. Mimst cxemsl o ymomyanuio: ja_sync_ldap (Bce 00bekThI Janee OyayT cO3/laHbI B

ITOM CXeMe).

2) Tabmuua «profile» (mpodunm CHHXpPOHU3AINH ).

IHone Tun panHbIX Onucanne
id serial uaeHtudukarop npoduis (not null)
profile name text uMst IpoHuIIst
host ip text IP-anpec
port text nopt (1o ymon4yanuto 389)
login text y4eTHas! 3aMUCh aIMHUHUCTPATOPa CIIY)KObI KATAIOrOB
pswd text 1apoJib OT YYETHOM 3aMuCH aIMUHUCTPATOPA CITYKOBI
KaTajoroB
domain_type text THII CITY’ObI KaTaIoros
ssl boolean ucnonb3oBanue SSL (10 yMOTYAHUIO OTKITFOYCHO )
ca_cert text nyTh 10 CA ceprudukara

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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3) Tabnuua «map» (mpaBuiia CONOCTaBICHUS ).
Moae Tun 1aHHbIX Onucanne

map _id serial uaeHTuukatop npasuia (not null)

profile id Int unentudukarop mpoduis (not null)

db_role name text poib BJ1

domain_group name | text ['pymma B ciyx0e KaTaaoros

attribute text aTpuOyT CHHXPOHHM3AUH (aTPHOYT 3aIHUCH B CITyX0Oe
KaTaJ0roB, KOTOPBIH COIEPIKUT UMSI TTOJIb30BATEIIS)

objectclass text THIT 00BEKTA CHHXPOHHU3ALUH (T10 YMOITYAHHUIO ISt
AD/Samba: user, nns FreeIPA/ALD Pro: person)

basedn text 0asa mowucka (1Mo yMOJTYaHUIO OEPETCsl U3 MOJIst
domain_group name)

4) Tabnuna «sync log» (3kypHas cooOIIeHMI).

Moae Tun 1aHHbIX Onucanue
id serial uaeHTuuKaTop crpoku (not null)
datetime timestamp with time | mara perucTpanuu cobbitis (not null)
zone
profile name text uMst IpoHuIIst
db role name text pous BJ1
domain_group name text rpyImna B ciry)k0e KaTaioros
result int pe3ybTaT CHHXPOHHU3AIMK PO B
YUCIIOBOM BHUC
message text IOSICHEHHE pe3yIbTaTa CHHXPOHU3AIUNA
5) Heob6xomuMmerii Habop GyHKIMIA 1 TPUMED UX MCTIOIH30BaHUS ONUCAH B paszjene 4 u

1. 4.4.3 1aHHOTO PYKOBOJICTBA.

Ne u3mMeHeHus: IMoxmucs oTB. MUNA:

‘ JlaTa BHECEHUS U3M:
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3. YCTAHOBKA U HACTPOUKA KOMIIOHEHTA

VYcraHoBKa MOJIyJis JODKHA HPOU3BOJUTCA OT MMEHHM I0JIB30BATEINs, OOJIaAIOLIEro
aMUHHUCTPATUBHBIMU IPUBWIETUSAMU B cucTeMe. /[aHHBIM MOIyJb IITaTHBIM OOpa3oM MOXKET
ObITh ycranoBiieH ToibKO ¢ CYBJ] «Jatobay (cM. mokymeHT «3amuineHHas cuctemMa yrnpaBieHus

6a3amu gaHHBIX «Jatoba». PyKOBOACTBO IO yCTaHOBKE).

B pesynbrare ycraHoBKM cCiykeOHble (ailnbl, ykazaHHble B Tabnuie 3.1, JOMKHBI

pacnojgaratbCsd 1o COOTBETCTBYIOUIUM ITYTAM.

Tabmuua 3.1 — Pacnonoxenue ciyxe0HbIX (paiton

daiin

Pacnosoxxkenue

Cemeit

crBO0 Windows

ja_sync ldap.dll

KOpHeBas qupekTopus jatoba\lib/

ja_sync_ldap.control

KOpHEeBas qupekTopus jatoba\share\extension

ja_sync ldap--1.0.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap--1.0--1.1.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap--1.1--1.2.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap--1.2--1.3.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap--1.3.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap--1.3--1.3.1.sql

KOpHeBas qupekTopus jatoba\share\extension\

ja_sync ldap—1.3.*.sql

KOpHeBas qupekTopus jatoba\share\extension\

CemeiictBo GNU/Linux

ja_sync_ldap.so

KOpHeBas qupekTopus jatoba/lib

ja_sync_ldap.control

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap--1.0.sql

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap--1.0--1.1.sql

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap--1.1--1.2.sql

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap--1.2--1.3.sql

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap--1.3.sql

KOpHeBas qupekTopus jatoba/hare/extension/

ja_sync ldap--1.3--1.3.1.sql

KOpHeBas qupekTopus jatoba/share/extension/

ja_sync ldap—1.3.*.sql

KOpHeBas qupekTopus jatoba/share/extension/

3.1. YcranoBka koMnoHeHTa «ja_Sync_LDAP» na OC Windows

Kowmmonent ycranaBimBaercs B coctae CYB/I «Jatoba» non ynpasieanem OC Windows

IIPU IEPBUYHOM YCTAHOBKE.

a) B OKHE «BBI00p THIIa yCTaHOBKMY CIIEAYET BHIOPATh TUIT yCTaHOBKU «BhiOopouHas»

(cm. puc. 3.1);

‘ Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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‘ﬁ ¥cTanoeka Jatoba — b4
BoibepuTe THN YCTAHOBKH
YraKuTe Haubonee NoaxXo4AWMIA TMN YCTEHOBKM

YCTGHSBNMBAET CAMbIE PACMPOCTPEHEHHBIE KOMMOHEHTHI MPOrpPanM,
PexoMeHAYETCA AN BONbWMHCTES NONB30BaTENENA,
BribopouHan
MNo3BonAeT BLIBUPETE ANA YCTEHOBKM OTAEMBHbIE KOMMIOHEHTEI M 3303BaTh
WX MECTOHANOMAEHWE, PEKOMEHAYETCA ANA ONBITHEIX NONL30BATENENA,
MonHan

YCTaHIBNMEAET BCE KOMNOHEHTEI MPOrpaMMel, 3TOT BapuaHT Tpebyet
BoNBLLE BCEMD MECTE HA AWCKE,

Hazaa lanee OTMeHa

Pucynok 3.1 — OxHO BBIOOpA THUTIA YCTAHOBKH

0) B OokHe «BpiOopouHas ycraHoBka», BbIOpaTh «CHHXpoHM3amus Y3 ¢
AD/Samba/FreeIPA/ALD Pro cepsepom (ja_sync _ldap)» (cm. puc. 3.2);

ﬁ YcTaHoeka Jatoba - X

BoibopouHan yCTaHOBKa
YHAMMTE KOHGUMYDELWAD YCTSHOBKM KOMMNOHEHTOS.

AnA M3MEHEHWA NAPSMETPOE YCTAHOBKM KaKoro-nuBo KOMNOHEHTE WEMKHWTE
CDDTBETUBYDLLLMﬁ 3H3YOK B PaMONOKEHHOM HIDKE AEpEBe.

E‘{Q 8 1atoba ana Knnerta ~ YcTaHoBKa koMnoHeHTos Jatoba
= ¥ -| Jatoba ana Cepeepa onA Monb305aTEnA

¥ ~| CtaHoapTHEN
Mogaeptka F
Mopnepsra F

[nsA koMnoHeHTa TpebyeTca 12MB

MHTEerpaLma « Ha #eCcTKoM AucKe. BeibpaHo
Mopoepska r noakoMnoHeHTos: 0us 1. AnA
MogAepHKa b noakoMioHeHTos TpebyeTca OKE

: : Ha HECTKOM AWMCKE.
< >

Obzop...

Chpoc Wcnons3oBanve gucka Hazag OTmeHa

Pucynox 3.2 — BeiOop ycraHaBiIrBaeMbIX KOMIOHEHT

B) B OTKpbIBIIEMcs OKHE «Bce roToBo k ycraHoBke Jatoba» 3amycTuTh mporecc
YCTaHOBKH, Ha)KaB KHOIKY « Y CTaHOBUTH» (cM. puc. 3.3);

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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i Yeranoexa Jatoba - X

Bce rotoBo K yctaHoBke Jatoba @

HarkMMTE KHONKY “YCTaHOBMTE ™, 4ToDb! HaYaTe YCTaHoBKY. HammMuTe KHonky Hasaa™,
4ToBEI MPOBEPUTE MM MEMEHWTH NAPEMETPL! YCTEHOBKM. HanmuTe kHonky “OTmeHa”,
JToBLI BEIATH M3 MacTepa.

Hazan YCTaHoBMTE CTHeEHE

Pucynok 3.3 — Oxno «Bce roToBO K ycTaHOBKe Jatobay

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3.2. YcranoBka komMnoHeHnTa «ja_Sync_LDAP» B OC GNU/Linux
KomnonenT ycranaBiuBaercs B coctaBe CYB]] «Jatoba». Ero Bo3M0OXHO yCTaHOBUTH MpH

nepBudyHOr ycranoBke CYB/I, mi6o moycTaHOBUTS.
YcTaHOBKY KOMIIOHEHTa BO3MOYHO MTPOBECTH JIBYMS CITIOCOOAMH:

1) YcranoBka u3 nokaneHOro penosuropus (CDROM) — npousBogutcs u3 ¢aiiinos,

3alMMCaHHbIX HAa KOMITAKT-ANUCK HJIM CKOIIMPOBAHHBIX C HECTO.

2) YcTaHOBKa HEMOCPEICTBEHHO U3 deb/rpm-dailiioB — MpOU3BOAUTCS OMIIMOHAIBHO,

M0 YCMOTPCHUIO ITOJIB30BATCIIA.

KommoHeHT BbITIONTHEH B BUjE oTneinbHOro deb wim rpm-makera. YcTaHOBKa KOMIIOHEHTA
OCYILECTBIJISIETCSL CpeAcTBaMH TMakeTHOro MmeHemkepa OC. [l pa3HbIX THUIOB MaKETHBIX

MEHEKEPOB KOMaH/1a YyCTAHOBKM HEMHOT'0 oTian4aercs. Huke npuBeeHbl OCHOBHBIE THIIbL:
- JUI CUCTEM Ha OCHOBE IakeTHOro MeHemxkepa APT (k TakuM cucTteMaM OTHOCSTCS
Bce OC cemeiictBa Debian, nucrons3ytomue deb-makeTsr) KOMaHAa yCTaHOBKY CIIEAYIOLIAS:
apt—-get install jatoba<ver>-ja-sync-ldap
— JUIS CUCTEM Ha OCHOBE mMakeTHBIX MeHemkepoB YUM/DNF (k Takum cucremam
otHocstcs Bce OC cemeiictBa RedHat m Beimeamme w3 Hee, MCMONB3YIOUINE IPM-TAKETHI)
KOMaH/la YCTaHOBKH CJIEAyIOLIas:
yum install jatoba<ver>-ja sync ldap
OTtaenpHOrO yrouHeHus Tpedyrot onepaunonHble cucteMbl ALT Linux u openSUSE.
— ALT Linux ucnons3yer nakeTHblii MeHexep APT, HO pacnipocTpaHsieTcs B Buie
IPM-TIaKEeTOB U JJIs Hee KOMaH/1a yCTaHOBKH BBITTISANT aHAIOTUYHO Debian:
apt-get install jatoba<ver>-ja sync ldap

— openSUSE Takke pacnpocTpaHsieTcss B BHAE I'PM-MAKETOB, HO HCIOJIb3YET
COOCTBEHHBIN MAKETHBIN MEHEDKEP Zypper, A1 Hee KOMaHAa YCTAHOBKH BBITJISIIUT CIIETYIOITUM

obpa3zom:

zypper install jatoba<ver>-ja-sync-ldap

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YcraHnoBka KoMIlOHeHTa B coctaBe apyrux Bepcuii CYBJl «Jatoba» ocymectBuseTcs
aHasiornyHo. Otnmune Oyner Toibko B Homepe Bepcuum CVYBJl, B cocraBe koTOpoil OH

pacnpoctpansiercsi. Hanmpumep, jatobaS-ja-sync-ldap u T.11.

- VY nanenue MoAyssl TakKe OCYLIECTBIISIETCS CpelICTBaMU MakeTHoro Mmenekepa OC.
BmecTto xomMaHapl install HY)KHO HCIOJIB30BaTh COOTBETCTBYIOIIYIO JaHHOMY ITaKETHOMY

MEHEPKEpY KOMaHly yJaleHus (remove, purge, erase M T.IL.).

JUis monydeHus AeTanbHON WHGOpPMAIMHM 10 MAaKEeTHOMY MEHEDKEPY PEeKOMEHIyeTCs

oOpartuthcs K gokymenTtanuu mo OC.

3.3. Hactpoiika konurypaunonsoro ¢aiijaa postgresql.conf

B kondurypannonnom daiine «postgresql.conf)» BHECTH mapamMeTpsI:

1) makcuManbHOE BpeMsl MOJKIIIOUEeHHS K cepBepy AD:
ja sync ldap.max time connect = <1-60>

3HavyeHue no ymoadanuio - 10.

2) MakCHUMaJIbHOE€ KOJIMYECTBO COOTBETCTBUN IPYII B OJTHOM MPOQuIIe:
ja sync ldap.max maps = <1-100>

3HavyeHue no ymoadanuio - 10.

*postgresqgl.conf

813

814 # Add settings for extensions here
815 ja_sync_ldap.max_time connect = 5
816 ja_sync_ldap.max_maps = 1

817 ja_sync_ldap.max page size = 1000

Pucynok 3.4 — Konduryparmmonnsrii ¢aiin postgresql.conf
3) 3nauenue ja sync ldap.max page size omnpenenseT YWCIO 3HAYEHUH, KOTOpPHIE
BO3BpAlIAlOTCs sl arpuOyTa O0beKTa BHE 3aBHCUMOCTH OT TOTO, CKOJIBKO aTpHOYTOB HMEET

00BEKT MJIA CKOJIBKO OOBEKTOB COZCPIKAIINCH B PC3yJIbTaTaX IMOUCKaA

ja sync ldap.max page size = 1000

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3HaueHue 1o ymosyanuto - 500.
[TapameTp sABNIsIETCS 00SI3aTEIBHBIM.

3.3.1. [IpeoOpa3oBanue MMEeH MOJIb30BATEIEH
MexanusM npeoOpa3oBaHHs WMEH HCIONB3yeTcsi B KoMmmoHeHTe ja_Sync LDAP mms
peoOpa3oBaHKsl MMEH MOJIb30BaTENIE «Ha JIeTy», CUHXpoHM3UpyeMblx u3 LDAP-karanora B

CVB/]I.

Mexanu3m npeoOpa3oBaHMsi IMEH Yallle BCEro TpeOyeTcs Torna, Korna ayTeHTu(GuKaus B
CYB/l npoucxoaut ¢ ucnonab3oBanueM LDAP-kaTanora onocpenoBaHHo, yepes APYryro ciyxoy,

a He HanpsaMyto yepe3 CYB/I.

Paccmorpum mpumep HacTpoek ayreHTHduKamuu nons3oBateneir B CYB/[. B
orepannoHHoM cucrteme cepepa CYBJl Hactpoena Ha cucremuyio LDAP-ayrenTHduKamuio
gyepe3 cinyxk0y SSSD wmm apyrume. Hactpoiika Takoil ayreHTHQUKAIMU OOBIYHO BKIIIOYAECT
orpeneneHue ¢opmara, B KOTOPOM OyJIeT MPEACTaBICHO MMS IOJb30BaTENsl B OMEpPAl[MOHHON
CUCTEME, HaIlpUMEpP, TOJIbKO MalleHbKHME OyKBbI, TOJBKO OOJIbIIME, HMMS IOJb30BaTENs
MaJeHbKUMH, a JOMEH OOJBIIMMH M IIpoYee. 3a4acTyro 3TO MPEJCTABICHUE HE COBIAJAET C TEM
npenacraBieHueM, kotopoe xpanurcesa B LDAP karanore. Torna, eciau a1 Bxoaa gjokaibsHo B CYB]]
OyZeT UCIOJIB30BATHCSI METON «PEEr», T.€. OT UMEHU I10JIb30BATENsl ONEPALMOHHON CHCTEMBI, a
MMEHa TI0JIb30BaTeNe CHHXPOHM3HpYIOTcH uepe3 ja Sync LDAP, To B pesynbraTe
CUHXPOHM3ALMU II0JIb30BATENM OYAYT CO3/JaHbl C OIIMOOYHBIMM HMEHAaMHU (HE COBIAJAIOT
CUHXPOHM3UPOBAHHBIE MMEHA C TEMH, KOTOpbIE MCIOJIb3YyET ONEPALMOHHAs cHCTeMa). Takum
00pa3oM, HETUITMYHBIE CIIOCOOBI Ay TEHTU(UKAIIUH, KOTOPBIE MOTSHIINAIHLHO MOXKET UCTIOIb30BATh
anmuauctpatop CYBJl, MOTyT MpUBOIUTH K HEBO3MOKHOCTH HcTIONb3oBanus ja_Sync LDAP u B

pe3yJabTaTe K OMMUOKaM ayTeHTH(HUKAIIHH.

Jlia mcnonp30BaHUS MeXaHH3Ma MPeoO0pa3oBaHHsS WMEH B KOH(PHUIyparMmoHHOM (aiie

«postgresql.conf>» BHeCcTH mapameTps:

ja sync ldap.transform method = 'lower'

@ B kondurypaumonnom  daiine  «postgresql.confy  3Hadenme  mapamerpa

«ja_sync_ldap.transform method» moxeT yka3piBaThCs 6€3 KaBBIYEK

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITo YMOJIYaHUIO TapaMCTp UMECT 3HAYCHUC «NONC».

*postgresqgl.conf

814 # Add settings for extensions here

815 ja_sync ldap.max time connect = 5

816 ja_sync_ldap.max_maps = 1

817 ja_sync_ldap.max_page_size = 1000

818 ja_sync_ldap.transform_method = 'lower' |

Pucynoxk 3.5 — Kondurypanmonnsiii aiin postgresql.conf ¢ mapamerpom
ja_sync_ldap.transform method

[Tpumeps! NCTIONB30BaHUS MTPUBEACHBI B TadmuIe 3.2.

Tabmuua 3.2 — [Ipumeps! mpeoOpa3oBaHus UMEH

3uavenue HaumenoBanne Y3 B LDAP HaumenoBanne Y3 B CYB/] KomMmenTapnii
napamerpa
HHUKaKUX IpeoOpa3oBaHuil
xii‘({ﬁm) j.USERO1 @cntr.gazPROM.Loc | j.USERO1@cntr.gazPROM.Loc ;%?ﬁﬁz‘l’ffg;]s I
UJICHTHYHBI.
BCE CHMBOJIBI
lower j-USERO1@cntr.gazPROM.Loc j-user0l@cntr.gazprom.loc MEPEBOJISTCS B HIDKHUN
perucTp
BCE CHMBOJIBI
lower jJ-USER 01@cntr.gazPROM.Loc | j.userO1@cntr.gazprom.loc g:f;if;fi;:ggﬁﬁiﬂﬂ
WMEHU yOpaHbl

Jlnist mpuMeHeH!s] HI3MEHEHNH apaMeTpoB HeoOxoaumo nepesarpy3uts CYB/I.

3.4. YcranoBka pacumpenus ja_sync_ldap

Pacmmpenne ja Sync LDAP ycranaBmuBaercs SQL-komaHm0ii:
CREATE EXTENSION ja sync ldap;

admini@ubunku: ~

File Edit View Search Terminal Help

postgres=# CREATE EXTENSION ja sync ldap;
CREATE EXTENSION
postgres=# I

PucyHnok 3.6 — YcTaHoBKa paciuupeHust

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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4. DYHKIIUU JA_SYNC_LDAP

Bce mocnemyromue (QyHKIME BBITOTHSIOTCS OT IOJIB30BATEls, OOJIAAIONIETO MpaBaMu

SUPERUSER unmu CREATEROLE.

4.1. ®ynukuuu npoduis CHHXPOHU3ALNHU

Jlanee B noapasnenax onvcanbl (yHKIMH, OTBEUYAIOIIUE 32 YIPaBIEHUE TPOQUIAMU.
4.1.1. lo6aBeHune/u3sMeHenne npoguiasi CAHHXpOHH3al MU

Jlia cozpanus npouis UCIoJIb3yeTcs KOMaHa:

select ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text, in domain type text);

B tabnune 4.1 npuBeneHs HapaMeTPhl, UCIOIB3YyEMbIE TSI CO3MaHMsT TPOduIIs.

Tabmuua 4.1 — [NapameTpsl 1 0603HaYEHUS IS CO3MAHUS TPOPHIIST

ITapamerp Tun naHHbIX O0o3Hauenue

in_profile id int UACHTU(UKATOP TIPOPUIIT

in_profile name text uMs IpOQHIIs

in_host_ip text IP-anpec

in_port text noprt (1o ymonyanuto 389)

in_login text ydeTHas 3aIiCh aIMUHUCTPATOPA CIYKOBI
KaTajoroB

in_pswd text I1apoJIb OT YYETHOM 3alIMCU aIMUHUCTPATOPA
CITyOBI KaTajaoroB

in_domain_type text THUII CITy>KOBI KaTaJIOTOB
(activedirectory/freeipa/aldpro/samba)

[Tapomu npodwmins cuHXpoHU3anuu OyayT XpaHuThes B KonupoBke BASE64 B mone pswd

tabsmma profile.

[Ipn nwammcanmm 3ampoca select ja sync ldap.set sync profile mepBeiM mapameTpom
ykasatb null mim kakoe-To 3HaueHne, 0003HaYatoIee UACHTUPUKATOP PO, 3aTEM OCTATHHBIE

napameTpsl.

3nayenne null ykas3pIBaeTCsl MpH CO3MaHUM HOBOTO Npoduiisd, T.e. B Tabmuie mpoduiei
NOSIBUTCS HOBas CTPOYKA, B KOTOPOM aBTOMATHYECKU IPOCTABIISIETCS YHUKAJIBHOE 3HAYEHHE

uAeHTU(UKaTOpA.

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YucnaoBoe 3HaYeHHWE HICHTH(PHKATOpPa O0O3HAYAET DPEJAKTHUPOBAHHE CYLIECTBYIOLIETO
npodwis. [Ipyn n3MeHeHNN Kakux-Tu00 mapaMeTpoB B Ipoduiie Hy>)KHO yKa3aTh CYIIECTBYIOIIHMA

YHCIIOBOM MICHTU()HUKATOP U YKa3aTh HOBBIC 3HAUEHUS TOJICH B U3MEHSIEMOM Ipoduie.
KonmdaecTBo co3gaBaembix mpoduieii He OrpaHUICHO.

B mapamerpe «HammenoBanue mnpoduias (in_profile name)» Hemb3st HUCHOIB30BATH

OJTHOMMEHHBIE TTPO(MUITH, T.K. ITOT MapaMeTp YHUKAJICH.

[Tpu pabote ¢ pyHKIMEH MOTYT HOSIBIATHCS CIECAYIONNE COOOIIEHUS U PE3yIbTaThl PA0OTHI

¢ynkuuu. [lepeyens cooOmenuit mpuBeaeH B Tadbmuie 4.2.

Tabmuua 4.2 — [lepedens coobmenuit mpu 100aBICHIH/M3MEHEHNN TPOPUIIS

Coo0ienus Onucanue

JlobaBienune npopuis

id BBIMONTHEHO ycmemHo. Otobpaxaercs ID co3mannoro mpodums
CHHXPOHHU3AIIH.
-1 omrnOka

N3menenne npoduis

id BBIMONHEHO ycremHo. Otobpaxaercs ID wm3meneHHoro mpoduis
CHHXPOHHU3AIIH.

0 npouiIs He CYIIECTBYET

-1 omrnOka

Jlis M3MEHEeHHsI CYHIECTBYIOMIEro mnpoduisi TpeOyeTcs ykKazaTh 3HAueHHWE IapaMmerpa

uaentugukaropa npoduis (id). IlpocmoTp cymiecTByronmx npoguiei, onucad B 1. 4.1.2.

@ Nmsa mpoduns (profile name) MOXHO W3MEHSATh, HO HEJIb3S HCIIOJIB30BAThH

OJHOMMEHHBIC HAMMEHOBAHHUSI TPO(UIICH.

4.1.2. Bkirouenue SSL-coequHeHus AJsi Npo¢u/Isi CHHXPOHU3ALMHU
Bxmtouenne SSL-coeauHenust ans npoduiis CHUHXpOHM3alUMM  BblosHAeTcs SQL-

KOMAaH/JI0M, UMEIOIIEH CUHTAKCHUC:

select ja sync ldap.set ssl profile(<Profile ID>, true);

[Ipu mpocmotpe mpoduneit cuuxponmzaunu, ¢GyHKIUS SSL-coequHEHHS CTaHET

BKJIIOUEeHHOH. B none «SSLy» ycranoBuUTCs 3HaUeHUE «t», T.€. «truey.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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4.1.3. Orkarouenue SSL-coequHeHus AJsi Npo¢u/Isi CHHXPOHHM3ALMHU

Otxmounth SSL-coenunenune s npoduis CMUHXPOHU3aUMU BO3MOKHO SQL-koMaH0:

select ja sync ldap.set ssl profile(<Profile ID>, false);

4.1.4. IlpocmoTp npodpuiast CAHXPOHU3ALUHT

[IpocMoTpeTh cyliecTByOMKE NPOPUIN MOKHO CIETYIOIIEH KOMaH0M:
select ja sync ldap.get sync profiles();

B tabnune 4.3 yka3zaHbl BEIXOJHBIE TTapaMETPhl KOMaHIbl IPOCMOTpPA MPOdUIIEH.

Tabmuua 4.3 — BeixomHbie mapaMeTpbl MPOCMOTpa Ipoduieit

ITapamerp Tun nanHbIX O0o3HaueHnue
id int UIEHTU(PUKATOP NPOPHIIL
profile name text uMs poduiis
host_ip text IP-anpec
port text nopTt
login text y4eTHas 3alKich aJIMUHUCTPATOpa CIIy>KObl KaTaJIoroB
pswd text NapoJjb OT YYETHOM 3aIIMCH aJIMUHHUCTPATOPA CIIyKOBI
KaTaJoroB
domain_type text THUII CITYKObI KaTaJIOroB
ssl boolean ucnosib3oBanue SSL
ca_cert text nyTh 10 CA cepruduxara

4.1.5. Ynanenune npopuiasi CHHXpOHM3allUH

VY nanenue cyiiecTByromero npopuis CHHXPOHHU3ALUU OCYIIECTBISECTCS KOMaHA0M:
select ja sync ldap.drop sync profile(in profile id int);

B tabnuue 4.4 npuBeeHbl NapaMeTphbl, UCIIOJIb3YEMBbIE IS yIadeHUs TpoQuIIs.

Tabmuua 4.4 — [NapameTpsl u 0003HaUYEHUS AT yOAICHUS TPOQPHIIS

ITapamerp Tun nanHbIX O0o3HaueHnue

in_profile id int UIEHTU(PUKATOP NPOPHIIL

CYBJl ynmanut cyuiecTByrOUUid OpoPuib CHUHXPOHU3ALMU CO BCEMHU 3aBUCHUMBIMU

NpO(UIIMUA COOTBETCTBUS TPYIIIL.

[Tpu pabote ¢ pyHKIMEH MOTYT MOSIBIATHCS CIACIYIOINE COOOIIEHUS U Pe3yIbTaThl PA0OTHI

¢byukuun. [lepedyens coobnienuit npuseneH B Tadnuie 4.5.
‘ NQ N3MCHCHUA. ‘ HOZ[HI/ICI: OTB. JHlA: ‘ I[aTa BHCCCHUA U3M. ‘
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Tabmuua 4.5 — Ilepedens cooOmenuit mpu yaaneHuu mpodus

Coo0wmenus Onucanne
id BEIMONTHEHO ycnemHo. OTtobpaxaercs ID ynmanennoro mpodums
CHHXPOHHU3AIIH.
0 npo(duiis He CyLIECTBYET

omoka

4.2. CooTBeTcTBHE TPYNII

Jlanee B moapasjaenax onvcaHbl PyHKIMH, OTBEUYAIOIINE 32 COOTBETCTBUE IPYIIIL.

4.2.1. lo6aB1eHue/U3MEeHEHHE COOTBETCTBHSA TPy

CooTBeTCTBHE rpyain co3aacTesa sl CBA3KU I'PYIIIIbI MOJIL30BaTENICH B cny>1<6e KaTaJjaoros,

peructpanuu ux B CYB/] u mpucBoenus um arpruOyToB posieil u (Hin) BKIIOYEHUE UX B TPYTIIIOBYIO

POJIb, OT KOTOPOH OHM OyIyT HACIEAOBATH aTPUOYTH U IPUBUIIETUU

@ O yHKIHOHAJIbHBIE

BO3MOXHOCTHU KOMIIOHCHTA IIO3BOJIAIOT cOo31aBaTb nu

noaACpKNBaTb MHOKCCTBCHHBIC HpO(i)I/IJII/I COOTBCTCTBUA TIpPyHIl OTHOCHUTCIHLHO

npouIIst CHHXPOHU3AIUN

I[JI)I CO3aaHnA COOTBCTCTBUA I'PYIII UCIIOJIB3YCTCSA KOMaHAa:

select ja sync ldap.set sync profile map(in map id int,

in profile id int,

in attribute text);

in role bd text, in domain group text,

JUJ1s BBINIOJIHEHHSI KOMAH/Ibl TOTPEOYIOTCS TapaMeTphl, IPUBEAEHHbIE B Ta0bnuLe 4.6.

Tabnuna 4.6 — BxoaHble 3HaUeHMsI 17151 CO3/1aHUsI COOTBETCTBUS TPy

ITapamerp Tun nanHbIX O0o3HaueHnue
in_map _id int UIEHTU(PUKATOP COOTBETCTBUS TPYIIIL
in_profile id int UIEHTU(PUKATOP NPOPHIIL
in_role bd text poib BJ]
in_domain_group text rpymnma B cIyx0e KaTaJloroB
in_attribute text aTpuOyT CHHXpOHU3aKH (aTprOyT 3aIUCH B CITyK0e

KaTaJoroB, KOTOPBIA COAEPKUT UMsI I10Ib30BATEIS)

@ Jlnist KoppekTHOro (POpMHpOBaHHSA CTPOKH «in _domain group», peKOMEHIyeTCs HaWTH

Hanucanue «DistinguishedName» gepe3 nmporpammy PowerShell.

Ne u3mMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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J1st 3TOro He0OX0AMMO OTKPHITh KOMaHAHYI0 CTpoKy PowerShell n Hanmcats komany:

Get-ADGroup -Identity db admins

E¥ Windows PowerShell - O *

WkpocotT (Microsoft Corporation), 2016. Bce npaEa SalWieHw.

in= Get-ADGroup db_admins

shedName : CN=db_admins,CN=Users,DC=jatoba,D{=corp
: Security
: Global
fd-4867-9a27-9e997606

: 5-1-5-21-4093081431-602958358-3562534692

PS5 C:Wsers'admin=

Pucynok 4.1 — Ctpoka «in_domain_group»

CuHTakcuc KOMaHAbl CIEIYIOIIHI:

o Get-ADGroup — BsIBOA HH(OPMAIUH O TPYIIIIE;
o Identity — omepaTop «UAEHTUIHOCTDHY;
o [MMs rpynnsl].

JUid W3MEHEHMs] CYLIECTBYIOIIETO COOTBETCTBUS TPyl TpeOyeTcs yKa3aTh 3HAYEHUS

HapaMeTpoB UICHTU(PUKATOPOB COOTBETCTBUSA (map id) m npoduist (profile id). [Ipocmorp

CYIIECTBYIONIUX MPOoQuIIeH, onucaH B 11. 4.2.2.

@ Poms BJ] (role bd) m  rpymnmy cmyx0b1 katamoroB (in_domain_group) MOKHO

HU3MCHATH, HO HCJIB34 UCIIOJIb30BATh OAHOMMCHHBIC HAMMCHOBAHMA.

[Tpu pabote ¢ pyHKIMENH MOTYT MOSIBIATHCS CIAECAYIONNE COOOIIEHUS U PE3yIbTaThl PA0OTHI

¢ynkuuu. [lepeyens cooOmenunii npuBeaeH B Tadmuie 4.7.

Tabmuua 4.7 — Ilepedens coobmenuii mpu 100aBICHIH/M3MEHEHUN COOTBETCTBUS IPYTIIT

Cool0menns Onucanue
JlobaBjieHne COOTBETCTBUA IPyNII
-1 omunoKa
map _id BBITIONTHEHO ycrentHo. Otobpaxkaercs ID co3ganHoro ManuHra.
N3meHeHne cOOTBETCTBHS TPy
map _id BBITIONTHEHO ycrentHo. Orobpaxkaercs ID u3MeHeHHOTO MarnuHTa.
0 COOTBETCTBHUS T'PYII HE HANIEHO

‘ Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Coo0mienus Onucanue

-1 omuoOka

4.2.2. IIpocMOTp COOTBETCTBHUSA I'PyNI
[IpocMOTpeTh CyIIECTBYIOMIME COOTBETCTBHS TPy K MPOMUII0 CHHXPOHU3AIUN MOXKHO

CHEAYIOUIEA KOMaH/I0M:

select ja sync ldap.get sync profile maps(in profile id int);

B Tabnuue 4.8 yka3aHbl BXOAHbBIE MapaMETPbl KOMaHIbl JUISl IPOCMOTPA COOTBETCTBHUS
IpyIIL

Tabnuna 4.8 — [apameTpbl 1 0003HaUEHUS U1 IPOCMOTPa COOTBETCTBUS TPy

ITapamerp Tun nanHbIX O0o3HaueHnue

in_profile id int UIEHTU(PUKATOP NPOoPHIIs

B tabnuue 4.9 ykazaHbl BEIXOJHBIE apaMeTPbl KOMaH/IbI.

Tabnuna 4.9 — BeixogHble NapaMeTpbl COOTBETCTBUS TPy

ITapamerp Tun naHHbIX O0o3HaueHnue

map_id int UIEHTU(PUKATOP COOTBETCTBUS TPYIIIL

profile name text uMs poduiis

role db text poias BJ1

domain_group name text TpyIlia B CIIy»*0e KaTajJoron

attribute text aTpuOyT CUHXpOHU3aUKHU (aTpUOyT 3aIUCH B
cIry>k0e KaTajoroB, KOTOPBIA COJEPKUT UMS
MOJIb30BATEIIA)

objectclass text TUT 00BEKTAa CHHXPOHMU3ALNH (TI0 YMOITYAHHIO JIIS
AD/Samba: user, st Free[PA/ALD Pro: person)

basedn text 6a3a momcka (1o yMOJTYaHUIO OepPETCs U3 OIS

domain_group name))

4.2.3. Yianenue coOOTBEeTCTBHSA IPyn

VY nanenue COOTBETCTBHS IPYII IIPOUCXOAUT KOMAHION:

select ja sync ldap.drop sync profile map (in map id int);

B rtabnuue 4.10 nmpuBeneHbl mapaMeTpbl, UCHOJb3YEMbIE ISl yJNAJI€HHUs COOTBETCTBHUSA

TpyIIL

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabnuna 4.10 — ITapamerpsl 1 0003HaYEHUS 7S yIaJI€HUS] COOTBETCTBUS TPy

ITapamerp Tun nanHbIX O0o3HaueHnue

in_map _id int UIEHTU(PUKATOP COOTBETCTBUS TPYIIIL

[Tpu pabote ¢ pyHKIMEH MOTYT MOSIBJIATHCS CIAECAYIOINE COOOIIEHUS U PE3yIbTaThl PA0OTHI

¢ynkuuu. Ilepeuens coobuennii npuseaeH B Tadiuie 4.11.

Tabnuna 4.11 — Ilepeuens cooO1eHN TPH yJAIEHUN COOTBETCTBHSI TPYIIIT

Cool0menns Onucanne
map _id BBINIOJIHEH ycnemHo. Otoopaxkaercs ID yneneHHOro cooTBEeTCTBUS
rpynn
0 COOTBETCTBHE I'PYII HE HAMJIEHO
-1 omunoka

4.3. DyHKUMU CHHXPOHU3AI MU

CunxpoHnusanus BeIoHsIeTcst pyHkiueit ja_sync ldap.ldap synchronize jds.

JInst 3TOro UCnoiab3yeTcss KOMaHa:

select ja sync ldap.ldap synchronize jds(prof id int);

B tabnuue 4.12 npuBeneHbl mapaMeTpbl, UCIOIb3YEMBIE ISl CHHXPOHU3ALMH.

Tabnuua 4.12 — Bxognsie mapaMeTpbl 1 0003HAUYECHUS AJI1 CHHXPOHU3ALNHT

ITapamerp Tun nanHbIX O0o3HaueHnue

prof id int UIEHTUPUKATOP NPOPHIIs

[Tpu pabote ¢ pyHKIMEH MOTYT MOSIBJIATHCS CIEAYIOINE COOOIIEHUS U Pe3yIbTaThl PA0OTHI

¢ynkuuu. Ilepeuens coobuennii npuseaeH B Tadnuie 4.13.

Tabnuna 4.13 — IlepeueHs cooOLIEHNI TPU CHHXPOHU3ALIUN

CooOwmenus Onucanne
-1 CUHXPOHM3AIUs HE BBINOJIHEHA
0 CUHXPOHM3ALUs BBIIIOJHEHA
>0 KOJIMYECTBO HEYCIEIIHBIX COOTBETCTBUM IpyIIII.
(T.€. KOJIMYECTBO IPYyNI B KOTOPBIX BO3HUKIIM OLIMOKK)

4.4. ®ynkuuu padoThl ¢ KypHAJIaMH COOBITHI (JIoraMM)
Komnonent ja Sync LDAP oGnamaer ¢yHKIMOHAJIBHON BO3MOXKHOCTBIO MPOCMOTpA
coObITHI 3a TpeOyeMblil HHTEPBAJl BPEMEHH, a TAK)KE YJAJIEHHUS BCEX UJIU ONIPEIEIICHHBIX 3aluceil.

Jlanee B noapaznenax onvcanbl GyHKIMHU, OTBEUYAIOLUE 3a paboTy ¢ KypHaIaMHU COOBITUI.

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




28
643.72410666.00067-07 98 01-08
4.4.1. IIpocmoTp coObITHIT 0€30MACHOCTH

Jliist mpocMoTpa coObITHI 6E30MTaCHOCTH HEOOXOIMMO BBECTH KOMAH/Y:

select * from ja sync ldap.get sync log(from date date, to date

date, row count int);

B tabnuie 4.14 npuBeneHbI BXOIHBIE TAPAMETPHI ISl IPOCMOTPA COOBITHI O€30TTaCHOCTH.

Tabnuua 4.14 — BxogHsle TaHHbBIE AJ1 MPOCMOTpa KypHajia

ITapamerp Tun nanHbIX O0o3HaueHnue
from_date date Hayvajo nepuona
to_date date KOHeII ITeproaa
row_count nt KOJIMYECTBO BEIBOJUMEIX 3aItrcei

®

Hara ykassiBaercs B popmate I'TTT-MM-YY.

B tabnuie 4.15 yka3zaHbl BRIXOIHBIC 3HAUCHUS KOMAH/IBI.

Tabnuna 4.15 — BeixoaHbIe 3HAYCHHSI IPOCMOTPA KypHAIIa

ITapamerp Tun nanHbIX O0o3HaueHnue
id int UJEHTU(PUKATOP CTPOKHU
datetime date JaTa peTUCTPUPYEMOTO COOBITHS
profile name text uMs poduiis
db role name text pois B/
domain_group name | text rpynma B Ciryk0e KaTtajoroB
result text pe3ysbTar
massage text coo0nieHue

Hanpumep

BwiBog nocneaaux 10 coobmienunii BemoHseTcss SQL-KoMaHI01:

SELECT * FROM ja sync ldap.get sync log('2019-01-
01'::date, '2030-12-30"'::date, 10) ;

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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[+ root@admin1: fhome

postgres=# SELECT * FROM ja_sync_ldap.get_sync_log('2019-01-01"'::date, '2030-12-30"'::date,10);
datetime | profile_name | db_role_name | domain_group_name | result |

37 | 2024-01-12 13:27:43.197786+03 | samba_usr | SUCCESS | SUCCESS @ | Successful synchronization (All use
rs are synchronized)

35 | 2024-01-12 12:24:39.147509+03 | samba usr | FAILED | FAILED -1 | ldap_sasl _bind s: Cannot contact th
e LDAP server.

PucyHok 4.2 — BoiBog coObITHI 0€3011aCHOCTH
4.4.2. Yaajienue cooObITHII 0€30MaCHOCTH

N3 xxypHana coObITUI MOKHO YJQJIUTh OJHY, HECKOJIBKO MJIK BCE CTPOKH.

4.4.2.1 YaajleHue CTPOKH MX 5KYPHAJIa COOBITHIA

VY 1aneHue OJTHOW ONPEIEIICHHON CTPOKH MPOU3BOIUTCS CIAEAYIOIIEH KOMAH ION:

select ja sync ldap.drop sync log row(row id int);

B tabnuie 4.16 yka3zaHbl BXOJHBIE TapaMETPhl KOMaH/IbI.

Tabnuna 4.16 — Ilapamerpsl 1 0003HaYEHUS IPU YAAJIEHUU CTPOKU

ITapamerp Tun nanHbIX O0o3HaueHnue

row_id int UACHTU(UKATOP BEIOPAHHOM CTPOKH

Ilo pe3ynpTaTam BbinoaHeHUs komanabl, CYB]] BepHeT cool1ieHne, yka3aHHOE B TaOynLe

4.17.

Tabmuua 4.17 — IlepeueHsp cooOmIeHUH, BO3BpAIIAEMBIX MpPHU BBHIMOJIHEHUU YAAJICHUS
coObITHS 6€30I1aCHOCTH

Coobmenue Onucanue
id cTpoku YCHEIIHO
0 CTpOKa HE HaliJieHa
-1 OCTaJIbHEIE OITHOKH

4.4.2.2 YnaneHue BbIOPAHHBIX CTPOK M3 KypPHAJIa COOBITHIA

VY 1aneHne HECKOJIBKUX CTPOK MPOUCXOJUT CIEAYIOIIEH KOMAHIOM:

SELECT ja sync ldap.drop sync log rows (row id int[]);

B tabnuie 4.18 ykazaHbl BXOAHbBIE TapaMETPhI KOMaH/IbI.

Tabmuua 4.18 — [TapameTps! U 0003HaYSHHS TP YAAJICHHH CTPOK

ITapamerp Tun nanHbIX O0o3HaueHnue

row_id int UACHTU(UKATOP BEIOPAHHOMN CTPOKH

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Ilo pesynbraram BbinogHeHUss komaHabl CYBJl BO3BpaTuT cooOlleHHE, YKa3aHHOE B

Ta0mme 4.19.

Tabmuna 4.19 — IlepeueHb cooOLIEHUH, BO3BpPALIAEMBIX MPU BBINOJIHEHUHM YAAJIEHUS
coObITHIl 0€301aCHOCTH

Coobmenue Onucanue
0 YCIIEIIHO
-1 mrHa MaccuBa 0 win ommnoOka
-2 HU OJTHOM CTPOKH HE CYILECTBYET

JlonoJHUTENbHBIE TPUMEDPBI IPEACTABIICHBI B ILIL. 5.11, HACTOSIIETO JOKYMEHTA.
4.4.2.3 YaajeHue BcexX CTPOK M3 KypHAJIa COOBITHIA
VY aneHne BceX CTPOK MPOUCXOJUT CIEAYIOMIEN KOMaHIOM:
select ja sync ldap.drop sync log all();
[To pesynbraram BemonaHeHus koMaunasl CYB/] BepHeT coobmienne, ykazanHOe B TaOIuIe
4.20.

Tabmuma 4.20 — IlepeueHr cooOmieHUH, BO3BpAIA€MBIX MPHU BBHIMOJIHEHUU YAAJICHHS

CcOObITHI 0E30I1aCHOCTH

Coo0Omienue Onucanue

0 YCIEUIHO

-1 omroka

4.4.3. Onucanue padoThl )KYpHAIa COOBITHI

B xypHane coOBITHII TMOSBISIOTCS COOOIIEHUS O CTAaTyce Omepaluid Tocie 3arycka
¢byHKMM cuHXpoHu3anuu. [Ipu ycnenHoi CHEXpOHU3ay B )KypHal OyAeT Ao0aBiieHa CTpOKa ¢
HYJIEBBIM KOJIMYECTBOM OINMOOK, B TMPOTHUBHOM CIlydae OOOABISIETCS CTPOKA C OIIMOKOW H

MIPUYMHON HEYCIEIHON CHUHXPOHU3ALUH.
Coo0menus B )KypHajax:

1) co croponsl CYB/I:

CoolOuenne IlepeBoa
role "<nanmenoBanue>" does not exist CootBerctBusi rpynn Ha crtopoHe CVYB][ nHe
CYLIECTBYET
0 Bce cooTBeTCTBHSI rpynn BHITOTHEHB! YCIIEIITHO

‘ Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




31

643.72410666.00067-07 98 01-08

Coo0Omienue

IlepeBon

>0

KomnyecTBO mpoOIeMHBIX COOTBETCTBUH TPy
(T.e. KOIMYECTBO TIpyHH B KOTOPBIX BO3HUKIHU
OIIHOKH)

-1

Bce
HEYJITaYHO

COOTBCTCTBUA

IPyIIl CUHXPOHU3HPOBAHBI

There is no mapping with this id

B npoduiie HeT HU OJTHOTO COOTBETCTBUS Py

No profile with this id

JlanHbIi TpO(UIIE HE CYIIECTBYET

2) ook co croponsl LDAP:

Coo0Ouienue

IlepeBon

LDAP ERROR: Operations error
occurred.

[Tpownsonuta omubka onepanuu

LDAP ERROR: Protocol error

IIpownsonuta ommbKa NpoTokoia

occurred.

LDAP ERROR: Time 1limit, set |JluMUT BpeMEHH, YCTAHOBJIICHHBIM MapamMeTpoM
by the server side time |orpanndyeHuss BpPEeMEHH Ha CTOPOHE CepBepa,
limit parameter, Was | MpeBBILLIEH

exceeded.

LDAP ERROR: Size 1limit was | IIpeBsliilieH TUMUT pa3mepa

exceeded.

LDAP ERROR: This message 1is|3Jr1o cooOlieHHe BO3BpamIaeTCs, €clu (PYHKIIHISI
returned 1f the function |3aBepmaercs yCHEUIHO, a aTpuOyT U HU3BECTHBIE
succeeds, and the attribute | 3yaueHus He cOBHAIAIOT

and known wvalues do not

match.

LDAP ERROR: This message 1is |3T0 co0O0lIeHHE BO3BpALIAETCA, €CIH (PYHKIUA
returned 1f the function |3aBepmaercs YCHELIHO, a aTpuOyT U H3BECTHBIE

succeeds, and the attribute
and known wvalues match.

3HA4YCHUS COBIIAJAar0OT

LDAP FRROR: The
authentication method is not
supported.

Merton ayTeHTU(UKAIIUU HE TTOAIEPKUBACTCS

LDAP ERROR:
authentication is required.

Strong

Tpebyetcst HanexxHast ayTeHTU(PUKAIISL

LDAP ERROR:
returned from the server.

A referral was

Pedepai Ob11 BO3BpaleH ¢ cepBepa

LDAP ERROR: Administration
limit on the server was
exceeded.

IIpeBbllieH TMMUT aAMUHUCTPUPOBAHUS HA CEPBEPE

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Coo0Omienue

IlepeBon

ILDAP ERROR:
critical and the server does

The control 1is

not support the control.

DJIEMEHT YIpaBIICHUS SIBISIETCA KPUTHUYECKUM, U
CepBep HE MOAJIEP)KUBAET JIEMEHT yIIPaBICHUS

LDAP ERROR:
is required.

Confidentiality

TpeOyercst KOHPUICHIINATHEHOCTD

LDAP ERROR: The client must
send the the
SASL, Mechanism to continue

server same

the process.

Knuent pnoibkeH OTnpaBuUTh CEpBEPY TOT  KE
Mexaau3M SASL, 9TOOBI TPOIOIKUTE TIPOIIECC

LDAP ERROR: Requested
attribute does not exist.

3anpolieHHbIN aTpuOyT HE CYIIECTBYET

LDAP ERROR: Type 1is not

defined.

Tumn He onpeneseH

LDAP ERROR:
inappropriate matching.

There was an

[Tpow301110 HEYMECTHOE COITOCTABICHUE

LDAP ERROR: There was a |[Ipon3onuio HapyleHue OrpaHUYeHUN
constraint violation.
LDAP ERROR: The attribute | ATpulyT CyIecTBYyeT WiK eMy IPHCBOCHO 3HAUEHHE

exists or the value has been
assigned.

LDAP ERROR:
invalid.

The syntax 1is

Hesepubiii cuHTakcuc

LDAP ERROR: Object does not
exist.

OOBEKT HE CyIIEeCTBYET

LDAP ERROR: The alias 1is |IlceBaoHuUM HENEHCTBUTEIEH

invalid.

LDAP ERROR: The | OTAMYnUTENbHOE MM  HMMEET  HEIOIYyCTUMBIN
distinguished name has an | cu"Takcuc

invalid syntax.

LDAP ERROR:
leaf.

The object is a

OOBEKT ABISETCS JTUCTOM

LDAP FRROR:
dereference the alias.

Cannot

He ynaercss pa3piMEHOBaTH/OTMEHHTH CCBUIKY Ha
IICEBJOHUM

LDAP ERROR:
is inappropriate.

Authentication

AyTeHTuduKanus He TOAXOJAUT

LDAP ERROR: The supplied
credential is invalid.

HpCI[OCTaBJIeHHBIe YYCTHBIC JaHHBIC

HeNelCTBUTEIbHEI

LDAP ERROR: The
insufficient access rights.

user has

VY nosnp30Baresns HEAOCTATOYHO MpPaB J0CTyIa

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Coob01ienue IlepeBon
LDAP ERROR: The server 1is |CepBep 3aHsT
busy.
LDAP ERROR: The server is | CepBep He kenaeT 00padaTbIBaTh 3alpOChl KaTajaora
not willing to handle

directory requests.

LDAP ERROR: The of
referrals has looped back to

chain

a referring server.

Lenouka pedepanoB 3anuKIAIaCh Ha pedeparbHOM
cepBepe

LDAP ERROR: There was a |IIpou3onuio HapyneHue MIMEHOBAHUSA
naming violation.
LDAP ERROR: There was an | [Ipousonuio HapymieHue Kiacca 00beKTa

object class violation.

LDAP ERROR:
allowed on

Operation is not
a nonleaf object.

Omnepanust He pa3penieHa st HeIMCTOBOTO 00bEKTa

LDAP ERROR: Operation is not | Onepamus He pa3penieHa Ha RDN
allowed on RDN.
LDAP  ERROR: The object | OOBEKT yke CyIecTByeT

already exists.

LDAP ERROR:
object class.

Cannot modify

HeB0o3MOXHO H3MEHHUTH KJIacC 00bEKTa

LDAP ERROR: Results returned
are too large.

BO3BpaH_IaCMBIC PE3YJIbTAThl CJIMIIKOM BCJIIMKU

LDAP ERROR: Multiple
directory service agents are
affected.

3arparuBalOTCs  HECKOJIBKO  areHTOB  CIYXKOBI

KaTajJaoroB

LDAP ERROR: An
occurred when attempting to

error

perform a requested Virtual
List View operation.

[Ipouzonuia omwubOka MNpU TMONBITKE BBIIOJIHUTH

3aIPONICHHYTO OTIEPAIHIO pOCMOTpa

BUPTYaJIbHOT'O CIIUCKA

LDAP ERROR: Unknown error |[Ipou3onuia Hem3BecTHas omnoOka

occurred.

LDAP ERROR: Local error |[Ipousonuia nokanbHas omuoka. Eciu ata ommubka
occurred. If this error | Bo3HMKAaeT BO BpeMs OIEpallUU  MPHUBSI3KH,
occurs during a binding | 1ONOJHUTENbHBIE CBEICHWS CM. B  pasaele
operation, for more | ldap bind s

information, see

ldap bind s.

LDAP ERROR:
occurred.

Encoding error

[Ipownsonuta onmrbka KOIMPOBaAHUS

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Coo0Omienue

IlepeBon

LDAP ERROR:
occurred.

Decoding error

[Ipownsonuta ommoKa 1€KOIMPOBAHUS

LDAP ERROR:
aborted due to exceeding the
of the
timeout parameter.

The search was

limit client side

[louck Obl1  mpepBaH  u3-3a

OrpaHN4YCHUA I1apaMCTpa BPCMCHHU OXWJIaHWA Ha

MPCBBIILICHUA

CTOPOHE KIIUEHTA

LDAP ERROR:
not supported.

The feature 1is

OyHKIMSA HE TOIEPKUBACTCS

LDAP ERROR: Results are not
returned.

Pesynbrarsl He BO3BpamarTCs

LDAP ERROR: Cannot contact
the LDAP server.

He ynaercs cBs3atbes ¢ cepgepom LDAP

LDAP ERROR: More results are
to be returned.

JIOIKHBI OBITH BO3BPAILEHBI APYTHE PE3YIHTATHI

LDAP ERROR:
detected.

Client loop was

OO0HapyskeHa MeTiIsl Ha CTOPOHE KIIMEHTA

LDAP FRROR: The
limit has been exceeded.

referral

PedepanbHblii TMUMUT NPEBBILIEH

LDAP ERROR:
occurred.

Unknown error

[Iponsonuia HensBecTHas OomIUOKa

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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S. HPUMEPBI CUHXPOHU3AIIUN

OyHKIMOHATBHBIE BO3MOXKHOCTH KOMITOHEeHTa ja_Sync LDAP 1mo3BossroT BEIIOTHSTE:

o CUHXPOHM3AIUIO 110 atpudyTy 'sAMAccountName';

° CUHXPOHHU3AIHIO 110 aTpuoOyTy 'cn';

° CHUHXPOHHU3AIMIO 110 aTpudyTy 'name’;

o CUHXPOHH3AIUIO T10 JTI000MY aTpuOyTy, M0 KOTOPOMY MOKHO HUICHTHU(PHUIIUPOBATH
MOJIb30BATEIIS.

B kauecTBe npumepa ucnonb3yercs cepsep noj ynpasieHueM Windows Server ¢ posbio
KoHTposiepa nomeHa u cepep CYB]] «Jatoba» mon ympaBienne OC Ubuntu 22.04. Cepsepa

umetot [P-anpeca, npusenenHble B Tabaune 5.1.

Tabnuua 5.1 — CereBast aapecanusi CEpBEpPOB CTEH 1A

Ne | Umsa cepBepa IP-aapec Macka noacerun | DNS Pouib
1 | ad-2016 10.116.102.46 | 255.255.255.0 10.116.102.2 | KoHTponep noMeHa
2 | Ildap 10.116.102.47 | 255.255.255.0 10.116.102.2 | CYBJ

S.1. BeimostHeHHe  CHHXPOHM3aLMM  OJHOIO0  COOTBETCTBMA 1O  aTpudyry
'sAMAccountName'

B nmomene «jatoba.corp» cozmaHa rio0anpHas rpymnma O€30MacHOCTH IOJIb30BaTENeH

«db_adminsy», B KOTOpYIO BXOJST MOJIb30BATEIN

o adminl;
o admin2;
o admin3;

KOTOpBIX HeoOxoauMo cuaxpoHm3upoBats ¢ CYB/I.

o He pexomenayercs co3naBats rpymnmnoByto poiib ipu nomoiu CREATE ROLE yepes
JBOWHBIC KAaBBIYKA B BEPXHEM DPETHCTPE W/WIM C MpoOeramMH, TaKk KaK KOMIIOHEHT
ja_Sync LDAP mpeoOpasyer Bce moiis B mpoduiie W TpaBHIAX COIOCTABICHUS
(ManmuHTa) B HIDKHUM peructp. llpy mombITKe CHHXPOHM3ALUU 3TO MPUBOIUT K

BO3HUKHOBEHHIO OIMOKHY U3-32 HE HAWJCHHOW TPYIIIOBOM POJIH.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Ceoiictea: db_admins ? X Ceoiictea: db_admins ? X
OBwwe  Unepwirpynnel - Yner rpynn - YnpaenseTca Ofwme YneHbi rpynnsl  Ynew rpynn - YnpasnaeTca
[ . YneHsl rpynins:
52 db_admins
@ Hran Manka aomeHHED cnyxd Active Directory
?_, admin1 jgtoba.comp./Users
Wma rpynne (npea-Windows 2000): |db_admins | a_, admin3 jgtoba.comp./Users
?_, admin5 jatoba.com/Users
Onmcanne: | |
3n. noyTa: | |
0GnacTe AeACTBMA rpyMnG! Tun rpynns
NMokaneHan & nomere (®) BesonacHocTs
(® MnofiansHan () Mpynna pacnpocTpaHeHa
() YHueepcansHan
FameTin:
[oBasuTs. .. Yoanute
Omaetia MpyretiTe Crmvera MpureHATs

Pucynok 5.1 — I'pynna nons3oBareneit B AD

B CYB/] cymectByet rpymnmoBast poib «admin» co3naBaemas SQL-komaHmo0ii:

CREATE ROLE "admin" SUPERUSER NOCREATEDB NOCREATEROLE INHERIT
NOLOGIN NOREPLICATION NOBYPASSRLS;

ldap@ldap: ~

File Edit View Search Terminal Help

postgres=# CREATE ROLE "admin" SUPERUSER NOCREATEDB NOCREATEROLE INHERIT NOLOGIN
NOREPLICATION NOBYPASSRLS;

CREATE ROLE

postgres=# |:|

Pucynok 5.2 — I'pynmnosas posns B CYB/]
[Tonp30Barenn, BHECEHHBbIE C JAHHOW TPYNNOBOM POJBIO, YHACIEAYIOT IpaBa

CYIIEpIOJIb30BATEIIS.

5.1.1. lo6aBaenne npo¢uiisi CHHXpOHH3AL MU

Jliist co3nanus mpoduiiss CHHXpOHU3auu TpedyeTcs ayreHTuduuuposarscs B CYB/I:

su -1 postgres
cd /usr/jatoba-5/bin/
psgl -h localhost -d postgres -U postgres

st cozpanus npodwig ucnonb3yercs SQL-komanga, CHHTaKCHC KOTOPOI MPHUBENIEH B TI.

4.1.1:

‘ Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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select ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text, in domain type text);

Jlnist co3nanus npoduiist ucnoib3yercs SQL-komanaa:

select
ja sync ldap.set sync profile(null, 'user',6'10.116.102.46","'389"
, 'admin ad', 'P@ssword', 'activedirectory');

[+1 root@admini: fhome Q = - O

postgres=# select ja sync ldap.set sync profile(null, 'user','10.116.102.46"','389",
'admin_ad', 'P@ssword', 'activedirectory');
set _sync_profile

(1 row)

postgres=#

Pucynok 5.3 — Co3nanue npoduiiss CHHXpOHU3AIUN

[TapameTps! 1 3HaYCHHSI, UCTIONB3yeMble B SQL-KomaHie mpuBeaeHbI B Tabmuie S.2.

Tabmuua 5.2 — [NapameTpbl 1 3HaYSHUS I CO3AHUS TPOQUIIS

ITapamerp Tun nannbix | 3HauyeHune O0o3HaueHnue
in_profile id int null UACHTU(UKATOP TIPOPUIIT
in_profile name text user uMs IPOoQHIIs
in_host ip text 10.116.102.46 | IP-agpec AD
in_port text 389 noprt (1o ymonuanuio 389) AD
in_login text admin_ad y4eTHas 3aluch aJIMUHHACTpATOpa

AD
in_pswd text 1apojb OT YYETHOH 3aIIUCH
aamuHucTpaTopa AD
in_domain_type text activedirectory | TUI cITy>KOBI KaTaJOTOB

5.1.2. lIpocmoTp npoduiis

Jist mpoCMOTpa CYIIECTBYIOMUX MPO(UIeH NCIOIB3YETCs KOMaH !
select ja sync ldap.get sync profiles();

B pesynbTare chopmupyercs Tabnuia, mpeAcTaBIeHHAs HA PUCYHKE 5.4.

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[+ root@admin1: /home

postgres=# select ja_sync_ldap.get_sync_profiles();
get_sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(1 row)

postgres=# ||

Pucynoxk 5.4 — [IpocMOTp cymiecTBYOmMUX Mpoduiei
5.1.3. lo6aByieHrEe COOTBETCTBHSA IPyNI

I[JIH CO3aaHnA COOTBCTCTBUA I'PYIII UCIIOJIB3YCTCSA KOMaHAa:

select ja sync ldap.set sync profile map(in map id int,
in profile id int, in role bd text, in domain group text,
in attribute text);

Cunrakcuc SQL-komaHnb! onucad B 1. 4.2.1.

B mpencraBmsemom mpumepe, K HMEOHOIEMyCS NOPOQIII0 CHHXPOHU3ALUU  C
uaeHTuukaropom «1» cosmaercs NMpoMIb COOTBETCTBHSA TPYI, B KOTOPOM CO3/1aBaeMbIe

MOJIb30BATENN OYAyT BXOANUTH B TPYMIIOBYIO poiib «admin» U HacIen0BaTh OT HEE aTPUOYTHI.

ldap@ldap: ~

File Edit View Search Terminal Help
postgres=# \du
List of roles
Role name | Attributes | Member

| Superuser, Cannot login
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

postgres=# [

Pucynok 5.5 — Cnucok nonb3oBatenei u rpynn nosns3onateneil B CYB/]
[Tpu sTOM MONB30BaTENN OYAYT CHHXPOHH3UpPOBATHCS M3 Katanora «db_admins» rpymmsi
«Users», gomeHa  «jatoba.corp», ¢  arpubyrom  «sAMAccountName».  ATpuOyr
«sAMAccountName» BbiOMpaeTcs 1o ycMmoTpenutro aamuHucrpatopa CYBJl u 3aBucut ot

CTPYKTYypbl KaTanora AD.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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ja sync ldap.set sync profile map(null,1l, 'admin', 'CN=db admins,
CN=Users, DC=jatoba, DC=corp',

[+1

'sAMAccountName') ;

root{@admin1: fhome = O

! ®aiin Jeiictene Bug  Cnpaeka N ]
[ - —— — Ceoiictea: db_admins ? =
¢ @ 0| XEd B PeaETES
— y \ ) -
| MNonesoeatenn n KOMABKITERL || A Tun Ll Bl T T I~
_; CoxpaHenHble 3anpockl E)admin NonksoEaTEnt YneHs! FpyAns!:
v E Ja.togaj;:_mp E) admin_rdbms MonbzoeaTens Wmn Manka nomenHbe: cnyxE Active Directory i
uiltin
: Computers E) admin1 MonesceaTent b X acmin jatoba.comp./Users
o ) E) admin3 Monesoeatens 2 admin3 jatoba.comp/Users
2| Domain Controllers ) 2 . :
" Forei - - E) admin3 MNonezceatens £, admin5 jatoba com/Users
_| ForeignSecurityPrincipal ]
| Managed Service Accour %db_admms [pynna GesonacHocoTh -
| Users E;;Default.ﬂ\ccount Monezceartens
’:EDnsAdmins [pynna BesonacHocoTh -
%DnsUpdaterxy [pynna BesonacHocoTh -
%Protected Users Fpynna BesonacHocT -
E).QAMMHMCTpaTDp MonbzoeaTens
EEAAMMHMTpaTprl w [ pynna GesonacHocoTh -
EE,AAMMHMCTpaTopbl .. [pynna BesonacHocTu -
’:E.QAMMHMCTpaTprl w [ pynna BesonacHocoTh -
EEAAMMHMTpaTprl w [ pynna GesonacHocoTh -
EE,AAMMHMCTpaTopbl .. [pynna BesonacHocTu -
ofasuTs. . Ynanuts
’:EBnap,enbum-mmaT... [pynna BesonacHocoTh -
EE)FDCTM AOMEH [pynna BesonacHocoTh -
843 locte Monezceartens —
’:Erp}rnna C3anpewe.. [pynna GesonacHocTy - Omaena LR
EE,Fp}rnna C paspewe.. [pynna GesonacHocTy - flokaneHan B gomede  [laponw YNeHOB AaHHOA rpyNnel MOMYT PEMHLMPOER W
< >« >
Pucynok 5.6 - Karanor «db_adminsy rpynmsr «Users», tomeHa «jatoba.corp»
YunrteiBas BeiensnoxkenHoe, SQL-komanga Oyaer ciaemayromei:
select

postgres=# select ja sync_ldap.set sync profile map({null,1, 'admin','CN=db_admins,C
M=Users,DC=jatoba,DC=corp’,
set_sync_profile _map

postgres=#

'sAMAccountMame'):

Pucynok 5.7 — SQL-xomana 1o6aBieHus COOTBETCTBUS TPYIIIT

JU71s1 BBIMOTHEHUST KOMaH bl TOTPEOYIOTCS TapaMeTpsl, IpuBeAeHHbBIE B Ta0muie 4.6.

Ne u3mMeHeHus:

HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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Tabmuua 5.3 — [NapameTpbl 1 3HaYSHHS I CO3IaHUS COOTBETCTBHSI TPYTIIT

ITapamerp 3HaueHnue O0o3HaueHnune
in_map _id null UACHTU(UKATOP
COOTBETCTBHSA IPYTII
in_profile id 1 UACHTU(UKATOP
npouIs
CHHXPOHHU3AIIH
in_role bd admin I'pynmoBast poins CYB]]

in_domain_group CN=db_admins,CN=Users,DC=jatoba, DC=corp | 'PY12 AD

in_attribute sAMAccountName UMs aTpuOyTa 3aIicy B
AD, xoTOpBIif COAEPKUT

UM I1I0JIB30BaTCIIA

B wunentudukarope COOTBETCTBUS TpyMNIl YyKasbpiBaeTcsi 3HaueHue «nully, T.x. 1D

HazHa4dyacTCAa aBTOMAaTHYCCKU.

B mapameTtpe «in_profile id», yka3eiBaercs 3nauenue «1», coorBerctBytomiee ID mpodums

CUHXPOHH3AlNH.

B mapamerpe «role bd» ykaseiBaercs mms rpymnmoBoi ponu B CYB/l, B manHOM ciydae

«admin», B KOTOPYIO OyIyT BKIIOYEHBI YUETHBIE 3aMKCH TOJIH30BATENEH.

B mapamerpe «in_domain_group» ykasbiBaeTcs ctpoka 3HaueHui «DistinguishedNamey,
MOJTyYC€HHAS U3 TJIO0ALHOM rpyIIbl Oe30macHoCTH Tosib3oBareneit «db_adminsy. ['pynmy MoxxHO

MOJYy4YUTh yTeM 3anpoca B PowerShell.

EN Windows PowerShell — O *

PowersShe
pauwa MaikpocogT (Microsoft Corporation), 2016. Bce npaEa SawMweHu.

P5 C:hUsers\admin= Get-ADGroup db_admins

toba, DC=cor

Pucynok 5.8 — Mudopmanus o rmobansHoit rpymme 6e3onacHocty «db_adminsy»
B mapamerpe «in_attribute» ykaspiBaeTcs mapamerp «sAMAccountName» — 3T0
YHHUKAQJIbHOE UM BXO/Ia U B JAHHOM CIIy4ae yKa3aHHe UMEHH TI00abHOM Ipynibl 0€30MacHOCTH

noJsib30Baresiel (cM. puc. 5.9).

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Ceoiictea: db_admins ? =
Owme YneHe! rpyrine YneH rpymn ¥npaenseTca
I OdbexT BesonacHocTs PepaxTop atpubyTos
. Atpudy T
H
i ATpmtyT ZHaueHWe 2
member CM=admin5.CN=Users, DCsatoba, DC=com:
name db_admins
objectCategory CMN=Gnoup CN=5chema CN=Configuration, D
objectClass top; group
objectGUID aad95164-78fd-4867-9a27-5e 597606 722
objectSid 5-1-5-21-4053081431-602558358-35625346
replPropertyMetaData AtID Ver  Loc LUSH Org.DSA
sAMAccountName db_admins
Pepaktop crpokoBen aTpubyTos >
ATpuEyT: sAMAccount Name
3HaveHue:
jb_sdmins|
Oumcmims Omera
0K Crmera [NprreHnTE Crpaexa

Pucynok 5.9 — Atpubyt «sAMAccountName» rpymmsl monb3oBaresneit «db_adminsy
5.1.4. Cunxponusanus

CHHXpOHU3ALKS OCYILECTBIISAETCS KOMaHIOM:

select ja sync ldap.ldap synchronize jds(1);

[+ root@admin1: /home

postgres=# select ja_sync_ldap.ldap_synchronize_jds(1);
ldap_synchronize jds

(1 row)

postgres=#

Pucynok 5.10 — Cunxponuzauus AD u CYB/]

IIpn mpocmoTpe cnucka I0JIb30BaTENEd BHUJIHO, YTO Bce IoJib3oBaTenu u3 AD Obuin

cuHxpoHusupoBanbsl B CYB/I.

A nMeHHO u3 robansHOU rpynmsl 6ezomacHocTH AD «db_adminsy co3maHbl MOIb30BaTENH

CYB/:
o adminl;

o admin2;

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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o admin3;

B IPYNIIOBO# ponu «adminy, Kak mpeAcTaBiIeHO Ha pucynke S.11.

CeoficTea: db_admi ? %
BowcTea: db_admins m root@admin1: /home
YneHb! rpynns! y
Otwme pyr YneH rpynn  ¥npaenaetca postgres=#
MYneHe rpyrne: List of roles
Attributes
Wram MNanka pomerHew cnyxd Active Directory
E, admin 1 jatoba.comp/Users
_{- admin2 jatoba.comp/Users i | {admin}
2, admin3 jatoba.comp/Users i | {admin}
admin3 | {admin}
postgres RLS | {}
postgres=#
OpBaeuTe. .. Yaamm
OmveHa MpumeHaTs

Pucynok 5.11 — Pe3ynbpTar cuaxpoHu3anuu nojiab3oBareneii rpynns! «db_adminsy

@ Jliist BBIBO1a MH(OPMAITUH O WISHCTBE B POJISX, C YKa3aHUEM BCEX IMMapaMeTPOB U ITPaB

nocryna, B CYB]] «Jatoba» ¢ Bepcueii simpa 6 ucronb3yercst komanaa \drg

5.1.5. ABTopu3anus nocJje CMHXpoHU3auum mo atpudyry 'sAMAccountName'
Jlins aBTOpU3alMKM 4Yepe3 CUHXPOHU3UPOBAHHBIX IMOJb30BaTene mo mexanusmy LDAP

TpeOyeTcsi OTpelakTUPOBaTh KOHPUTypamoHHbIi (aiin pg_hba.conf:

host all all 10.116.102.0/24 1ldap ldapserver=10.116.102.46
ldapbasedn="CN=Users, DC=jatoba, DC=corp"
ldapbinddn="CN=admin ad, CN=Users, DC=jatoba, DC=corp"
ldapbindpasswd="P@ssword" ldapsearchattribute="sAMAccountName"

*pg_hba.conf =

Open ~ [+l Mvarflibfjatoba/s,/data Save - - = -
82 # TYPE DATABASE USER ADDRESS METHOD
83
84 # "local” is for Unix domain socket connections only
85 local all all md5
86 # IPv4 local connections:
87 host all all 127.0.0.1/32 md5
88

89 host all all 10.116.102.0/24 1ldap 1ldapserver=10.116.102.46
ldapbasedn="CN=Users,DC=jatoba,DC=corp” ldapbinddn="CN=admin_ad,CN=Users,DC=jatoba,DC=corp"
ldapbindpasswd="P@ssword” ldapsearchattribute="sAMAccountName"

Pucynok 5.12 — ITapametps! koHpuUryparmonHoro aiina «pg_hba.cont»

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B xondurypammonnom ¢aiine, B crondéne «ADDRESS» yka3piBaem moacers, OT KOTOPOH
CYB/Jl Oynmer mpuHMMaTh coeauHeHHs ¢ MeTofoM ayTeHTH(ukammu LDAP. B nmpuBomumom

npumepe 310 noacers 10.116.102.0, ¢ mackoii moacern 255.255.255.0, T.e. ¢ mmHOM npedukca
/24.

[Tocre yero mocie0BaTeIbHO YKA3bIBAKOTCS MTapaMeTphl:
o ldapserver — IP - anpec cepepa AD:

ldapserver=10.116.102.46

[Tpu cozmannu npoduiIst CAHXPOHU3ALMY ITapaMeTp yKasbIBayIcs Kak «in_host_ip» (cM. Tab.

4.1).

J ldapbasedn — agpec katanora moap30BaTENEH:

ldapbasedn="CN=Users, DC=Jjatoba, DC=corp"

J ldapbinddn — agpec karamora agmuuucTpatopa AD, KOTOpBIA YyKa3bIBajCs B
npoduie CHHXPOHU3AlUHU. YKa3bIBaeTcs HE UM anMuHucTparopa AD B mapametpe «in_loginy, a

HMCHHO IIYTH K €T0 KaTaJory.

ldapbinddn="CN=admin, CN=Users, DC=jatoba, DC=corp"

B MS AD sto aTtpubyT yuetHoit 3anucu nosb3oBatenst AD «distinguishedNamey, koTopsiit

BO3MOXHO IOJIYYUTh B BKJIaAKe «Penakrop arpuOyToB» KapTOUYKHM I10JIb30BATEIIS.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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OnyBnuKoEaHHEIE CEPTUEMKETE YneH rpymn Pennikalwsn naponei
Bxopawme ssoHkm Ofvexr BezonacHocTs Cpena Ceanckl
YaanenHoe ynpasneHue
Ofwwe Appec  YuyemHas sanwce  Mpodwne  Tenedoner  Opranwsawms
Mpodwne cyx6 yoanexHbx pabows crones COM+  PenakTop atpubyTos

ArpuiyTe!:
ATpuEyT 3HaveHve "
defaultClassStore <HE 33AAHO
department £HE 330aH0 >
department Number <He 33daHo >
description <HE 33AAHO:
desktop Profile <HE 330aH0 >
destinationindicator <HE 33AaHO
dizplayhame admin_ad
displayNameFrintable  <He sapaHos
distinguishedName CMN=admin_ad . CN=Users. DC5atoba, DC=cor

Penaktop cTpokoBbx aTpuByTOR X
ATpnByT: distinguished Mame:
3HaseHne:

| M=admin_ad,CN=Users,DC=jatoba, DC=comp

Ok CmaeHa MprMEHATE Cnpaeka

Pucynok 5.13 — Atpu0yTt «distinguishedName»
. ldapbindpasswd — maposnbs anmunucTpatopa AD. B mpodune cuHxpoHuzanuu 310

napameTp «in_pswd» (cm. Tab. 4.1);
. ldapsearchattribute — arpubyT 1151 COOTHECEHHS ¢ MMEHEM MOJB30BATENA B XOE

ayTEeHTHU(DUKAIIH:

ldapsearchattribute="sAMAccountName"

3nauyenne «SAMAccountName» HCIONB30BaJIOCh B MapaMeTpe «in_attributey, xkak uMs
aTpuOyTa 3amucu B AD, KOTOpPBIl COAEPKUAT MMsI MOJIB30BATENS MIPH JOOABICHUU COOTBETCTBUS

rpymn (cM. Tab. 4.6).

[Tocne nmpoaenanHoro mara HeoOxoauMo aBTopusoBarbest B CYB/] uepe3 LDAP:

psgl -h 10.116.102.47 -p 5432 -d postgres -U adminl

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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BE C\Windows\systemn32\cmd.exe - psql -h 10.116.102.47 -p 5432 -d postgres -U admin1

in»psql -h 18.116.182.47 -p 5432 -d postgres -U adminil

OT OCHOBHOMR

Pucynok 5.14 — Ayrentudukanus B CYB/] no merogy LDAP nmons3oBatens «adminl»
5.2. BoinoJjiHeHUe CHHXPOHU3ALMHU OJHOT0 COOTBETCTBHUS 1O aTpudyTy 'cn’'

Jlig mpuMepa MCHOJb3YIOTCS T€ )K€ CEpBEpa C NapaMeTpaMu, yKa3aHHbIMU B Tabnuue 5.1.
Coznansl nonb3oBatenu MS AD:

° user_1;
J user 2;
o user 3.

| Active Directory - NOMb30BATENM M KOMIBIOTERI
@ain  Jedctene  Bug  Cnpaeka
e | 2@ 8 XEd=2 BRI L aETE%

| Nonesosatenw u komneroTepel Active Di

Wmas Tun Onucanne ™
CoxpaHeHHbIe 3anpockl
2. - E P & user 1 Monssosatent
v g Jatoba.cor
=) s F E)user_E Mons3oeaTent
| Builtin % 3 I'I
farerpra— user_ oNb30BATEND

PucyHnok 5.15 — YueTHsie 3anucu noias3oBareneid MS AD

[Tonmp30BaTenn BXOAT B II00aIbHYIO rpyniry O6e3onacHocT «db_usersy.

B CYB/] co3nana rpynmoBast pons «ad_user» SQL-komanm0ii:

CREATE ROLE ad users NOSUPERUSER NOCREATEDB NOCREATEROLE
INHERIT NOLOGIN NOREPLICATION NOBYPASSRLS;

[+1 root@admin1: /home = i

postgres=# CREATE ROLE ad_users NOSUPERUSER NOCREATEDB NOCREATEROLE INHERIT NOLOGIN

NOREPLICATION MOBYPASSRLS;
CREATE ROLE
postgres=#

Pucynok 5.16 — SQL-koMaH1a co3anus rpymnmnoBoi ponn «ad usersy

CoznanHas rpynnoBast pojib He UMeeT HuUKakux npusuieruii B CYB/I.

‘ Ne u3mMeHeHus: ‘ IMoxmucs oTB. MUNA:

‘ JlaTa BHECEHUS U3M:
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5.2.1. lo6aBaenne npo¢uiisi CHHXpOHH3ALMHU
Jlnist ynoOcTBa BOCTIPUATHS 3a7aluM UMs PO(UIIST CHHXPOHHU3ALNU 110 UMEHU TPYTIIIOBOM

pomu B CYBJl «ad_usersy.

OTHOCHUTENBHO pa3zdupaeMoro npuMepa ucnoinbszyercs SQL-xkomana:
SELECT

ja sync ldap.set sync profile(null, 'ad users','10.116.102.46","
389', 'admin ad', 'P@ssword', 'activedirectory');

[+1 root@admini: /home

postgres=# SELECT ja sync_ldap.set sync_profile(null,'ad users','10.116.10.46',"'389'
,'admin_ad', 'P@ssword', 'activedirectory');

set_sync_profile

(1 row)

postgres=#

Pucynox 5.17 - Co3nanue npoduiisi CHHXpOHHU3AIUHU ¢ UMeHeM «ad_users»

Coznan npoduias cuHXpoHU3auu ¢ [ID=2.

5.2.2. lIpocmoTp npo¢uieil CHHXPOHU3ALMHU
Y6exmaemcsi, 9TO CO3/IaHHBIN MPOGUITH CHHXPOHU3AIMH IEHCTBUTEILHO MOTYyYrII cBOH ID

Y TIPUCYTCTBYET B 00IIEM CITUCKE TpOod el CHHXPOHU3AINH, BEIMOTHUB SQL- koMaHy:

select ja sync ldap.get sync profiles();

[+1 root@admini: fhome

postgres=# select ja_sync_ldap.get_sync_profiles():
get_sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2,ad users,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2 rows)

postgres=# I

Pucynok 5.18 — Criucok co3MaHHbBIX poduiield CHHXPOHU3AIUN

CYB/] BeiBeneT o0muii ciucox mpoQuiieii CHHXPOHHU3AIIHH.

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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5.2.3. lob6aByieHrEe COOTBETCTBHS IPyNI

Crnenyromum marom Ha cepBepe AD momywaem atpubyt «DistinguishedName» rpymmst

«db_users» KoMaHOM:

Get-ADGroup -Identity db users

EN Windows PowerShell - O *

Powershell e ~ e
opaunsa MalikpocodT (Microsoft Corporation), 2016. Bce npasa sawMueHb.

shadmin> Get-ADGroup db_users

DistinguishedName :
GroupCategory E
GroupScope

SamAccountMName 3
SID : 5 8-3562534692 5

PS5 C:h\Users'admin>

Pucynok 5.19 — Atpubyt «DistinguishedName» rpynmst «db_users»
[TomyueHHble TapaMeTpbl HCTIONB3YIOTCA Uil (opmupoBanus SQL-koMaHABI, KOTOpas

OyZeT CIeayroIei:

select
ja sync ldap.set sync profile map(null, 2, 'ad users', 'CN=db user
s,CN=Users, DC=jatoba, DC=corp', 'cn');

[+1 root@admini1: f/home = O

postgres=# select ja sync ldap.set sync profile map(null,2,'ad users','CN=db users,C
N=Users,DC=jatoba,DC=corp', 'cn');
set_sync_profile_map

postgres=# JJ

Pucynok 5.20 — Co3ganue coOTBETCTBUS IPYyMHII

CYB/] BeiBenet ID coznannoro manmuara (map _id) (cm. tadm. 4.7).
B nannoii SQL-komaHze ykazaHo:

o null (in_map_id) — uneHTHPHUKATOP COOTBETCTBUS TPYIIIN, T.€. IPUCBOCHHUE HOBOTO

3HAYCHUS;

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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o 2 (in_profile id) — wunenTHduUKaTOp TPOGWIA CHHXPOHHU3AIMH, KOTOPBIA ObLI
MOJTyYeH MPHU CO3IaHUU PO CHHXPOHMU3AIHH (CM. 1. 5.2.1) 1 MpOBEpEeH MpH BHIBOJIE CIIHCKA

npoduiielt cuHXpoHU3aUu (cM. 1. 5.2.2);
. ad_users (role_bd) — cozmannas 8 CYB/] rpynmoBas pois;

J 'CN=db_users,CN=Users,DC=jatoba,DC=corp' (in_domain_group) — mnyTh K

Karajory riofaibHON rpynmsl 6e3onacHoctr «db_users» B MS AD;

. cn (in_attribute) — wums atpubyra 3ammcu B AD, KOTOpBIM COOEPKHUT HUMS

nosib3oBarens (cM. puc. 5.21).

WupiMu  coBamu, co3maercss ykasanne CYB/: «CYB/l, co3mait HOBBIH mpoduib
COOTBETCTBHS TPYII, JUISI MPOQUIIS CHHXPOHU3AUHU «2» B KOTOpOM B rpymmoByio posib CYB]]
«ad_users», OyIyT CHHXpOHHU3UPOBATHCS YUETHBIC 3aMTUCH TOJIb30BaTeneid MS AD, cocrosmux B

riobanpHOM TpyIne 6e3onacHOCTH «db_usersy» 1 UMEIOMINX aTPUOyT «Cny.

| CeolicTea: user_1 ? X
OnyGnMKoBaHHEIE CEPTUDMKATE Ynex rpynn Pennuikalma naponei
Bixogawme sE0HKK OdberT BezonacHocTe Cpena CeaHcel

¥ OaneHHoe ynpasneHue
Ofiwwme  Agpec  YuetHan sanmce  [pogwne  Tenedodsl  Opranvsaudna
Mpodune Ciy6 yoaneHHsk padowec ctonos COMe  Pepactop atpubytos

ATPMG YT

badPwdCourt ]

|
|
| ArpwiyT BHaueHne 2
|
| cn user_1

PegakTop cTpOKOBbIX aTRWBYTOR x

i | ATpurdyT: on

2HaveHue:

logonCournt o

name user_1

obiectCateqory CN=Person CN=5chema,CM=Corfiquration [ ¥
£ >

| WzmeHnTs PunsTp

| QK OmaeHa MpHMEHUTE Cnpaeka

Pucynok 5.21 — Atpu0yT «cn» B KapTOUKE I10JIb30BaTENs
5.2.4. llpocMOTp cOOTBETCTBUSA Py
[TpocMOTpeTh COOTHECEHHBIE K MPOQIMII0 CHHXPOHU3ANH MPO(UIN COOTBETCTBUS TPYIII

MO>XHO KOMaHJIOM:

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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select ja sync ldap.get sync profile maps(2);

[+l root@admin1: fhome

postgres=# select ja sync_ldap.get sync profile maps(2);
get_sync_profile_maps

(2,ad users,ad users,"cn=db users,cn=users,dc=jatoba,dc=corp",cn,user,"dc=jatoba,dc=corp")
(1 row)

postgres=# I

Pucynok 5.22— Cunxponuzauusa Y3 AD ¢ CYB/]
5.2.5. Cunxponu3anus

CHHXpOHU3ALMS OCYIECTBIIAETCS KOMaH/OM:

SELECT ja sync ldap.ldap synchronize jds(2);

[+ root@admin1: fhome

postgres=# SELECT ja_sync_ldap.ldap_synchronize_jds(2);
ldap_synchronize_jds

Pucynok 5.23 — Cunxponuzauusa Y3 AD ¢ CYB]]

B kotopoii ykaseiBaercs ID npodumns cuHXpoHU3aIIH.

IIpn mpocMoTpe CHHCKa MOJIB30BATENEW BUIHO, YTO YUYETHBIE 3aIMCH IOJIb30BATEIIEH U3
rino0anbHOM rpynmnsl 6e3omacHocTy «db_usersy Obun cuaxponnsupoBansl B CYB/] B rpymnmoByio

porb «ad_usersy.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Caeiictea: db_users ? X
I+ root@admin1: /home
OfvexT BesonachocTs PeaaKTop STPMEYTOR

Otwme Unerbi rpymn Ynen rpynn YnpaenseTca
postgres=# \du

Uner! rpymns:

List of roles
Role name | Attributes Member of

Mras Mania aomeiie ciyxG Active Directory

i aiohe com Users
2, user_2 jatoba.comp/Users
2, user_3 atoba comp/Users

ad_users Cannot login

admin Superuser, Cannot login

adminl {admin}
admin2 {admin}

EL LA E {admin}
postgres Superuser, Create role, Create DB, Replication, Bypass RLS {}

user_1 {ad_users}
user_2 {ad_users}
user_3 {ad_users}

Ipfasms

Pucynok 5.24 — Pe3ynbpTar CHHXpOHHU3ALMU TOJIb30BaTeneil rpynmnsl «db_users»

@ Jliist BBIBO1a MH(OPMAITUH O WISHCTBE B POJISX, C YKa3aHHUEM BCEX IMapaMeTPOB U MTPaB

nocryna, B CYB]] «Jatoba» ¢ Bepcueii sigpa 6 ucronb3yercst komanaa \drg

5.2.6. ABTOpHM3anus nocJie CHHXPOHU3ALUM 10 aTpudyTy 'cn'
JInst aBTOpU3alMKM 4Yepe3 CUHXPOHU3UPOBAHHBIX IMOJb30BaTele nmo mexanusmy LDAP

TpeOyeTcsi OTpelakTUPOBaTh KOHPUTypalmoHHbIi (aiin pg_hba.conf:

host all all 10.116.102.0/24 1ldap ldapserver=10.116.102.46
ldapprefix="CN=" ldapsuffix=",CN=Users, DC=jatoba, DC=corp"

Open ~ | [+ "Pg_hba.conf Save = w O €
82 # TYPE DATABASE USER ADDRESS METHOD
83
84 # "local" is for Unix domain socket connections only
85 local all all md5
86 # IPv4 local connections:
87 host all all 127.0.0.1/32 md5
88
89 host all all 10.116.102.8/24 1ldap ldapserver=10.116.102.46 ldapprefix="CN="
ldapsuffix=",CN=Users,DC=jatoba,DC=corp"

Pucynok 5.25 — Kondurypaunonnsiii gaiin pg_hba.conf mis ayrentudukanum mo arpudyTy 'cn'
B xondurypammonnom ¢aiine, B crondie « ADDRESS» ykazpiBaeTcs moaceTs, OT KOTOPOM
CYB/Jl Oynmer mpuHMMaTh coeauHeHHs ¢ MeTofoM ayTeHTH(ukammu LDAP. B mpuBomumom

npumepe 31o noaceTs 10.96.1.0, ¢ mackoit moacetu 255.255.255.0, 1.e. ¢ mmHoi pedukca /24.
[Tocie yero mociiea0BaTENFHO YKA3hIBAIOTCS MApaMETPhI:

o ldapserver — IP - angpec cepepa AD:

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




51
643.72410666.00067-07 98 01-08

ldapserver=10.116.102.46

o ldapprefix - crpoka ans npeduKcany K IMEHHU MOJIb30BATENS IPU (POPMHUPOBAHUH

DN miist npuBs3Ku:

ldapprefix="CN="

o ldapsuffix - ctpoka st toOaBIeHNUS K IMEHU MOJIb30BaTels pu (popmupoBannu DN

U1 IPUBS3KU:
ldapsuffix=",CN=Users, DC=jatoba,DC=corp"
[Tocne nmpoaenanHoro mara HeodxoauMo aBTopusoBarbest B CYB/] uepes LDAP:

psgl -h 10.116.102.47 -p 5432 -d postgres -U user 1

BE C\Windows\systemn32\icmd.exe - psql -h 10.116.102.47 -p 5432 -d postgres -U user_1 - O *

sql -h 18.116.162.47 -p 5432 -d p

) OTAMYMEEeTCA OT OCHOBHOWM

PucyHnok 5.26 — Ayrentudukanus noas3oBarens user 1 B CYB/]
5.2.7. Konpurypauuonnslii ¢paiin pg_hba npu AByx npopnjsix CHHXpOHH3aLMHU
B paccMOTpeHHBIX BbIIIE IPUMEPAX CUHXPOHM3ALMH 1O aTpudyTy 'sAMAccountName' u
no atpulyTy 'cn’, KOHQUTYPAUMOHHBIN (ailn «pg_hbay comepXuT ABE CTPOKH I KAXKIOTO U3

npoduieil CHHXpOHU3AIUH.

ITpu s3tom CYB]] noanepxruBaeT OJHOBPEMEHHYIO aBTOPHU3ALUIO TOJIb30BATENEH KaKIOU

u3 rpynn 6e3omnacHoct AD.

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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*pg_hba.conf =

Open ~ || [ Jfvar/lib/jatoba/5/data save - - o .
82 # TYPE DATABASE USER ADDRESS METHOD
83
84 # "local" is for Unix domain socket connections only
85 local all all md5
86 # IPv4 local connections:
87 host all all 127.0.0.1/32 md5
88

89 host all all 10.116.102.8/24 1ldap ldapserver=10.116.102.46 ldapprefix="CN="
ldapsuffix=",CN=Users,DC=jatoba,DC=corp"

a0

91 host all all 10.116.102.0/24 1ldap ldapserver=10.116.102.46
ldapbasedn="CN=Users,DC=jatoba,DC=corp” ldapbinddn="CN=admin_ad,CN=Users,DC=jatoba,DC=corp"
ldapbindpasswd="P@ssword" ldapsearchattribute="sAMAccountName"

92

Pucynok 5.27 — IIpumep koHdpurypamuonnoro daiina «pg_hbay

5.3. Bolno/ilHeHHe CHHXPOHHM3ALMU OJHOI0 COOTBETCTBHMSA MO aTrpudyry 'mame' u3
rpynns! B Organizational Unit (OU)

Jlnist mpuMepa UCTIONB3YIOTCA TE KE CepBepa ¢ mapaMeTpaMu yKa3aHHbIMH B Tabmiwmie 5.1.

Cosnmansl nois3oBaread MS AD:
. ivanov_ii;

° petrov_pp,

a taxxe «I[loxpaznenenne» Organizational Unit.

2 Active Directory - Nnonsz0BaTent  KOMNBHITEPE — O bt

Maiin  [Jefictene  Bug  Cnpaexa CeoiicTea: group] ? *

e 2@ B XBEIEBE
BEKT BesonacHocTs PenaxTop aTpHByToE

: Monb30BaTENM M KOMNBIOTEPBI | | A Ofiwwme HneHb! rpynne! YneH rpymn ¥npaeneeTcA Onucanne
| CoxpaHerHsie 3anpockl %
.. groupl .
v &3 jatoba.corp YUneHsl rpynns:
| Builtin Wrag Manka pomenHen: cryxb Active Directory

Computers ?_, ivanov_ii jatoba comp/Users
Domain Controllers g, petrov_pp jatoba.comp/Users
ForeignSecurityPrincipal
Keys

LostAndFound

Managed Service Accour

Program Data
Systern

Users

NTDS Guotas
TPM Devices

2| OrganizationalUnit

DOEDODDOODDDE D

[oBzenTs. .. Yoanute

CmmeHa MprMeHUTS Crpaexa

Pucynox 5.28 — [lonb3oBarenu nonpasnenenus «Organizational Unity»

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@ [Tpumep cozmanmst «Organizational Unity npusenen B [IpunoskeHnn 2 HACTOSIIETO

JNOKYyMEHTa

[Tonp30BaTenu BXOIAT B I100albHYIO IpylIy O€30MacHOCTH «groupl» mopapasneneHus

«Organizational Unity.

B CYB/] co3nana rpynnoBas posib «ou_users» SQL-koMaHIoM:

CREATE ROLE ou users NOSUPERUSER NOCREATEDB NOCREATEROLE
INHERIT NOLOGIN NOREPLICATION NOBYPASSRLS;

[+1 root@admin1: f/home Q - O

postgres=# CREATE ROLE ou_users NOSUPERUSER NOCREATEDE NOCREATEROLE INHERIT NOLOGIM

NOREPLICATION MNOBYPASSRLS;
CREATE ROLE
postgres=#

Pucynok 5.29 — Coznanue rpynmnosoii ponu CYB/l «ou_users»

CoznanHas rpynnoBast pojib He UMeeT Hukakux npusuieruii B CYB/I.

5.3.1. lo6aBaenne npo¢uiisi CHHXpOHM3ALMHU

Jlnst ynoOcTBa BOCHPUATHS, 3343 JMM UM IPOQIIIS CHHXPOHU3ALNHU IO UIMEHHU TPYTIITOBOM

pomu B CYBJ «ad_usersy.
Cozmaaum mpoduith CHHXPOHU3AIMH ¢ UMEHEM «ou_usersy, SQL-komanmoi
SELECT

ja sync ldap.set sync profile(null, 'ou users','10.116.102.46","'
389", 'admin', 'P@ssword', 'activedirectory');

[+ root@admin1: fhome Q = O

postgres=# SELECT ja_sync_ldap.set sync_profile(null, 'ou users','10.116.102.46"','389
',"admin', 'P@ssword', 'activedirectory');
set sync_profile

Pucynox 5.30 — Co3nanue npoduisi CHHXpOHHU3AIMH C UMEHEM «OU_USETrs»

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Co3nan npoduinb cuaxponnzanuu ¢ [D=4.

5.3.2. IlpocmoTp npoduieil CHHXPOHU3 AU
Y6exmaemcsi, 9TO CO3/IaHHBIN MPOGUITH CHHXPOHU3AINH JIEHCTBUTEILHO MOIYYrII cBOH ID

Y TIPUCYTCTBYET B 00IIEM CITUCKE PO uIel CHHXPOHHU3AINH, BEIMOTHUB SQL- koMaHy:

select ja sync ldap.get sync profiles();

[+ root@admin1: /home

postgres=# select ja_sync_ldap.get_sync_profiles();
get_sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2,ad users,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(4,0u users,10.116.162.46,389,admin,P@ssword,activedirectory,f,)

(3 rows)

postgres=#

Pucynok 5.31 — Criucok co3MaHHbBIX poduiield CHHXPOHU3AINN

CYB/] BeiBeneT o0mumii ciucok mpoduiiell CHHXpOHU3AIUH.

5.3.3. lo6aByieHrEe COOTBETCTBHSA IPyNI
Crnenyromum marom Ha cepBepe AD momywaem atpubyt «DistinguishedName» rpymmst

«group 1» xkomannou:

Get-ADGroup -Identity groupl

EN Windows PowerShell - O *

Pucynok 5.32 — Atpulyt «DistinguishedName» rpynms «group1»

[TomyueHHble TIapaMeTpPbl HCTONB3YIOTCA sl (GopmupoBanus SQL-koMaHABI, KOTOpas

OyJeT cleayromen:
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SELECT ja sync ldap.set sync profile map(null,7,'ou users','
CN=groupl, OU=OrganizationalUnit, DC=jatoba, DC=corp', 'name');

ldap@ldap: ~
File Edit View Search Terminal Help

postgres=# select ja sync_ ldap.set sync_profile map(null,?,'ou users’',’
=0rganizationalUnit,DC=jatoba,DC=corp', 'name'):;
set _sync_profile_map

CN=group1,0U

postgres=# I

Pucynok 5.33 — Co3nanue coorBeTcTBUs rpymi st OU

CYB/] BeiBenet ID coznannoro manmuara (map_id) (cm. tadm. 4.7).

B nannoii SQL-komaHze ykazaHo:

o null (in_map_id) — uneHTHPHUKATOP COOTBETCTBUS TPYIIIN, T.€. IPUCBOCHHUE HOBOTO
3HAYCHHS,
o 4 (in_profile id) — wunenTHdUKaTOp TPOGWIA CHHXPOHHU3AIMH, KOTOPBIA ObLI

MOJTy4YeH TP CO3IaHUU PO CHHXPOHMU3AIHH (CM. 1. 5.2.1) 1 MpOBEpEH MpH BHIBOJE CIIHCKA

npoduielt cuaXpoHU3auu (cM. 1. 5.2.2);
J ou_users (role_bd) — co3nannas 8 CYB/l rpynmnosas poJb;

o 'CN=group1,0U=0rganizationalUnit,DC=jatoba,DC=corp' (in_domain_group) -—
nyTh K Katanmory mnonpasznenenus «OrganizationalUni», B KOTOPYIO BXOAUT IiI00agbHAas TpyIa

6e3onacuocTH «groupl» B MS AD;

o name (in_attribute) — mmsa atpuOyrta 3anucu B AD, KOTOpBIM CONEPKUT HMSA

noJsib30Barens (CM. puc. 5.34).

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Oiuwme ¥npaenaeTcA OfbexT
BesonacHocTs COM+ PepakTop aTpuyTos
Aoy el
AmpubyT 3HaueHne

distinguishedName O U=0Organizational Unit, DCSjatoba, DC=com
dSCorePropagationD...  25.12.2022 18:26:30 Caynosckos BpemA (3MME
instance Type bed = {WRITE)

name Organizational Unit

PepakTop cTpokoeex aTpuByTos >

ArpubyT: name

3HaueHne:
[ Organizational Unit

Quacums OmmagHa

T TS T T o o T DS I

MNpocroTp PunsTp

oK OmmaeHa MpurmeHnTE Crpasxa

Pucynox 5.34 — AtpulyT «name» noapasaenenus B MS AD
5.3.4. IIpocMOTp COOTBETCTBUSA Py

[IpocMOTpeTh COOTHECEHHBIE K MPOQIII0 CHHXPOHU3ANH MTPO(UIN COOTBETCTBUS TPy

MO>KHO KOMaHJIOM:
select ja sync ldap.get sync profiles();

5.3.5. Cunxponusanus

CHHXpOHU3ALMS OCYIIECTBIIAETCS KOMaH/OM:

select ja sync ldap.ldap synchronize jds(7);

ldap@ldap: ~

File Edit View Search Terminal Help
postgres=# select ja_sync_ ldap.ldap_synchronize jds(7);
ldap_synchronize_ jds

Pucynok 5.35 — Cunxponuzauusa Y3 AD ¢ CYB]]

B kotopoii ykaseiBaetcs [ID-ipoduiast cHEXpOHHU3AIHH.
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IIpyn mpocMoTpe CIHCKa IMOJIB30BATENEW BUIHO, YTO YUYETHBIE 3aIMCH I0JIb30BATEIICH U3

rino0anbHON rpynmnsl 6e30macHOCTH «grouply» Obpun cuaxponusupoBansl B CYB/] B rpynmoByio

poib «ad_usersy.

CeoiicTsa: group ? * ldap@ldap: ~
- —— CR—— File Edit View Search Terminal Help
Ofwne Ynerb! rpynns! YneH rpynn YnpaenreTCA postgres=#
List of roles

Ynerel rpyrne: Role name Attributes Member of

Wma Manka aomMenHex cnyxE Active Directary

R fvanov i jtobacom/lsers Y .

I i

S peovpp istoba.corp/Lsers ad_users Cannot login
admin Superuser, Cannot leogin
adminil {admin}
admin3 {admin}
admin5 {admin}
ivanov_1ii {ou_users}
ou_users Cannot login {}
petrov_pp {ou_users}
postgres Superuser, Create role, Create DB, Replication, Bypass RLS {}
user_1 {ad_users}
user_2 {ad_users}
user_3 {ad_users}

[pBasue. . Yaamm postgres=#

Omens PMMEHTE Crpaeka

PucyHnok 5.36 — Pe3ynbrar CHHXpOHU3aLMHU [T0JIb30BATENIEN MTOIPa3AEIICHUS
«OrganizationalUnit»

@ Jliist BBIBO1a MH(OPMAITUH O WISHCTBE B POJISX, C YKa3aHHUEM BCEX IMapaMeTPOB U MTPaB

nocryna, B CYB]] «Jatoba» ¢ Bepcueii sigpa 6 ucronb3yercst komanaa \drg

5.3.6. ABTOpHM3aln U NOCJIe CHHXPOHHU3AIUN 110 aTpuOyTy 'name’
Jlns aBTOpU3alMKM 4Yepe3 CUHXPOHU3UPOBAHHBIX IMOJb30BaTene mo mexanusmy LDAP

TpeOyeTcss OTpeIaKTUPOBATh KOHPUTYpallmoHHbIH (aiin pg_hba.conf:

host all all 10.96.1.0/24 1ldap ldapserver=10.96.1.200
ldapbasedn="CN=groupl, OU=OrganizationalUnit,DC=jatoba,DC=corp"
ldapbinddn="CN=admin, CN=Users, DC=jatoba, DC=corp"
ldapbindpasswd="P@dssword" ldapsearchattribute="name"

Ne u3mMeHeHus: IMoxmucs oTB. MUNA:
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*pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all md5
# IPv4 local connections:
host all all 127.0.0.1/32 md5

host all all 10.96.1.8/24 1ldap ldapserver=10.96.1.280
ldapbasedn="CN=groupl,0U=0rganizationalUnit,DC=jatoba,DC=corp"
ldapbinddn="CN=admin, CN=Users,DC=jJatoba,DC=corp" ldapbindpasswd="12345A78"
ldapsearchattribute="name"

Pucynok 5.37 — Kondurypaunonnsiii gaitn pg_hba.conf mis ayrentudukanum mo arpudyty
'name’

B xondurypammonnom ¢aiine, B crondbne «ADDRESS» yka3piBaem moacers, OT KOTOPO
CYB/Jl Oynmer mpuHMMAaTh coeauHEeHHS ¢ MeTofoM ayTeHTH(ukammu LDAP. B mpuBomumom

npumepe 31o noxacets 10.96.1.0, ¢ mackoit moacetu 255.255.255.0, 1.e. ¢ mmHoi npedukca /24.
[Tocite yero mociieA0BaTENbHO YKA3hIBAIOTCS ApaMETPhI:
o ldapserver — IP - aagpec cepsepa AD:

ldapserver=10.96.1.200

[Tpu cozmannu npoduiIst CAHXPOHU3ALMY ITapaMeTp yKasbIBayIcs Kak «in_host_ip» (cM. Tad.

4.1).

o ldapbasedn — anmpec kaTayiora 1moyb30BaTEIICH:
ldapbasedn="CN=groupl, OU=OrganizationalUnit,DC=jatoba,DC=corp"

J ldapbinddn — agpec karamora agmuuucTpatopa AD, KOTOpBIA YyKa3bIBajCs B
npoduie CHHXPOHU3ALMHU. YKa3bIBaeTCs HE UM anMuaucTparopa AD B mapametpe «in_loginy, a

MMEHHO IyTh K €ro KaTaJjory.
ldapbinddn="CN=admin, CN=Users, DC=jatoba, DC=corp"

B MS AD sto atpubyT ydetHoit 3anucu nosb3oBatenst AD «distinguishedNamey, koTopsrit

BO3MOJKHO IOJTyYUTh B BKJIaJKe «Penakrop aTpuOyToB» KapTOUYKHU MOIH30BATEIS.
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Ony@nuKoBaHHEIE CEpTARMKETEI Ynex rpynn Pennukawn naponei
Bxoaswme ss0HKKM OfbekT BesonacHocTs Cpena CeaHcel
YnaneHHoe ynNpaeneHue
OBwwe  Appec  Yueman sammce  [pogwns  Tenedodsl  OpraHusaums
Mpodins chyxd yianeHHsm pabowtccTonos  COM+  Penaxrop atpudyTos

ArpuBy T
ArpwmtiyT IHadeHne -
account Bxpiras {HWKor aa)

adminCount 1
badPassword Time 28.12 2022 13:35:45 Caynosckoe spema (31
badPwdCourt 0

cn admin

codePage 1251

countryCode 7

displaytlame admin

distinguishedName CMN=admin CN=Users, DCsatoba, DC=com
PeaakTop cTpokoesn aTpuByToe >
ArpubyT: distinguishedName

JHaueHne:
CM=admin,CN=Users, DC5atoba, DC=comp

DuvcTHTE OmeHa

0K Crmvena MpurMeHtTs Crnpaewa

Pucynox 5.38 — AtpulyTt «distinguishedName»
. ldapbindpasswd — maposne anmunuctparopa AD. B mpodune cuHXpoHM3anuu 310

napamerp «in_pswd» (cm. Tab. 4.1);

. ldapsearchattribute — arpubyT 1151 COOTHECEHHS C MMEHEM MOJB30BATENA B XOE

ayTEeHTHU(UKAIIH:

ldapsearchattribute="name"

[Tocne nmpoaenanHoro mara Heo0xoauMo aBTopusoBarbest B CYB/] uepes LDAP:

psgl -h 10.96.1.100 -p 5432 -d postgres -U ivanov_ ii

5.4. U3meHeHnus1 npopujisi CHHXPOHU3ALUH
[Ipu m3MeHeHNH CymiecTByOmEro npoduis Tpedyercs yka3aThb YHUKAIBHOE 3HAYCHHE
uneHtudukaropa npopuns (profile id), manee mpomnucars napamerTpbl, Kak IPpH CO3JaHHU

npouIIs, IPH STOM yKa3bIBasi H3MEHIEMbIEC 3HAYCHHS.

Uma mpoduns (profile name) BO3MONKHO H3MEHUTb, HO HEIb3s MCIOIb30BaTh

OJTHOMMEHHBIE TTPO(MUITH, T.K. ITOT MapaMeTp YHUKAJICH.
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Hanpumep

BriBesieM CIMCOK CYIIECTBYIONINX MPOQUIICH.

select ja sync ldap.get sync profiles();

N3 BeIBOSA 0ueBUAHO, uTO [P-anipec cepBepa ykazaH HEKOppeKTHO. Yka3aHa 10-s monacers,

a noypkHa ObITh 102-5

Usmensiem [P-ampec cepBepa, popmupys SQL-koMaHy, B KOTOpPOH BbIOEpEM TPODUIE C

profile id paBubIM 2.

SELECT
ja sync ldap.set sync profile(2,'ad users',6 '10.116.102.46"','389
', 'admin ad', 'P@ssword', 'activedirectory');

[+1 root@admin1: /fhome

postgres=# select ja_sync_ldap.get_sync_profiles();:
get_sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2,ad_users,10.116.10.46,389,admin_ad,P@ssword,activedirectory,f,)
(2 rows) —

postgres=# SELECT ja sync_ldap.set sync profile(2,'ad users','10.116.102.46"',"'389'
admin_ad', 'P@ssword', 'activedirectory'); -

set_sync_profile

postgres=# select ja sync_ ldap.get sync profiles():
get_sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2,ad users,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)

(2 rows)

postgres=#

Pucynox 5.39 — 3menenue mapameTpoB mpoQuisi CHHXPOHHU3AINH
5.5. U3meHeHnne cOOTBETCTBHSA IPYIII
[Ipu M3MeHEeHNH CYIIECTBYIOUIETO COOTBETCTBHS TPYII TPEOyeTCs yKa3aTh YHHKAJIbHBIC
3Ha4YeHHs uaeHTu(ukaropoB coorBercTBHs (map_id) u mpoduis (profile id), manee mpomucarsb

nmapaMmeTphl, KaK Ipu CO3JaHNKU COOTBCTCTBUS I'PYIIIL, IIPHU 3TOM YKa3bIBasd U3MCHICMbBIC 3HAUCHUS.
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5.6. Ynanenune npoduis

Jlnist ynanenus cyuiecTByromero npoduist ucrmonb3yercs SQL-komanna:
select ja sync ldap.drop sync profile(in profile id int);
Hanpuwmep, npu in_profile_id=2, SQL-komanma Oyaer ciemyromei:
select ja sync ldap.drop sync profile(2);
ldap@ldap: ~
File Edit View Search Terminal Help

postgres=# select ja_sync_ldap.drop_sync_profile(2);
drop_sync_profile

postgres=# |:|

Pucynok 5.40 — Y nanenue npoduis
[IpocMoTpeB CymecTByOMME MPOGUITN CHHXPOHU3AINH, MOXHO YOSIUTHCS, YTO MPO(HIIH

cuaxpoHu3anuu ¢ in_profile id =2 orcyrcrByer.

5.7. IIpocMoOTp cOOTBETCTBUSA IPYIII

[IpocMoTpeTh CBsi3aHHBIE C MPO(UIEM CHHXPOHU3AIUH MPOGUIM COOTBETCTBHS TPYMII

MO>KHO KOMaH0M:
select ja sync ldap.get sync profile maps(3);

B pesynbprate chopmupyercs Tabimia COOTBETCTBHS TPYMII C TEM HACHTHU(UKATOPOM

npo¢uIIst, KOTOPBIN ObUT yKa3aH B KOMaH/IE.

[IpocMOTpeTh BCE CYNIECTBYIOIIME COOTBETCTBUS I'PYIIIT MOKHO KOMaHJIOM:
select * from ja sync ldap.map;

5.8. Yaanenue coorBeTcTBUsA Py

[Tonpo6Ho cuaTakcuc SQL-komaHab! onmcad B 1. 4.2.3.

[Tpopumro cuaxponusamuu ¢ profile id paBubpiM 4, cooTrBeTcTBYyeT Tpymma ¢ map_id

paBHBIM 4. B kadecTBe mpuMepa yaaauM COOTBETCTBHE Irpynn map id paBHbIM 4.
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VY maneHune COOTBETCTBUSI TPYIIT POUCXOAUT KOMaHIOM:
select ja sync ldap.drop sync profile map (4);

ldap@ldap: ~
File Edit View Search Terminal Help

postgres=# select ja_sync ldap.drop_sync_profile map(4);
drop_sync_profile _map

postgres=# I

PucyHok 5.41 — Y nanenue cooTBeTCTBUS TPYIIII

MoxHo ybemutses, uto npoduis ¢ map id=4 ymaneH, uepe3 KOMaHy BHIBEJCHHS CIIHCKA

COOTBETCTBHUS TPYIIIT
5.9. IIpocmoTp coObITHII Oe30MacHOCTH

Jlig mpocMoTpa coOBITUI O€30IMACHOCTH HEOOXOIMMO BBECTU KOMAaH/Y:

select * from ja sync ldap.get sync log(from date ::date,
to date ::date, row count int);

[TonppobHo cunTakcuc SQL-komanab! onmcad B 1. 4.4.1.
B paccmaTtpuBaemMoM npumepe yKa3bIBaeTCs:

o 2019-01-01 (from_date) — nara Hagyaya mepuoja;
o 2030-12-30 (to_date) — xkoHe1 meproaa;

o 100 - row_count — KOJTMYECTBO BHIBOJAUMBIX 3aIIUCEN.

select * from ja sync ldap.get sync log('2019-01-
0l1'::date, '2030-12-30"'::date, 100) ;

5.10. Yaanenue CTPOKM U3 )KypHaJia cOObITHI

VY maneHune oTHOW OINPEIEIIEHHON CTPOKH MPOUCXOUT CIIEAYIOIMIENR KOMaHI0M:
select ja sync ldap.drop sync log row(row id int);

[Tonpobuo cunTakcuc SQL-komanap! onmcas B 1. 4.4.2.1.
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B xauecTtBe npumepa yaanum ctpoky Ne43:

select ja sync ldap.drop sync log row (43);

ldap@ldap: ~

File Edit View Search Terminal Help
postgres=# select ja_sync_ldap.drop_sync_log_row(43);
drop_sync_log_row

PucyHok 5.42 — VY nanenue oqHOU CTPOKHU
JIsisi MpoBEepKH BBIBEJIEM CIUCOK COOBITHH Oe3omacHOCTH M yOeaumcs, uTo crpoka Ned3

OTCYTCTBYET:

select * from ja sync ldap.get sync log('2019-01-
0l1'::date, '2030-12-30"'::date, 100) ;

5.11. Yaanenue BbIOPaHHBIX CTPOK M3 )KyPHaJIa COOBITHI

VY 1aneHne HECKOJIBKUX CTPOK MPOUCXOJUT CIEAYIOIIEH KOMaH/IOM:

SELECT ja sync ldap.drop sync log rows (row id intf[]);
[Toxpobuo cunTakcuc SQL-komanab! onmcan B 1m.4.4.2.2.
B kauectBe npumepa yganum ctpoku Ne42 u Ne41:

SELECT ja sync ldap.drop sync log rows (ARRAY[42,41]);

ldap@ldap: ~

File Edit View Search Terminal Help

M

postgres=# select ja sync ldap.drop sync log rows(ARRAY[42,41]);

drop_sync_log rows

PucyHok 5.43 — Y naneHue HECKOJIBKUX CTPOK
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JUJ1s1 mpOBEpKH BBIBENIEM CITMCOK COOBITHH 0€30TaCHOCTH U yOoeaumMest, 9To CTpoku Ne 42, 41

OTCYTCTBYIOT:

SELECT * from ja sync ldap.get sync log('2019-01-
0l1'::date, '2030-12-30"'::date, 100) ;

5.12. Yaanenue Bcex CTPOK M3 )KypHaJIa COOBITHI

VY aneHue BceX CTPOK NPOUCXOIUT CIEAYIOIIEH KOMAHIOM:

SELECT ja sync ldap.drop_ sync log all;

ldap@ldap: ~
File Edit View Search Terminal Help

postgres=# select ja_sync_ldap.drop_sync_log_all();
drop_sync_log_all

postgres=# I

PucyHnok 5.44 — Y nanenue Bcex CTPOK
5.13. Cunxponusanus c cepsepom ALD Pro
B paccmaTtpuBaeMOM NprMepe CUHHXpPOHU3ALMKU YYETHBIX 3aIMCEH MTOJIb30BATEIICH cepBeEpa

ALD Pro ¢ CYB/] «Jatoba» ucnonp3yrorcs napaMmeTpsl CeTH, IpUBeIeHHBIE B Ta0muLe 5.4.

Tabnuna 5.4 — Konduryparnus cetu npumepa

Macka
Ne HNms cepsepa oC IP-anpec HoCceTH Poab
Cepsep
1 | alt9caFreelPA.FreelPA.local | AnsT Linux 9 | 10.116.102.48 255.255.255.0 | cyxObI
KaTaJIOTOB
2 | ja Sync Ldap Ubuntu 10.116.101.105 255.255.255.0 | Cepep CYB]]

5.13.1. Hacrpoiika cepsepa CYB ]|
Hactpoiika CMHXpOHM3alMK YYETHBIX 3alMCEW IOJB30BATENICd COCTOUT W3 CIECAYIOLIUX

I1aroB:
o BbINOMHUTE yCTaHOBKY KOMIIOHEHTA (11. 3.2).

o Hactpouts koHpurypaunonsslii ¢aiina «postgresql.cont» (m. 3.3).
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o Coznats pacmupenne ja_Sync LDAP:
CREATE EXTENSION ja sync_ ldap;

o [Tonyunts mapametp «host» Ha cepsepe ALD Pro.

Ha cepsepe ALD Pro B3sTs mapamertp «host» u3 koHpurypamnuontoro aiina:

/etc/ipa/default.conf

| = :nano — TepmuHan Fly

®anvn MMpaeka HacTpodka Cnpaseka

a & 8 Q s 4

GNU nano 3.2 /etc/ipa/default.conf

[iglobal]
host = dc.ald.local

basedn = dc=ald,dc=local
realm = ALD.LOCAL
domain = ald.local

Pucynoxk 5.45 — Iapametp «host» koHurypannonHoro ¢aiina default.conf
o Ha cepepe CYBJ] oTkpeith daitn «hosts» u BHectu cTpoky c I[P-aapecom u

napametrpoMm «host» cepepa ALD Pro.

Hanpumep
10.116.101.105 dc.ald.local
Jliis GNU/Linux BBIIOJHUTE KOMaHy PeIaKTUPOBaHUS KOH(PHUTypannoHHOTO (aiina:

nano /etc/hosts

[+1 root@ubuntu: /home @] = — m|

GNU nano 6.2 etc/hosts *

127.6.0.1 localhost
127.0.1.1 adminl-Standard-PC-1440FX-PIIX-1996
10.116.101.185 dc.ald.local

il ip6-localhost ip6-loopback
fePd::0 ip6-localnet

Pucynok 5.46 — Kondurypaunonnsiii ¢aiin «hosts» 8 GNU/Linux

Baectu YKa3aHHbIC 3HAYCHUW BBIIIC.

Jliis OC Windows oTkpoiite daii:
‘ Ne u3MeHeHus: ‘ HOI{HI/ICB OTB. JHILIa: ‘ I[aTa BHCCCHHSA U3M:
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C:\Windows\System32\drivers\etc\hosts

| Iﬂ = | etc -

m InaeHas MogennTeca Ewng
= v A « Windows » Systern32 » drivers » etc v O Mownck: etc
# |_'| hosts
BeicTprIf gocTyn .
PN AoCTY |_] Imhosts.sam

I PaBouwnii cTon I_-| netwarks

; 3arpysku |_'| protocol

|if| JokyMeHTEI |_'| SErvices

| MzoBpaxenns

[ 3roT komnerotep

Pucynok 5.47 — IlyTh k koH(purypammonHomy daiiny «hosts» 8 OC Windows

Baectu YKa3aHHbIC 3HAYCHUW BBIIIC.

M:I hosts — bnokHoT -

®aiin  [paeka Qopmar Bug Cnpaeka

Copyright (c) 1993-2889 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

#

#

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#
#
#
#
#

For example:

182.54.94,97 rhino.acme. com # source server
33.25.63.18 ¥.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.8.8.1 localhost
# i localhost

18.116.181.185 dc.ald.local #ALD PRO

Pucynox 5.48 — Kondurypaunonssiii daiin «hosts» 8 OC Windows
5.13.2. Hacrpoiika cepsepa ALD Pro

[lepBonauanbHas HacTpoiika cepsepa ALD Pro cocTouT u3 cieayroniux maros:

o OTKPBITH B Opay3epe cTpaHully cepsepa karamoroB ALD Pro;
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@ ALD Pro — Mozilla Firefox

ALD Pro ® ALD Pro x +

<« C @ O G de &7%  T7 ® =

YnpaeneHne fOMeHoMm < fa Mone30E aTen n KOMNbIOTEPBl ~ X FPYNNoBE € NONMTHKK <

NP ENEHIE CTRYKTYPOR W KD MBI rYpa UMed CHETEM: ENEHIE 1 Ha3Ha UEHIE MYTIND BLLX NOMHTHE
OpraHvzaLpoHHas CTRYKTYpa

Tpynnsl nonbsosaTenei
KomnuoTeps
TPYNNsl KOMMHGTEPOE

YcTaHoBKa M 0OHOBNeHKe MO < i Kopauia Ponu U cny6bl canTa <

¥Iipa EneHite X ypHS
PGPS MMHO T

MypHan cobbiTUA <
S01B M0 HITO PU AT, - T
1T PHHEL A0 HATO P HTS

Pucynok 5.49 — Crpanuna cepsepa katanoros ALD Pro
o nepenTy Ha Bknaaky «I'pymmsr Ionb3oBarenein»;

@ ALD Pro — Mozilla Firefox

ALD Pro * ALD Pro x +
& C @ QO & dc 7% 1% =
[pynne nonbsoeatenei

IRy nnNel NonL3oBaTEnel X 3akpeme

+ Hom# rpynm

Noppaspeneine O nncanme

Limited adm can edit othe

DCefault gmup for all users

KonnuecTen rpynn: 8

Pucynok 5.50 — Bknagka «I pynimsl monb3o0BaTenein»

o CO37aTh IPYIIIy II0JIB30BATEIEH, HaXKaB KHONKY «HoBas rpymnmay.

Ha Bxmane B crpoky «Haspanue rpymnmep» BHECTM uMs cO3JaBacMoM rIpymnmnbsl. B

paccMaTpuBaeMoM IpuMepe co3znaercs «ldap groupy.
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B none «Iloxpaznenenne» B BRIAAAIOIIEM CITHCKE BHIOpATh TpeOyeMoe 1o ipa3ielieHre.

@ ALD Pro — Mozilla Firefox

ALD Pro bs ALDPro * +

« C o O 6 httpsy//de/ad/uif#/uc/user-gre serG d=new&userGre tid= 7% T =

CcHoRHOE

Onucanme

Pucynok 5.51 — Co3nanue «I'pynmsl mosib3oBaTenein»
5.13.2.1 Co3panue nosb30BaTesieil M BKJINYEHHE HX B TPYIILY
Coznanue mnosb3oBaTenedl mpousBoautTcs Ha BkIangke «llomp3oBatenu». [lpu Haxkatun

KHONKH «HOBBIN MOIB30BaTENb» OTKPHIBAECTCS OKHO «HOBBIN MOJIB30BATETDY.

@ ALD Pro — Mozilla Firefox _ B X

ALD Pro * ALD Pro X +
« C @ QO G hit dc/ad/ui/#, sers 7% 17 =

onk3oEaTeny

D0 noneaoeaTena Narun

KormuecTeo nonesosatenzh: 5

Pucynok 5.52 — Bknaaka «Ilonb3oBatenn

Ha Brimanke «HoBbIN MOJIB30BATENBY» BHOCITCS CIEIYIOIINE JAHHBIE:
o VM3l YYETHOH 3aINCH;

L4 UM I1I0JIB30BATCIIA,
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o bammnns;

o 0TYECTBO (HE 0053aTEIIbHO);
. MOJIpa3/ICICHIC;

. napoJib;

o MOJITBEPIKACHUE TIAPOJIS.

Co3znaHHbIe WU UMEIOLINECS T0JIB30BATENN J00ABIIAIOTCS B CO3AAHHYIO IPYIIY:

o nyteM BbIOOpa B OkHe «Bce monbp3oBarenwm» IMONB30BATENCH, MOMISKANINX
cuHxpoHuzamuu (puc. 5.53);

@ ALD Pro — Mozilla Firefox - B x

ALD Pro bs ALD Pro * +
« @ O G httpsi//dc/ad/uif#/uc/user-groups/users?userGroupld=aldpro_group 7% 17 @ =
Ipynne nones: eneil » adpro_goup

BATENHN X 3awpers

BrIBpaHHEIE MO

+ Hoewd nonezosaTens

OomkHocTe

Darere oreyreTepor

KonmuecTeo none: Konnwecteo nonssosatensd: §

Pucynok 5.53 — Criucoxk nosib3oBarenei

o nobasieHneM ux B okHO «Ilomp3oBarenmy (puc. 5.54).
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@ ALD Pro — Mozilla Firefox

ALD Pro bs ALD Pro * +
<« (T Q B bhttps://de/ad/uif#/uc/user-groups/users?userGroupld=aldpro_gre 7% Ty =
Tpynn no eneit 3 adpm_gmup
Monbaoeateni aHITE X 3akpers
BrIBpaHHEIE NoNk:

+ Hobwi nones

O @ nomsoestena O  ©W0 nonesosaTena

KannuecTeo nonk3osatenzi: 2 KannuecTeo nons3osatensi: 3

Pucynok 5.54 — Criucok rpymnmnsl oJib30BaTesneit
5.13.3. Co3nanue HOBOro Npo(uJiss CHHXPOHU3 AU

[Tpu co3manuu npoduiiss CHHXPOHU3ALUHU TOTPEOYIOTCSA BA YHUKAJIBHBIX 3HAUYCHHUS:
° Host;
o UID apmunuctpatopa cepsepa ALD Pro.

3nauyenne «host» ObLIO MOTYyUYEHO U3 KOHPUTYypanoHHOTO daitna cepBepa ALD Pro

/etc/ipa/default.conf

Kak 6pu10 ommmcano B 1. 5.13.1 (cm.puc. 5.45).

«UID» anmunucrparopa cepsepa ALD Pro mnosmydaercs BBINOJHEHHEM KOMaHABI B

TEPMHUHAJIE OT UMEHU U C IIPaBaMU «rooty»:

ldapsearch -x -LLL -b '<host ALD PRO>'
' (& (objectClass=person) (uid=<uma_ noJjib30BaTejya>) ) '

B npexacrasnsiemoM npumepe BoinosHsaerca SQL-komanzaa:
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ldapsearch -x -LLL -b 'dc=ald,dc=local'
'(& (objectClass=person) (uid=admin)) '

~ - : bash — TepmuHan Fly - 8 x
@ain MpaBka HacTpokka CnpaBka
R Q |5 ~

root@dc: /home/admin# ldapsearch -x -LLL -b ‘'dc=ald,dc=local' '(&(objectClass=person)(uid=admin))'[l

Pucynok 5.55 — Komanna nonyuenust «UID» anmunuctparopa cepsepa ALD Pro

~ - : bash — TepmuHan Fly - 8 x
@ain MpaBka HacTpokka Cnpaeka
< R B8 R r—

c:/home/admin# ldapsearch -x -LLL -b 'dc=ald,dc=local’ '(&(objectClass=person)(uid=admin))’
d=admin,cn=users,cn=accounts,dc=ald,dc=local
objectClass: top

objectClass: person
objectClass: posixaccount
objectClass: krbprincipalaux

Pucynok 5.56 — «UID» anmunuctparopa cepsepa ALD Pro
B pesynbrare nomydena crpoka «UID» anmuauctparopa cepsepa ALD Pro, koropas umeet

CHEAYOUINA BU:
uid=admin, cn=users, cn=accounts,dc=ald,dc=local
B 3aBucumocTH 0T KOHKpEeTHOM KoH(Urypauuu cepsepa ALD Pro nosydeHHble 3HaUeHUs

OyAyT OTIIMYaThCS.

[Ipodune cunxponusanuu cosnaercsa Ha cepsepe CYB/] ¢ ycTaHOBIEHHBIM paciIMpeHueM

«ja_sync_ldap» SQL-komaH/10# ¢ CHHTaKCHUCOM:

select ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text, in domain type text);

B Tabnune 5.5 npuBeeHbpl napaMeTpsl, UCIIOIb3YEMBbIE U1 CO34aHUs IPOoUIIs Ul cEpBEpa

ALD Pro.

Tabmuua 5.5 — [NapameTpsl u 0603HaUeHUs A1 cozaanus npoduis s cepsepa ALD Pro

ITapamerp Tun nanHbIX O0o3HaueHnue
in_profile id int UIEHTU(PUKATOP NPOoPHIIs
in_profile name text uMs poduiis
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ITapamerp Tun naHHbIX O0o3HaueHnue
in_host ip text [P-anpec (unu nomenHoe ums) cepsepa ALD Pro
in_port text noprt (1o ymonyanuto 389)
in_login text UID agmunuctparopa ALD Pro
in_pswd text [Tapons ot y4yeTHo# 3anucu agMuHUcTpaTopa ALD
Pro
in_domain_type text THUII CITy>KOBI KaTaJIOTOB

Jlnst mapametpa «in_domain_type» mpu co3ganuu npoduist cCHHXpoHu3anuu cepsepa ALD

Pro ucnonssyercs obs3arensHoe 3HaueHne «aldproy.

B xKOHKpETHOM IIpUMeEpE BBIIOJIHACTCS KOMAaHIA:

select

ja sync ldap.set sync profile(null, 'ald users','10.116.101.105"
,'389"',"

uid=admin, cn=users, cn=accounts,dc=ald,dc=local', 'Password',
'aldpro') ;

[+1 root@ubuntu: fvar/lib/jatoba/5/data @ - O

postgres=# select ja sync ldap.set sync_profile{null,'ald users','16.116.161.185
','389',"' uid=admin,cn=users,cn=accounts,dc=ald,dc=local’','12345678', 'aldpro');
set_sync_profile

postgres=# I

Pucynok 5.57 — Co3nanue npodumns cuaxponusanun s cepsepa ALD Pro
5.13.4. YcranoBka napamerpos SSL nist npoduas
Jlia ycraHoBineHus: SSL-coeuHeHUss MEXIy cepBEpoM akTHUBHOro karaigora ALD Pro u

cepsepoMm CYB/I, BBIMOTHAIOTCS CAEAYIOIINE NEHCTBUS:
o KonpoBaHue ceprudukara ¢ cepsepa ALD Pro;

Ha cepsepe ALD Pro ceprudurar «CA» HaxXoquTCs B KaTajore:

/etc/ipa/ca.crt

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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/etc/1pa
v
/..
/custodia

/dnssec

/html
/kdcproxy
/nssdb

default.conf

Pucynox 5.58 — Pacnionoxxenue daiina ceprudukara Ha cepsepe ALD Pro
Jast OC GNU/Linux

[Tonmyuennsiii ceprudukar xkonupyercs B moo0yio mupekroputo CYB/l, Ha KOTOpyIO ecTbh

IIpaBa y MoJIb30BaTEINs «POStgresy.

Hamnpumep, B tupexTopuio:
/var/lib/jatoba/<Bepcusa>/

<— fusr/jatoba-5

N Name
J o

/bin

fetc

flib

/share

fvar
ca.crt

Pucynok 5.59 — Pacnonoxxenue ¢aiina cepruduxara va cepepe CYB/]
Hasnaunte BiagenbiieM cepTu(UKaTa IMOJIb30BATENS «POStgres», BBIMOJIHUB KOMAaHIY B

TEpMUHAJIE:

chown postgres:postgres /myrb/mo/ca.crt

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@ubuntu: fusrfjatoba-5/bin

root@ubuntu: fusr/jatoba-5/bin# chown postgres:postgres Jusr/jatoba-5/ca.crt
root@ubuntu: fusr/jatoba-5/bin#

Pucynok 5.60 — Komania ycTaHOBKHM IIpaB JJIsl IOJIb30BATENS «POStEres»

@ Jass OC Windows
[Tonmyuennsiit cepruduxar «CA» c cepBepa axTuBHOro kartaiora ALD Pro
CKOMMPOBaTh B 00yt nupekroputo CYB/I.
BeimonanTh ycTaHOBKY cepTu(uKara s JOKaIbHOTO KOMIBIOTEpa B JIOBEPEHHBIC
KOpHEBbIE IIEHTPHI cepTU(UKANNU, AOOABUTH MyTH K cepTudUKaTy aias mpouiis
CUHXPOHM3ALUH.

BeseiBats ynkimio ja_sync_ldap.set ca cert profile e Tpedyercs.

Cepruduxar MoxxeT ObITH JOOABIIEH K CYIIECTBYIOMIEMY MPO(III0 CHHXPOHU3ALNH, IS

gyero B SQL-xomanae notpedyetcs ykazarb «Profile 1Dy, T.e. uaentudukarop npoduis.

VYxkazate circok npodwmiei SQL-komanmoii:
select * from ja sync ldap.get sync profiles();

[Tonmyuus «Profile ID», no6aButh kK mpouirto CHHXpOHU3ALUH My Th 10 cepTudukara SQL-

KOMaH/JI0M, UMEIOIIEeHl CUHTAKCHUC:

select ja sync ldap.set ca cert profile(<Profile ID>,
'</myTb/mo/ca.crt>"');

B paccmarpuBaemom mpumepe SQL-komanaa OyAeT clieTy oIei:

select ja sync ldap.set ca cert profile(l, '/usr/jatoba-
5/ca.crt');

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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M root@ubuntu: fvar/libfjatoba/5/data

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_ip | port | i | domain_type | ssl | ca_cert

e e B R e e R R Fommm- Fommmm e

1 | ald_users | 10.116.101.105 | 389 | uid=admin,cn=users,cn=accounts,dc=ald,dc=1local | 12345678 | aldpro | £ |

(1 row)

postgres=# select ja_sync_ldap.set_ca_cert_profile(1l, '/fusr/jatoba-5/ca.crt=");
set_ca_cert_profile

postgres=#

Pucynok 5.61 — SQL-xomana nobaBienns ceptudurara K mpo(uiIro CHHXPOHU3AINH
[Tpu sTom dynkumst SSl-coennnenus: ocranercs: BeIKIIOUeHHOU. B mone «SSLy ocranercs

3HaucHue «f», T.e. «false».

M~ root@ubuntu: /var/libfjatoba/5/data

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_ip | port | i | domain_type | ssl | ca_cert

R R P TR R TR TR T Fmm--m- e e LR R PR Frmmmmm o Hmmmmm - - - +--------

1 | ald_users | 16.116.161.165 | 389 | uid=admin,cn=users,cn=accounts,dc=ald,dc=1local | 12345678 | aldpro | T |
(1 row)

postgres=# select ja_sync_ldap.set_ca_cert_profile(1, '/Jusr/jatcba-5/ca.crt>');
set_ca_cert_profile

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_ip | port | login

1 | ald_users | 10.116.101.105 | 389 | uid=admin,cn=users,cn=accounts,dc=ald,dc=1local | 12345678 | aldpro
toba-5/ca.crt=
(1 row)

postgres=#
Pucynok 5.62 — BoiBox coctostHust SSL-coemuHenus
5.13.5. Bkirouenne SSL-coennHennst 1Ji NPopuJisi CAHXPOHU3ALNH

Bxmouenne ~ SSL-coeamnenuss  ans  mpouis  CHHXPOHHU3AIMH  BBITIOJHSETCS

SQL-xoMaH10H, UMEIOIIE CUHTAKCHC:

SELECT ja sync ldap.set ssl profile(<Profile ID>, true);

B paccmaTtpuBaemom npumepe BoinosiHaerca SQL-komanzaa:

SELECT ja sync ldap.set ssl profile(l, true);

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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1 root@ubuntu: /var/libfjatoba/5/data

postgres=# select ja_sync_ldap.set_ssl profile(l, true);
set_ssl_profile

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_1ip

1 | ald_users | 10.116.101.1685 | 389 | uid=admin,cn=users,cn=accounts,dc=ald,dc=1local | 12345678 | aldpro
toba-5/ca.crt>
(1 row)

postgres=#

Pucynok 5.63 — Bxitouenue SSL-coenuuenus
[Ipu mpocmotpe mpoduneit cuaxponmzaunu, ¢GyHKIUS SSL-coequHEHHS CTaHeT

BKJIIOUEeHHOH. B none «SSLy» ycranoBuTCS 3HaUeHUE «t», T.€. «truey.
J1Jist BEINOJTHEHUST CHHXpOHM3AIMH 10 SSL He00X0IMMO H3MEHUTH MOPT B Ipoduie Ha 636.
5.13.6. OTkiro4enne SSL-coennHennst 1 NPopuJiss CHHXPOHU3ALNH

Otxmounts SSL-coenuuenne i npouisi CHHXPOHH3AIUKA BO3MOKHO SQL-KoMaHI0M:

SELECT ja sync ldap.set ssl profile(<Profile ID>, false);

5.13.7. lo6aBJjieHne COOTBETCTBHSA TPy

JloGaBneHrEe COOTBETCTBUS TPYIII OMKMCAHO B 11. 4.2 HACTOSIIIETO IOKYMEHTA.

5.13.8. Beinosinenne cuuxponusanuu Y3 ¢ cepsepom ALD Pro
CuHXpoHUM3alMs YYeTHbIX 3anuceil aktuBHoro karamora ¢ CYBJ[ ommcana B m. 4.3

HACTOACTO JOKYMCHTA.

5.14. Cunxponusanus c cepsepoMm FreelPA
B paccmaTtpuBaeMOM NprMepe CUHXPOHU3ALMKU YYETHBIX 3aIIMCEHN MTOJIb30BATENICH cepBEpa

FreelPA ¢ CYB/l «Jatobay ncnonb3yroTcst mapaMeTpsl CEeTH, MPUBEAEHHBIE B TabuIe 5.6.

Tabnuna 5.6 — Kondurypanus cetn npumepa

Macka
Ne HNwms cepBepa oC IP-aapec - Poub

1| alt9caFreelPA. FreelPA.local | Anr Linux 9 | 10.72.9.11/24 | 255.255.255.0 | CCPBEP C1ykOb!
KaTaJOIOB

2 |ja Sync Ldap Ubuntu 10.72.9.12/24 | 255.255.255.0 | Cepep CYB/]

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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5.14.1. Hacrpoiika cepsepa CYB]{

Hactpoiika CMHXpOHM3alMK YYETHBIX 3alMCEN IOJB30BATENICd COCTOUT M3 CIEAYIOLIUX

IIaroB:
o BBIIIOJIHUTh YCTAHOBKY KOMITOHEHTa (I1. 3.2).
. HACTPOHTH KOH(PUTYPAaLMOHHBIN (aiin «postgresql.cont» (m. 3.3).
o co3math pacmmpenue ja_Sync LDAP:

CREATE EXTENSION ja sync_ ldap;

. OTKpHITH (haiin hosts:

Jliis Linux BBIMTOTHUB KOMaHY:

gedit /etc/hosts

root@ubuntu: /fhome/admin1

File Edit View Search Terminal Help
root@ubuntu: fhome/adminl# gedit jetcthStSI

Pucynok 5.64 — Komanma oTkpbeITHst KOH(UTYparmoHHOTO (haiina /etc/hosts

st Windows OTKpBITE (haidi mo myTH:

C:\Windows\System32\drivers\etc\hosts

BnecTu cTpoKy 1Ba 3HaY€HUS U COXPAHUTh U3MEHEHUS.

10.72.9.11 alt9caFreelIPA.FreelIPA.local

127.0.0.1 localhost
127.0.1.1 ubuntu
10.72.9.11 alt9cafreeipa.freeipa.local

Pucynok 5.65 — Kondurypaunonnsiii daiin /etc/hosts

[TepBoe 3nauenne — [IP-agpec cepsepa FreelPA.

Bropoe 3naueHne HeoOXOaMMO B35Th W3 mapameTpa «host» KOHpHUryparmoHHOTO (aiina

«default.cont» cepepa FreelPA pacnonoxxeHHOro 1mo myTu:

‘ Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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/etc/ipa/default.conf

main MMpaeka Bug Mowck TepmuHan Momowk

GNU nano 4.0 /etc/ipa/default.conf
VIGLETY
host = alt9cafreeipa.freeipa.local
basedn = dc=freeipa,dc=
realm = FREEIPA.LOCAL

domain = freeipa.local

xmlrpc urli = https://alt9cafreeipa.freeipa.local/ipa/xml
ldap uri = ldapi://%2Frun%2Fslapd-FREEIPA-LOCAL.socket
mode = production

enable ra = True

ra plugin = dogtag

dogtag version = 18

Pucynok 5.66 — Kondwuryparmonnsiii ¢gaiin «default.cont) cepsepa FreelPA
5.14.2. Hacrpoiika cepepa FreelPA

[lepBonauanbHas HacTpoiika cepepa Free[PA cocTout u3 cieayromux maros:
. OTKPHITH B Opay3epe cTpaHuily cepBepa katanoroB FreelPA;

(:) CymecTByer  (QyHKUMOHAIbHAasE  BO3MOXKHOCTH  aBTOMATHYECKOTO  OOHOBIICHHS
ceprudukaroB OC. [y 4ero oT UMEHH U C MPaBaMH «root» B TEPMHUHAJIE BBITOIHACTCS

KOMaH/a:

ipa-cert-fix

aidn MMpaeka Bwug Mowck TepmwuHan [Momolls

ser # ipa-cert-fix
WARNING

ipa-cert-fix is intended for recovery when expired certificates
prevent the normal operation of FreeIPA. It should ONLY be used

in such sceparios, and backup of the system, especially certificates
and keys, is STRONGLY RECOMMENDED.

The following certificates will be renewed:

Dogtag sslserver certificate:
Subject: CN=alt9cafreeipa.freeipa.local,0=FREEIPA.LOCAL
Serial: 2
Expires: 2023-10-82 18:18:48

Pucynok 5.67 — Komanma oOHOBIEHUS cepTU(PUKATOB

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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OC cama HaiZieT MPOCPOUYCHHBIE CEPTU(DUKATHI U TIPH MOATBEPXKACHIH, OOHOBHT UX.

adn  [paska Bug  XypHan 3aknagkv  MHCTpyMentel  Cnipaska

<& | & IPA:Identity Policy Audit X |+

\:(7—) S QR | @ | @ = hpsiraliscatreeipa freeipalocaliparuit#/efuserisearch - | n o & =
< FreelPA & Administrator v
WaeHTUdMKaLMA MonuTuka AYTEHTUGUKALMA CeTenble CyX6b! IPA-cepaep
Monb3oBaTenw ¥Y3ne! Cﬂy)KGhl rpynnsi NpejcTaBnesna ID ABTOYYECTHUK v
Kareropu nonkassarenci

AKTWBHBIE MOB30BaTENN

AKTWMEBHbIE N0Nb30BaTENM >

HenoaTeepxABHHEIE NONL308aTeNN Moucx Q 2 O6HoBuTs || Yganuts || +[e6asuts || = OrknouuTs || v Brmounts | | feficreun v
XparuMble M0Nk30BaTeN O | Wma yuéTHoii sanneu nonbsosaTens Vims Damunns Cocrosnmne uID Anpec 3nexTpoHHait nouThl Homep Tenedona flonkHocTs

O | admin v B 1

O | ipauser Ipa User + Binouere 1209800013 ipauser@freeipa.local

O | wanov-a Anexcanap | Mearce v B 1 esipa.local 84567881122

O | level3user User Level3 v Bunoueno | 1209800012 level3user@freeipa.local

O | perovp Metp Merpos v Bunouens | 1200800005 | petrov-p@freeipa.local

O | pkiuser Pki User v B 1 phiuser@frecipalocal

O | skyipa Anakin Skywalker vE 120980000 ipalocal, additional-skyip: Jocal

O | skyipa3 User ipa + Bi 1 k local

Mokasaro sanuicei:c 1 no 8 ns 8.

Pucynok 5.68 — Ctpanuiia cepepa karanoroB Free[PA

o IIepenTr Ha BKIaAKy «[ pymnms;

& | < 1PA:Identity Policy Audit X |+

7N
(€)= @ & | @ | @ wo httpsuraltocafrecipa fresipalocaliparuit#/elgroup/search - | meo e =
<:FreelPA & Administrator v [
WaeHTUdUKaLIMA MonuTuka AyTEHTUGWKALMA CeTeBble CNYX6b! IPA-cepeep
Mons3oBaTenw ¥Y3ne! Cﬂy)KGhl rpynnbi NpejcTaBnesna ID ABTOYYECTHUK v
Kateropuu rpynn -
[pynnel nonsb3oBaTene
rpynns yanos Moucx Q £ O6HoeuTs || [ YpanuTs | | + fobasuts
CeTessie rpymnme! O | Wms rpynne ID rpynne: Onucarine
O | admins 1209800000 Account administrators group
(@] editors 1209800002 Limited admins who can edit other users
O | ipausers Default group for all users
a levellgroup 1209800009
O | tevel2group 1209800010
O | level3group 1200800011
O | trustadmins Trusts administrators group

Mokasano 3amuceitc 1 no7 ua 7.

Pucynok 5.69 — Bknaaka «I'pynmnbny

. CO3/1aTh TPYIITY MOJIb30BaTENCH, HA)KaB KHOMKY «J{00aBUTHY.

B oxne «/l06aBuTh rpymnmy moiap3oBaTeneii» B cTpoKy «VMs rpynmbeny BHECTH UM TPYTIIIHI,
B KOTOPYIO OYyIyT BXOISAT YYETHBIC 3alHCH ToJib3oBateneld mis cuaxponusanuu ¢ CYBJl. B

paccMaTpuBaeMoOM MpUMeEpe UM TPyIsI «user dby.

B mone «Tunm rpynme» octaBuTh 3HaueHune mo ymomdanmio «POSIX». ID Oyzper

YCTAHOBJICHO 10 YMOJIYaHUTO.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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1PA: Identity Policy Audit - Mozilla'Firefox ==

adn  [paska Bug  XypHan 3aknagkv  MHCTpyMentel  Cnipaska

<& | & IPA:Identity Policy Audit X |+

n @ &

[ © | @ o htpsiraltocafrecipafreeipalocalipaluit#/e/group/search

GOENE

Ao6aBuTL rpynny nonL3oBaTenei

Vinaa rpymer *

Onucanue

Tun rpynne:

ID rpynnet

‘ user_dH

O He POSIX O Buewnnii @ POSIX

* OBssatensHoe none

| floGasuts ‘ ‘ [loBaBuTs 1 AoBasuTs eLiE | ‘ [loBaBute 1 uaMeHTE | | [ —

Pucynox 5.70 — Oxno «/l00aBuTh rpynmy mojab30BaTeneii»
5.14.2.1 Co3paHue nosb30BaTesieil M BKJIYEHHE HX B TPYIILY
Ilons3oBarenn co3parorcs Ha Briaake «llomp3oBarenmm». J[lnsg co3maHuss HOBOTO
MoJb30BaTeNss TpeOyeTcss HakaTh KHONKY «Jl00aBHTB», KOTOpasi BBI3OBET OKHO «Jl00aBUTH

ITIOJIB30BATCIISA .

1PA: Identity Policy Audit - Mozilla'Fire fox ==

X |+

n @O & =

[ @ | @ o hitpsi/altacafrecipa freeipa.localiipaluir#/efuser/search

fAoGasuTe nons3oBaTens

Wnis Tt

sannck

nonssosatena

Vna

Damunua ¥

Knacc

bes nuunoi

rpynnb

ID rpynne:

*

‘ user_1_ipa

‘ Sidorov

[wan

]

[ 1209800014

Hoswiff napons

Nposepurs

napons

* OBasarencHoe none

| loGasuts ‘ ‘ [loBasito 1 goSaBuTe ewiE ‘ ‘ [loBasuTe u smenmTE ‘ ‘ Ommenue

Pucynok 5.71 — OxHo «/[00aBUTH MOTH30BATEIISDY

B oxHe BHOCATCS TaHHEIE:

o MMs YYETHOM 3aIlMCH I10JIb30BaTENS;
o UM,
. bammnus;

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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o ID rpynmsr;
o HOBBIM IIapOJIb;
o IIPOBEPUTH M1ApPOJIb.

B Bemagaromem crvcke «ID rpynmbny BO3MOXKHO cpa3y BbIOpaTh TPYIITY MOJIb30BATENCH,

B KOTOPYIO ITOJIB30BATCIIb 6YI[CT ABTOMATHU4YCCKHU BKIIOYCH.

Ecnu rpynmna yxe cyniecTByer, To 100aBUTh B HEE IOJIb30BATEIISI BO3MOXKHO:

o nepenas B BKIAAKY «l pynmsny;

IPA:Identity Policy Audit-Mozilla Firefox: =B

adn  [papka Bug  XypHan 3aknagkv  MHCTpymentel  Cnpaska

<& | & IPA:Identity Policy Audit X |+

@ - & @ [o | @ =0 hitps/altscafresipafreeipa localripaluir#fefgroupimember_userfuser_db - @ m o e =

{:FreelPA & Administrator ~

VaeHTUG MKaLNA ronuTuKa AyTeHTdMKALMA CeTeBble Cyx6bl
rone3oBaTenk NE Clyx6sl rpynnel MpeacTasneHus ID ABTOYYACTHUK v

Tpynmbi monb3oeateneit » user_db

I'pynna nonssosateneit: user_db

VuacTHuin user_db: user_db RBARETCA yuACTHIKOM:

| Nanbsosatenn (1) ‘| Tpynnel nonbaosatene H Cry6ios H External H Nepeonpegenetma ID nonkbsosarens H Mapamerpes H Fpynnes nonbaoBatened H Cerentee rpynnai ” Ponn H Npasuna HBAC ” Mpaswna Sudo

user_db member managers:

| [pynns nonbaosareneit H Monssoeaten |

:oﬁnuuwb‘ B Yaamms |+ﬂu§aawrh‘ Mokasars pesyeratel @ Mpamoe yuactue O Henpamoe yuactne
[ | Vima yugTHoi 3anucK nonb3osaTens uID Anpec 3neKTPOHHOM NoUTH! Homep Tenedona [NomxHocTs

O | user_tips 1208800016 user_1_ips@frecipadlocal

MNokasano 3anuced:c 1 no 1 s 1.

Pucynok 5.72 — Bknaaka «I pynnbby

J Ha)XaTh KHOMKY «J{00aBUTDHY;

o B OKHE «/]00aBUTH MMOJIb30BaTENEH B IPYMITy MOJIb30BaTEICH» yCTAHOBUTH (haru B

CTpOKax TpeOyeMbIX YUETHBIX 3aIUCeH;

1PA: Identity Policy Audit-Mozilla Firefox:

n @ &

i & rpynny x

[ocmynissi gunmp Maawsosamen [ ounrp |

MHoctynHo OxmngaeTcs

W yuéTHol sanuen Wimn yuéTHoi sanuen
nonbsoBatens O  nonbsosatenn
admin

ipauser

ivanov-a

level3user

petrov-p

phiuser

skyipa

skyipa3

user_2_ipa

(]
]
(]
(]
m]
(]
(]
o
(]

®

Pucynok 5.73 — Oxno «/lo0aBuTh monp30BaTeneii B rpyniry MOJIb30BaTEICD
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o u3 crosdna «JloctymHo» nepeHectu B cronbder «OxKumaeTcs.
AoBaBUTE Nonk30BaTeell B rpynny nofib3oBaTene 'user_db’ b4
Apemynseii guasmp Moaszoeamenu DunsTp
JocTtynHo OkmgaeTca

Mma yuéTHoid 3anuncu E] Mma yuéTHON 3anmncn
[0  nonssosatens [0  nonbsosatens
] admin < O user_2_ipa
O ipauser
O ivanov-a
O | level3user
O | petrov-p
O | pkiuser
O | skyipa
O | skyipa3

JoBasute || OTMeHWTE

Pucynok 5.74 — Cronben «Oxunaercsi» okHa «J{00aBUTH mOIB30BaTENEH B TPYIILY
IIOJIB30BATEIICH»

5.14.3. Coznanue npodguiasi CHHXpOHH3ALMHU

[Tpu co3manuu mpoduiiss CHHXPOHU3ALUHU OTPEOYIOTCA JIBA YHUKAIHHBIX 3HAYCHHS:
. Host;
o UID apmunuctparopa cepsepa FreeIPA.

3nayenne «host» ObLIO MOTYUYEHO U3 KOHPUTypamoHHOTO (aiina cepBepa FreelPA

/etc/ipa/default.conf

Kak 6pu10 ommcano B 1. 5.14.1 (cMm. puc. 5.66).

«UID» anmunucrparopa cepBepa FreeIlPA mosydaercss BBIIIOJIHEHHEM KOMaHAbI B

TEPMHUHAJIE OT UMEHU U C ITPaBaMU «root»:

ipa user-find 'admin' --all

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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MA YMETHOW 3anWCW NOJIb30BATENA:
Gamunua: Administrator

MondHoe wMA: Administrator
OomawHuA Katanor: /home/admin
GECOS: Administrator

OBonouka Bxopa: /bin/bash

NceBfoHMM YYETHOW 3anucu: admin@FREEIPA.LOCAL, root@FREEIPA.LOCAL

UID: 1269800000

ID rpynne:

YY&THan 3anuch OTKNKYeHa: False

XpaHuMuid Nonb3oBaTenb: False

YyacTHUK rpynn: admins, trust admins

ipauniquelid: 80d9863a-2b85-1lec-a7c9-008c29b5b0d9

krbextradata: AALwX©1jYWRtaW5ARLJFRULQQSSMTONBTAA=

krblastfailedauth: 20220207080457Z

krblastpwdchange: 20221817140016Z

krbloginfailedcount: ©

objectclass: top, person, posixaccount, krbprincipalaux, krbticketpolicyaux,
inetuser, ipaobiect, ipasshuser, ipaSshGroupOfPubKeys

Pucynok 5.75 — «UID» anmunuctparopa cepsepa FreelPA
B pesynbrare nonyuena ctpoka «UID» agmunuctparopa cepsepa FreelPA, koropas nmeer

CHEAYOUIANA BU:
uid=admin, cn=users, cn=accounts, dc=FreeIPA,dc=local

B 3aBucuMocTn oT KOHKpeTHOH KOoH(urypamuu cepBepa FreelPA momyueHHble 3HaUeHUs

OyayT OTIIMYATHCS.

[Tpoduns cuaxponuzanuu coznaercs Ha cepsepe CYB/] ¢ ycTaHOBICHHBIM pacIImpeHHEM

«ja_sync_ldap» SQL-komaH/10#1 ¢ CHHTaKCHUCOM:

select ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text, in domain type text);

B Tabnune 5.5 npuBeneHb mapaMeTphl, HCIIOIB3YEeMBbIE IS CO3aHust IPOGUIIs It cCEpBepa
FreelPA.
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Tabmuua 5.7 — [NapameTpsl u 0003HaueHuUs a7 cozganus npoduis ams cepsepa FreelPA

ITapamerp Tun nanHbIX O0o3HaueHnue
in_profile id int UACHTU(UKATOP TIPOPUIIA
in_profile name text uMs IpoQuIIs
in_host ip text [P-anpec (unu nomenHoe umsi) cepsepa FreelPA
in_port text noprt (1o ymonyanuto 389)
in_login text UID agmunuctpatopa Free[PA
in_pswd text 1apoJjb OT YYETHOM 3alIUCH aJIMUHHUCTpATOpa
FreelPA
in_domain_type text Tun cyxO0bI KaTaIoroB

Jns mapamerpa «in_domain type» mpu co3iaHUM MpOGUiIs CHHXPOHU3ALUU CEpBEpa

FreelPA ucnions3yercs o0s3arensHoe 3HaueHnE «FreelPAy.

B xoHkpeTtHOM npumepe BoinoaHseTcs SQL-komanna:

select

ja sync ldap.set sync profile(null, 'user db','10.72.9.12"','389"
, 'uid=admin, cn=users, cn=accounts, dc=FreeIPA,dc=local’,
'12345678"', 'FreelIPA');

root@ubuntu: flocalrepo
File Edit View Search Terminal Help
postgres=# select ja sync_ldap.set sync profile(null,'user db’','108.72.9.12"','389

', 'uid=admin,cn=users,cn=accounts,dc=freeipa,dc=local’', '12345678', 'freeipa'):
set _sync profile

postgres=# [

Pucynok 5.76 — Co3nanue npoduins cuaxpoHu3anun s cepsepa Free[PA
5.14.4. YcranoBka napamerpos SSL nist npoduas

Jnst ycranoBienust SSL-coeiMHEHHsST MEXy CEpBEpOM akTUBHOro karajora FreelPA u

cepsepoMm CYB/I, BRIMOTHAIOTCS CAEAYIOMINE IEHCTBUS:
. KonupoBanue ceptudukara ¢ cepsepa FreelPA;

Ha cepsepe FreelPA ceprudukar «CA» HaxoauTcs B KaTauore:

/etc/ipa/ca.crt
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lima

Jcustodia
Jdnssec
Shtml

Jkdcproxy
/nssdb

default.conf
default.~f.ipabkp

Pucynox 5.77 — Pacnionoxxenue Qaiina ceprudukara na cepsepe FreelPA
Jast OC GNU/Linux

[Tonmyuennsiii ceprudukar xomnupyercs B mo0yio mupekroputo CYB/l, Ha KOTOpyIO ecTbh

npaBa y MMoJIb30BaTENS «POStEresy.

Hanpumep, B tupekroputo:

/var/lib/jatoba/<Bepcua>/

<— fusr/fjatoba-5
=

/bin

Jetc

/1ib

/share

[fvar
ca.crt

Pucynok 5.78 — Pacnonoxxenue (aiina cepruduxara va cepepe CYB]]

Haznaunte BmagensieM cepTu(uUKaTa IMOJB30BATENS «POStgres», BBIMOJIHUB KOMAaHIY B

TEepMUHAIE:

chown postgres:postgres /myrb/mo/ca.crt
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root@ubuntu: fusrfjatoba-5

File Edit View Search Terminal Help

root@ubuntu: fusr/jatoba-5# chown postgres:postgres fusr/jatoba-5f/ca.crt
root@ubuntu: fusr/jatoba-5# I

Pucynok 5.79 — KomaHnia ycTaHOBKM IIpaB JJIsl IOJIb30BATENS «POStEres»

@ Jass OC Windows
[Tonmyuennsiii cepruduxar «CA» c cepBepa axTuBHOro kartaiora ALD Pro
CKOMMPOBATh B T100Yy10 aupextopuio CYBJI.
BemonanTh ycTaHOBKY cepTu(uKara s JOKaIbHOTO KOMIBIOTEPA B IOBEPEHHBIC
KOpHEBbIE IIEHTPHI cepTU(UKANNU, AOOABUTH MyTH K cepTuduKary ains mpopuiis
CUHXPOHM3ALUH.

Br3oB ¢ynkuuu ja_sync_ldap.set ca cert profile e Tpebyercs.

Ceprudukar MoxeT ObITH JOOABIIEH K CYIIECTBYIOMIEMY MPO(III0 CHHXPOHU3ALNH, IS

gyero B SQL-xomane notpedyercs ykazars «Profile 1Dy, T.e. uaentudukatop npoduis.

BrBeaure cnircok mpodumeir SQL-komanaoi:
select * from ja sync ldap.get sync profiles();

[Tonmyuus «Profile ID», no6aButh kK mpouirto CHHXpOHU3ALUH My Th 10 cepTudukata SQL-

KOMaH/JI0M, UMEIOIIEeH CUHTAKCHUC:

select ja sync ldap.set ca cert profile(<Profile ID>,
'</myTb/mo/ca.crt>"');

B paccmarpuBaemom npumepe SQL-koManaa OyaeT ciemyIomei:

select ja sync ldap.set ca cert profile(l, '/usr/jatoba-
5/ca.crt');
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root@ubuntu: /localrepo

File Edit View Search Terminal Help

postgres=# select * from ja_sync_ldap.get_sync_profiles();

id | profile_name | host_ip | port | i pswd | domain_type | ssl | ca_cert

R e T e T +------ B e e e e +----- e
1 | user_db | 10.72.9.12 | 389 | uid=admin,cn=users,cn=accounts,dc=freeipa,dc=1local | 12345678 | freeipa |

(1 row)

postgres=# select ja_sync_ldap.set_ca_cert_profile(1l, '/usr/jatoba-5/ca.crt>');
set_ca_cert_profile
(1 row)

postgres=# I

Pucynok 5.80 — SQL-komana no6asnenus ceprudukaTa K mpoGUITto CHHXPOHU3AINN
[Tpu sTom dynakmms SSl-coennnenus: ocranercs BeIKIIOUeHHOU. B mone «SSLy octanercs

sHaueHue «f», T.e. «false».

root@ubuntu: /localrepo

File Edit View Search Terminal Help

postgres=# select * from ja_sync_ldap.get_sync_profiles();

id | profile_name | host_ip | port | login | pswd | domain_type | ssl | ca_cert

R e e T +------ B e e Fo-mmmmmmm - - +----- e
1 | user_db | 10.72.9.12 | 389 | uid=admin,cn=users,cn=accounts,dc=freeipa,dc=1local | 12345678 | freeipa |

(1 row)

postgres=# select ja_sync_ldap.set_ca_cert_profile(1l, '/usr/jatoba-5/ca.crt>');
set_ca_cert_profile

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_ip | port |

1 | user_db | 10.72.9.12 | 389 | uid=admin,cn=users,cn=accounts,dc=freeipa,dc=1local | 12345678 | freeipa f | fusr/jate
ba-5/ca.crt>

Pucynok 5.81 — BeiBox coctostnust SSL-coeuHenus
5.14.5. Bkirouenne SSL-coennHennst 1Ji NpopuJisi CAHXPOHU3ALNH
Bxmouenne SSL-coeamnHenuss i npodwiIsi CHHXPOHM3AaUWW  BhImosmHseTcss SQL-

KOMaH/I0M, UMEIOIIEeHl CUHTAKCHUC:

select ja sync ldap.set ssl profile(<Profile ID>, true);

B paccmaTtpuBaemom npumepe BoinosiHgerca SQL-komanzaa:

select ja sync ldap.set ssl profile(l, true);
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rook@ubuntu: /localrepo

File Edit View Search Terminal Help
postgres=# select ja_sync_ldap.set_ssl_profile(1l, true);
set_ssl_profile

postgres=# select * from ja_sync_ldap.get_sync_profiles();
id | profile_name | host_1ip | port | login

1 | user_db | 18.72.9.12 | 389 | uid=admin,cn=users,cn=accounts,dc=freeipa,dc=1local | 12345678 | freeipa
ba-5/ca.crt>
(1 row)

postgres=# D

Pucynok 5.82 — Bxitouenue SSL- coenqunenus
[Ipu mpocmotpe mpoduneit cuaxponmzaunu, ¢GyHKIUS SSL-coequHEHHS CTaHeT

BKJIIOUEeHHOH. B none «SSL» ycranoBUTCS 3HaUeHUE «t», T.€. «truey.
J1J1st BEIOJTHEHUST CHHXpOHM3AIHH 1o SSL He0O6X0IMMO H3MEHUTH MOPT B Ipoduiie Ha 636.
5.14.6. OTkiaro4enne SSL-coennHennst 1 NPopuJiss CHHXPOHU3ALNH

Otxmounts SSL-coenuuenue i mpoduisi CHHXPOHH3AIUKA BO3MOKHO SQL-KoMaHI0M:

select ja sync ldap.set ssl profile(<Profile ID>, false);

5.14.7. lo6aBJjieHne COOTBETCTBHA TPy

JloGaBneHMe COOTBETCTBHUS TPYII OMKMCAHO B 11. 4.2 HACTOSIIIIETO IOKYMEHTA.

5.14.8. Beinosinenne cuuxponusanun Y3 ¢ ceppepom FreelPA
CuHXpoHU3alMs YYeTHbIX 3anucedl aktuBHoro karamora ¢ CYBJ[ ommcana B m. 4.3

HaACTOAIICTO JOKYMCHTA.
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5.15. Cunxponusanus ¢ cepsepoM Samba

B kauectBe mpumepa ucnonb3yercs cepep noj ynpasieaneM RED OS release MUROM
(7.3.4) DESKTOP Standard Edition ¢ ycTaHOBIEHHBIM aKTHBHBIM KaTaJoroM Samba u cepBep
CYB] «Jatoba» mox ynpasnenune OC Ubuntu 22.04. Cepsepa nmerot [P-anpeca, npuBeneHHbIE B
Tabiuue 5.8.

Tabnuna 5.8 — CereBas aapecarius cepBepoB cTeHa Samba

Ne | Ums cepBepa IP-aapec Macka noaceru | DNS Pouib
1 | Samba 10.116.101.114 | 255.255.255.0 10.116.101.2 | KonTponep nomeHa
2 | ldap 10.116.102.47 | 255.255.255.0 10.116.102.2 | CYBJ

CepBep CYB]J] «Jatoba» mom ympaieane OC Ubuntu 22.04 c¢ IP 10.116.102.47

HCIIOJIb30BAJICA B IPUMEPAX CUHXPOHU3ALMU B yHKTax 5.1, 5.2 1 5.3 HacTosIIero 10KyMeHTa.

5.15.1. Hacrpoiika cepBepa CYB ]|

Hactpoiika cCMHXpOHU3AIMU YYETHBIX 3aIlMCEil MOJIb30BaTeNeld COCTOUT M3 CIEAYIOIINX

I1aroB:
o BBINIOJIHUTh YCTAHOBKY KOMITOHEHTA (1. 3.2);
o HACTPOUTH KOH(MUTYparTmOHHBIN (haiin «postgresql.conf» (1. 3.3);
o co3math pacmmpenue ja Sync LDAP:

CREATE EXTENSION ja sync_ ldap;

. OTKpPHITH (haiin hosts:

Jliist Linux BBIIOTHUTH KOMaHY:
gedit /etc/hosts

root@ubuntu: /fhome/admin1

File Edit View Search Terminal Help
root@ubuntu: fhome/adminl# gedit jetc}hcﬁtﬁl

Pucynoxk 5.83 — Komanma oTkpsiTust KoH(UTyparmorHoro (aiina /etc/hosts

st Windows OTKpBIT (haidi mo myTH:

C:\Windows\System32\drivers\etc\hosts
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Baectu B CTPOKY ABa 3HAYCHUA U COXPAHUTH U3MCHCHUA.

10.116.101.114 dc.domain.test dc

*hosts

Open ~ I+1 e Save = - O *
1127.0.0.1 localhost
2127.0.1.1 adminil

310.116.101.114 dc.domain.test dc

Pucynoxk 5.84 — ®aiin /etc/hosts cepsepa CYB/]

3HaueHust He00X0AUMO B3SITh U3 (paiina «hosts» cepBepa Samba, pacmonoKeHHOTO MO ITyTH:

/etc/hosts

mc [root@dc.domain.test]:fetc

Mpaeka Bwg MNowce Tepdddan  MoMows

Pucynoxk 5.85 — Conepxxanne aiina «hosts» cepsepa Samba
5.15.2. Co3nanue rpynmnbl 4 MoJib30BaTe/leid IPyNIbl B aKTUBHOM KaTaJiore Samba
[IpenBapurenbHas HacTpolika cepTuduKaToB Ha cepBepe Samba W mpoBepka HX

paboTocnocobHocTy onucana B [Ipunoxenun 3 HACTOSIIErO JOKYMEHTA.

B co3manHOM akTMBHOM Kartamore Samba TpeOyeTrcs co34aTh JOMEHHYIO TPYIILy

«db_users» B TepMHHAJE, OT UMEHU U C MPaBaMU MIPUBUIETUPOBAHHOTO MoJib3oBaTess OC:
samba-tool group add db users
root@dc:/home/user

samba-too
Unknown

Ignoring unk n parameter ' ldap ser:
A

[

Pucynok 5.86 — Co3nanue nomeHHou rpynmsl «db users»

BbIBOJ JOMEHHBIX I'PYIIT OCYIIECTBIAETCS KOMaHAO0M:
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wbinfo -g

ka Bua !

- user ]# wbinfo -g
DOMAIN\cert publishers
DOMAIN\ras and ias server
DOMAIN\allowed r
DOMAIN\denied rodc password replication group
DOMAIN\dnsadmins
DOMAIN\enterprise read-only domain controllers
DOMAINYdomain admins
DOMAIN\domain rs
DOMAINN\domain
DOMAIN\domain
DOMAINY j
DOMAIN\sq
DOMAIN\enterprise admins
DOMAIN\group policy creator owners
DOMAIN\read-only domain controllers
DOMAIN\dnsupdateproxy
DOMAIN\dbadmingroup
DOMAIN\db users

PucyHok 5.87 — BeiBoJ1 criucka JJOMEHHBIX IPYIIII

B momyueHHOM crivicKe MPUCYTCTBYET co3naHHas rpynmna «db_users».

s nocnenytomedt cunxponmzanuu Y3 ¢ CYBJl tpeOyercss co3maTh TeCTOBBIX

MOJIb30BATEIICH:
o userl smbj;
o user2 smb;

BBIIIOJIHUB CJICAYIOINEC KOMAaH/IbI:

samba-tool user create userl smb
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root@dc:/home/user

[ user ]# samba-tool user create userl smb
New Password:

Retype Password:

Unknown parameter encountered:
[gnoring unknown parameter "
User 'userl_smb' added successfully
[root@de user]#

ldap server regquire strong auth"
ldap server require strong auth"

Pucynok 5.88 — Co3nmanue nosnb3oBarens userl smb

samba-tool user create userZ smb
root@dc:/home/user

user J# samba-tool user create
New Password:
Retype Password:
Unknown parameter encountered:
nown parameter "
smb' added suL ssfully

ldap server require strong auth"
ldap server require strong auth"

Pucynok 5.89— Coznanue noibs3oBaress user2 smb
[locne co3nanHus mosib3oBaresiell MOTpedyeTcss A00aBUTh UX B JOMEHHYIO TIpymiy,

BBIITOJIHUB KOMAaHAbI:

samba-tool group addmembers db users userl smb
samba-tool group addmembers db users user2 smb

root@dc:/home/user

s db_users userl smb
ldap server require strong auth"
Ignoring unknown parameter ldap server require strong auth"

Added members to group db_users
[ i user J# samba-tool group addmembers db_users user2_smb

ldap server require strong auth"

Unknown parameter encountered:
) ldap server require strong auth"

Ignoring unknown parameter "
Added members to group db_users

Pucynok 5.90 — Jlo6aBieHue nonb30BaTeseld B rpymny

samba-tool group listmembers db users
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root@dc:/home/user

ldap server require strong auth"

] re

Ignoring unknown parameter ' ldap server require strong auth"
rl_smb

user? smb

[ uzer]#|

Pucynok 5.91 — IlpocmoTp coctaBa rpynisl
5.15.3. Coznanue npodguiasi CHHXPpOHH3ALMHU

[Tpu cozmanuu mpoduist CHHXPOHU3AIUU TOTPEOYIOTCS /IBa YHUKATBHBIX 3HAYCHHUS:
. Host;
. UID agmunmCTpaTOpa cepBepa Samba.

3nauyenne «host» 6bpUT0 MOTyueHo u3 (haiina /etc/hosts cepBepa Samba, kak ObUIO OMKCAHO

B 1. 5.15.1 (cm. puc. 5.85).

«UID» ammun#CcTpaTOpa cepBepa Samba moxydyaeTcs BHIITOJTHEHHEM KOMaH bl B TEpMUHAIIE

OT UMCHH U C IIpaBaMu «rooty:

samba-tool user show administrator

root@dc:/etc
Dann NMpaeka Bug MoMck TepM MHan

L etc |# samba-tool user show administrator
Unknown parameter encountered: “
ii

server require strong auth”
require strong auth"

Ignoring unknown parameter
g _

Pucynok 5.92 — «UID» agmunucTparopa cepsepa Samba
B pesynbrare monyuena crpoka «UIDy agmuauCTpaTtopa cepBepa Samba, koTopast uMeer

CHEQYIOLINN BU:

CN=Administrator,CN=Users, DC=domain, DC=test

B 3aBucuMoOCTH OT KOHKpPETHON KOH(WTrypamuu cepBepa Samba MoyudeHHBbIE 3HAUYCHUS

OyAyT OTIIMYaThCS.
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[Ipodune cunaxponusanuu cosnaerca Ha cepsepe CYB/] ¢ ycTaHOBIEHHBIM paciIMpeHueM

«ja_sync_ldap» SQL-komaH10# ¢ CHHTaKCHCOM:

select ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text, in domain type text);

B rabmuue 5.9 npuBeaeHsl mapamMeTpsl, KCIOIb3yEeMbIe IS CO3AaHus MPO(HIIs Ui cepBepa

Samba.

Tabnuna 5.9 — [NapameTpbl u 0003HaUeHUs TSI co3Manus mpoduiist s cepBepa Samba

IMapametp Tun 3HaveHMs1 B IpuMepe Oo6o3HaueHue
JAHHBIX
in_profile id int null UICHTH(PUKATOP TPOPIIIS
in_profile name text samba_usr uMs poduiis
in_host_ip text 10.116.101.114 [P-anpec (unu noMeHHOe
WK umsi) cepBepa Samba
dc.domain.test
in_port text 636 noprt (1o ymonyanuto 389,
st LDAPS 636)
in_login text CN=Administrator,CN=U ISJ;rII)lba;:[MHHHCTpaTOpa
sers,DC=domain,DC=test
in_pswd text Qwerty7 MapoJb OT YYETHOU 3aIUCH
aJMHHHACTpaTOopa Samba
in_domain_type text samba Tun cmyxO0bI KaTaIoroB

Jns mapamerpa «in_domain type» mpu co3laHUM MPOGUIs CHHXPOHU3ALUU CEpBEpa

Samba ucnonbs3yercst 00s13aTeNIbHOE 3HAYCHUE «Sambay.

B xoHkpetHOM npumepe BbinoaHsercs SQL-komanna:

SELECT

ja sync ldap.set sync profile(null, 'samba usr', 'dc.domain.test’
,'6306", '"CN=Administrator,CN=Users, DC=domain, DC=test',
'Qwerty’/', 'samba');
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[+ root@admin1: /home @ — O

postgres=# SELECT ja_sync_ldap.set sync _profile(null, 'samba usr','dc.domain.test','6
36", 'CN=Administrator,CN=Users,DC=domain,DC=test', 'Qwerty7', 'samba');
set sync_profile

(1 row)

postgres=# |

Pucynok 5.93 — Co3nanvie mpoduisi CHHXpOHH3AIMH IS cepBepa Samba
5.15.4. [lo6aBJjieHne coOTBeTCTBUA rpynn no arpudyry 'sAMAccountName'
JloGaBrenne K TpOGWII0 CHHXPOHU3ALUU COOTBETCTBUS TPymHm TpeOyeT co3aaHus
rpynnosoii poiu B CYB/]. B nmpencraBnsemom npumepe B CYB/] cozmaercst posb «db_users smby

SQL-komaH10¥:

CREATE ROLE db users smb NOSUPERUSER NOCREATEDB NOCREATEROLE
INHERIT NOLOGIN NOREPLICATION NOBYPASSRLS;

[+ root@admin1: /home C = O

postgres=# CREATE ROLE db users smb NOSUPERUSER NOCREATEDB NOCREATEROLE INHERIT NOLO
GIN NOREPLICATION NOBYPASSRLS;

CREATE ROLE

postgres=# I

Pucynok 5.94 — Coznanue rpymmoBoit ponu «db_users_smby

Panee Obi1 cozman npoduins cuEXpoHU3auu «samba_usr» ¢ ID-6

[+1 root@admini: fhome

postgres=# SELECT ja_sync_ldap.get _sync_profiles();
get sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(2,ad users,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)
(4,0u_users,10.116.102.46,389, admin,P@ssword,activedirectory,f,)
(6,samba_usr,dc.domain.test,636,"cn=administrator,cn=users,dc=domain,dc=test"” ,Qwert
y7,samba,f,)
(4 rows)

postgres=% |}

Pucynok 5.95 — BreiBoa criucka npoduiieil CHHXpOHHU3AINH
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ATpuoyT 'sAMAccountName' nosydaercss U3 BbIBOJAa CBOMCTB IPYIIIBI [10JIb30BATENIEH HA

cepBepe aKTHUBHOTO KaTayiora Samba KOMaH0#:
samba-tool group show db user

root@dc:/etc/samba

sambaJ# samba-tool group show db_users
Unknown parameter encountered: "
Ignoring unknown |':ar=:ameter' !
dn: CN=db_users,CN=Users,0C=domain,DC=test
Ub]ﬂLtle‘S: t
DlJJ ectCla

ldap server require strong auth"
ldap server require strong auth"

cn: db_use

groupType:
objectCategory: I ' Schema,CN=Configuration,DC=domain,DC=test
member: CN—uzerl amL LH—U&E' ,DC=domain,DC=test
member: CN=user? smb,CN=Users,DC=domain,DC=test
whenChanged: 20248189895347 . ¢
sNChanged: 187973
distinguishedName: CN=db_users,CN=Users,DC=domain,DC=test

amba J# |

PucyHnok 5.96 — BeiBox cBOMCTBa IpyMIIbl
B mapamerpe «in_domain_group» ykasbiBaeTcs ctpoka 3HaueHui «DistinguishedNamey,

MOJTyYeHHAst U3 TII00aIbHON TPYIITEI Oe30macHoCTH monb3oBaTeneit «db_adminsy

Jlns atpubyta «sSAMAccountName» ucnonb3yercs 3Hadenne «DistinguishedNamey:

CN=db users,CN=Users, DC=domain, DC=test

JloOaBiieHrE COOTBETCTBUS IPYIIN OMKUCAHO B I1. 4.2 HACTOAIIETO TOKYMEHTA.

I[JIH CO3aaHnA COOTBCTCTBUA I'PYIII UCIIOJIB3YCTCA KOMaHAa:
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select ja sync ldap.set sync profile map(in map id int,
in profile id int, in role bd text, in domain group text,
in attribute text);

Cunrakcuc SQL-komaHnb! onucad B 1. 4.2.1.

YunrteiBas Beiien3IokeHHOE, SQL-KOMaH 2 OyAeT Cleayomen:

SELECT
ja sync ldap.set sync profile map(null, 6, 'db users smb', 'CN=db

users, CN=Users, DC=domain, DC=test', 'sAMAccountName') ;

[+ root@admin1: /home Q — O

postgres=# SELECT ja sync_ldap.set sync profile map(null,6,'db users smb','CN=db use
rs,CN=Users,DC=domain,DC=test', 'sAMAccountName');
set_sync_profile map

(1 row)

postgres=#

Pucynok 5.97 — SQL-komaH1a 100aBICHHS] COOTBETCTBUS TPYIIIT

JJ1 BBITIOJIHEHNS KOMaHIbl TOTPEOYIOTCS apaMeTpsl, puBeAeHHbIE B Taduuue 5.10.

Tabnuna 5.10 — ITapameTpsl 1 3HaYEHUS AJI CO3AAHUSI COOTBETCTBUS TPy

ITapamerp 3HaueHnue O0o3HaueHnue

in_map _id null UACHTU(UKATOP
COOTBETCTBHSI TPYIIIT

in_profile id 6 UACHTU(UKATOP
npouIs
CHHXPOHHU3AIUH

in_role bd db_users_smb rpymmoBas posib CYBJ]

in_domain_group | CN=db_users,CN=Users,DC=domain,DC=test | rpynmna B ciy>x0e
KaTajoroB

in_attribute sAMAccountName uMs aTpuOyTa 3aIicy B

ciryx0e KaTajioros,
KOTOPOE COJCPKHUT UMS
MOJIb30BATEIIS

B wunentudukarope CcOOTBETCTBUS TPyl YyKasbiBaeTcsi 3HaueHue «nully, T.x. 1D

HazHa4dyacTCa aBTOMATHYCCKU.
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5.15.5. YcranoBka napamerpos SSL nis npoduas

[ToaroroBuTENnbHBIE JEHCTBUS 1O KomupoBaHuio ceptudukara Ha cepsep CYB/]

npusezeHsl B [Ipunoxenun 4.

Jns ycraHoBieHus: SSL-coequMHEHHS MEXKIy CEpBEpPOM aKTHBHOTO KaTajora Samba u

cepBepoMm CYB/I, BBIMOMHAIOTCS CAEAYIOIINE IEUCTBUS:

o CkonupoBaTh CEpTUPHUKAT U3 TUPEKTOPHH:

/usr/local/share/ca-certificates/

B mr00yt0 aupexTopuio CYBJl, Ha KOTOPYIO €CTh MpaBa y MOJIb30BATENS «POStgresy».

Hanpumep, B nupekroputo:
/var/lib/jatoba/<Bepcusa>/
Ha cepeepe CYB/] BbINONHSIOTCS ClIEYIONIME KOMAH/IbI:

cd /usr/local/share/ca-certificates/
cp rootCA.crt /var/lib/jatoba/5/
cd /var/lib/jatoba/5/

1ls -1

[+ root@admin1: fvar/lib/jatoba/5

root@adminl: fhome/adminl# cd fusr/local/share/fca-certificates/

root@admini: fusr/local/sharefca-certificates# cp rootCA.crt fvar/lib/jatoba/5/
root@adminl: fusr/local/share/ca-certificates# cd /fvar/lib/jatoba/5/
root@adminl: /var/lib/jatoba/5# 1s -1

total 16
drwxr-xr-x 2 root root 4096 26 01:00
20 postgres postgres 4096 12 00:00
1 postgres postgres 955 27 09:20 initdb.log
-rW-r--r-- 1 root root 1241 12 98:48 rootCA.crt
root@adminl: /var/lib/jatoba/5# I

Pucynox 5.98 — KonmpoBanue ceprudukara

o Hasnaunte BragensiemM cepTuUKaTa MOJIB30BATENs «postgres», BBHINOJIHUB

KOMaHJly B TEpMUHAJIE:

chown postgres:postgres /myrs/mo/ca.crt
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B paccMaTpuBacMOM IIPUMECPE BBIITOJIHAIOTCA KOMAaHAbI:

chown postgres:postgres /var/lib/jatoba/5/rootCA.crt

1ls -1

[+ root@admin1: fvarflib/jatoba/5 Q - m]

root@adminl: /varflib/jatoba/5# chown postgres:postgres /fvar/lib/jatoba/5/rootCA.crt
root@adminl: /var/lib/jatoba/5# 1s -1
total 16
drwxr-xr-x 2 root root 4096 01:00

20 postgres postgres 4096 00:00

1 postgres postgres 955 09:20 initdb.log

-rW-r--r-- 1 postgres postgres 1241 @8:48 rootCA.crt
root@admini: /varflib/jatoba/5# I

Pucynox 5.99 — Ha3nauenne npas Ha ¢aiin ceprudukara 1 mpoBepka ux
Ceprudukar MoxeT ObITH JOOABIIEH K CYIIECTBYIOMIEMY MPO(HII0 CHHXPOHU3ALNH, IS

gyero B SQL-xomane notpedyetcs ykazarb «Profile IDy», T.e. uaentudukatop npoduis.

BrBeaure cnircok mpoguieir SQL-komanaoi:
select * from ja sync ldap.get sync profiles();

[Tonmyuus «Profile ID», no6aButh kK mpouiro CHHXpOHU3ALUH My Th 10 cepTudukara SQL-

KOMaH/JI0M, UMEIOIIEH CUHTAKCHUC:

select ja sync ldap.set ca cert profile(<Profile ID>,
'</myTb/mo/ca.crt>"') ;

B paccmarpuBaemom npumepe SQL-komanma OyAeT clieTy omei:

select ja sync ldap.set ca cert profile (6,
'/var/lib/jatoba/5/rootCA.crt') ;
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[+1 root@admini: fhome Q O

postgres=# select ja_sync_ldap.set ca cert profile(é6, '/var/lib/jateoba/5/rootCA.crt’

éet_ca_cert_profile

postgres=# SELECT ja sync ldap.get sync profiles();
get sync_profiles

(1,user,10.116.102.46,389,admin_ad,P@ssword,activedirectory,f,)

(2,ad users,10.116.102.46,389,admin_ ad,P@ssword,activedirectory,f,)

(4,0u users,10.116.102.46,389,admin,P@ssword,activedirectory,f,)

(6,samba usr,dc.domain.test,636,"cn=administrator,cn=users,dc=domain,dc=test",Qwert
y7,samba,f,/var/lib/jatoba/5/rootCA.crt)

(4 rows)

postgres=# |j

Pucynok 5.100 — YcranoBka u npoBepka napameTpoB SSL it npoduisi CHHXpOHHU3AINH
5.15.6. Bkirouenne SSL-coennHennst 1Ji NpopuJisi CAHXPOHU3ALNH
[To ymomyanuio pexum SSL-coeanHEHHMs HE BKIIOYAETCS M B CTONOIE «ssl» mmeer

3Hauenue «f», 1.e. «false», kak mokazano Ha pucynke 5.100.

Bxmouenne  SSL-coeamnenust  ans  npouis  CHHXPOHHU3AIMH  BBITIOJHSETCS

SQL-xoMaH10H, UMEIOIIEH CUHTAKCHC:

select ja sync ldap.set ssl profile(<Profile ID>, true);

B paccmaTtpuBaemom npumepe Boinosiagerca SQL-komanzaa:

select ja sync ldap.set ssl profile(6, true);
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[+ root@admin1: /home

postgres=# select ja_sync_ldap.set_ssl_profile(6, true);
set_ssl_profile

postgres=# SELECT * FROM ja_sync_ldap.get_sync_profiles();
id | profile_name | host_ip port | login domain_type
ca_cert

10.116.102.46 admin_ad P@ssword activedirectory
ad_users | 18.116.102.46 admin_ad P@ssword activedirectory
4 | ou_users | 10.116.102.46 admin P@ssword activedirectory
6 | samba_usr | dc.domain.test cn=administrator,cn=users,dc=domain,dc=test Qwerty7 samba
ib/jateba/5/rootCA.crt

Pucynok 5.101 — Bxitouenue pexxuma SSL 1 BeIBOJ cTaryca pexxuma SSL

J1J1st BEIOJTHEHUST CHHXpOHM3AIHH 1o SSL He0O6X0IMMO H3MEHUTH MOPT B TIpoduiie Ha 636.

5.15.7. Beinoninenne cuHXpoHusanuum Y3 ¢ cepBepom Samba mno arpulyTty
'sAMAccountName'

CuHXpoHUM3alMs YYeTHbIX 3anucedl akTuBHoro karaimora ¢ CYBJ[ ommcana B n. 4.3

HACTOSIIIEr0 TOKyMeHTa. CUHXPOHM3ALUS OCYIIECTBIISIETCS] KOMAHJI0OM C CHHTAKCHCOM:
select ja sync ldap.ldap synchronize jds(prof id int);
B paccmaTtpuBaemom npumepe BoinosiHaerca SQL-komanzaa:

select ja sync ldap.ldap synchronize jds(6);

[+1 root@admin1: /fhome

postgres=# select ja sync ldap.ldap synchronize jds(6);
ldap_synchronize jds

(1 row)

postgres=# I

Pucynox 5.102 — BeimonHeHne CHHXpOHHU3AIMH ¢ aKTUBHBIM KaTajaoroM Samba
B pesynprare momb3oBarenu, cozmaHHble B rpynme «db users» Ha cepBepe aKTUBHOTO
Karanmora Samba, cuHXxpoHH3HpoBaHbl ¢ cepBepoM CYBJ[ m HaxomgTcss B TpyNmoBOH poiu

«db_users_smby.
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[+1 root@admin1: /fhome

postgres=#
postgres=# \du
List of roles
Role name Attributes Member of

Cannot login
admin Superuser, Cannot login {}
adminl {admin}
admin2 {admin}
admin3 {admin}
db _users_smb Cannot login {}
ou_users Cannot login {1}
postgres Superuser, Create role, Create DB, Replication, Bypass RLS {}
userl smb {db_users_smb}
user2_smb {db_users_smb}
user_1 {ad _users}
user_ 2 {ad _users}
user_3 {ad_users}

postgres=# ||

Pucynok 5.103 — BriBo crivicka noJib3oBaresneit
5.15.8. ABTopu3anus nocJjie CHHXpoHu3auuu no arpudyry 'sAMAccountName'
HacTpoiika aBTopHu3anuu nojs30BaTeNiell aHaJornyHa Hactpoike 1t MS Active Directory

Y omucaHa B 11. 5.1.5 HacTOsIIero JOKyMeHTa.

5.15.9. Beinosinenne cuHxpoHu3anuu Y3 ¢ ceppepom Samba no arpudyry 'cn’
Hactpoiika cubxponusanuu Y3 ¢ cepBepoM Samba mo artpuOyty 'cn' aHalormyHa

HacTpoiike 11t MS Active Directory u onucana B 1. 5.2 HaCTOSIIEro T0KyYMEHTA.

5.15.10. OTkarouyenne SSL-coennHenus 1 NpoQuJigs CHHXPOHU3ALNH

Otkmountsb SSL-coequnenune s npoduis CHHXPOHU3aMU BO3MOKHO SQL-koMaHI0M:

select ja sync ldap.set ssl profile(<Profile ID>, false);
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6. OBHOBJIEHUE U YJAAJTEHHUE KOMIIOHEHTA

Oo6noBnenue komnoneHnTa B OC GNU/linux BBIOTHSAETCS CISAYIONTUMU IIaraMu:

o MOJIYYUTh HOBYIO BEPCHIO MakeTa jatoba<sepcusi>-ja-sync-ldap;

. nepe3anucaTh MM CTapbhld TAKeT, HAXOMSAUIUICS B JIUPEKTOPUH JIOKAJIHLHOTO
PETO3UTOPHS;

. MIPOUH/ICKCUPOBATH OOHOBJICHHOE COCTOSTHIUE/OOHOBUTD KAIII PETIO3UTOPHS;

. BBITNIOJTHUTh OOHOBJICHUE TTAKETA:

apt—-get install --only-upgrade jatoba<seepcua>-ja-sync-ldap

o BBINOJHUTE niepe3arpy3ky CYB/;
o aBropusoBarbcs B CYB/] nox cynepronb3oBateneM;
o BBIIIOJIHUTH OOHOBJICHUE:!

alter extension ja sync ldap update

o BBIBECTHU TEKYILYIO BEPCUIO KOMIIOHEHTOB SQL-KOMaH0M:
\dx

admini@ubunku: ~
File Edit View Search Terminal Help
postgres=# \dx
List of installed extensions
| Version | Description

ja_sync_ldap | 1. | supports account sync with AD/FreeIPA
plpgsqgl 1l g pg catalog | PL/pgSQL procedural language
(2 rows)

postgres=# I

Pucynok 6.1 — [IpocMoTp Bepcuii KOMIOHEHTOB

VY nanenue KOMIOHEHTA MPOUCXOIUT C TOMOIIbIO KOMAH/IbI:

drop extension ja sync ldap;
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7. JEUCTBUS MOCJIE CEOEB U OIIMBOK DKCILIYATAIIUA

HpI/I BBIITIOJIHCHUW CHUHXPOHU3AIIUU MOKCT BO3HHUKHYTH omInoKa COCIMHCHUSA C CCPBCPOM

JIOMEHA, TIPH TOM, YTO ayTeHTU(UKAITMOHHBIE TapaMeTPbl ObLITH BEPHBIMHU.

Jlnist ycTpaHeHus: BO3HUKIIEH OINOKH, yOeTuTeCh, 9To:

o noJsib3oBaresib MS AD umeeT 10CTaTOYHbIE IPUBUIIETHH;
L4 3aIIOJTHCHBI ITOJIA B KAPTOYKE IMOJIb30BATCIIA «Mmsa» n ((BBIBOI[I/IMOC M.
Ceoiictea: admin ? *
Ony@nuKoBaHHEIE CEpTMRMKETE YneH rpymn Penmmalwa naponeii

Y OaneHHoe yripasneHwe
Mpogmne cnyxd yoanesHso pabouwe ctonoe COM+ Pegawrop atpubyTtos
Bvopaume s5oHKN OfbexT besonacHocTs Cpena CeaHchl
Ofuwe  Appec  Yuemvam sanwce  [podwne  TenedoHsl  Opradusauda

L;_EI admin

Wma: |admin WMHWLWE R : I:l

PamMHNAA; |

Onucaque: |

BriIECOMMOE UMEA: |admin |

HKornaTa: |

Homep TenemoHa: | | Lpyroid...

2n. noyTa: | |

Bed-ctparuua: | | Opyroii_ .

OmaeHa MpurMeHrTE Crnpaexa

Pucynok 7.1 — Kaprouka nons3oBatenst MS AD
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NPUJIOKEHMUE 1

Ipumep ycranoBku CYB/I «Jatoba» u3 jiokanbHoro penosuropus ajasst OC Ubuntu

VYcranoska CVYBJl «Jatoba» wu3 nokanpHoro pemnosutopus mnsi1 OC  Ubuntu

IMPOBOJAUTCA B CJICAYIOIICM IMOPAAKE:

1) B tepmunane BONTH B peKUM CYIEpIIOIb30BATENsI, BHINOIHUB KOMAH/TY:
sudo su

2) Ecnmu komanp1 sudo He CymIecTByeT — yCTAHOBUT:
su -1

apt-get install sudo -y

3) BrITOTHUTE OOHOBJICHHE CHCTEMBI:

sudo apt update && sudo apt upgrade -y
sudo apt -s dist-upgrade
sudo apt dist-upgrade

root@ldap: ~

File Edit View Search Terminal Help

root@ldap:~# sudo apt update && sudo apt upgrade -y

Hit:1 http://ppa.launchpad.net/serge-rider/dbeaver-ce/ubuntu bionic InRelease
:2 http://us.archive.ubuntu.com/ubuntu bionic InRelease
:3 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
:4 http:/fus.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
:5 http://fus.archive.ubuntu.com/ubuntu bionic-backports InRelease [83.3 kB]

Fetched 261 kB in 1s (225 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

1 package can be upgraded. Run 'apt list --upgradable' to see it.
Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package -y

root@ldap:~# I

Pucynok 1.1 — OGHOBIJIEHHE CUCTEMBI

4) Cosznats nanky localrepo B KOpHEBOM KaTaiore:

mkdir /localrepo

5) B co3nanHy0 nanky cKonmupoBaTh:
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a) Karajior <pool>
0) xarajor <dist>

B) (aiin <DEB-GPG-KEY-Jatoba>

<— [localrepo
-n Name

e

fdists
/pool
* |::' E E!- = '::I F‘ '::I - "'|"' - :| d t 0 t] a

Pucynok 1.2 — Ctpykrypa katanora «localrepo»

6) Y CTaHOBUTB OTKPBITHIN KIIIOY PETIO3UTOPHSL:

apt-key add /localrepo/DEB-GPG-KEY-Jatoba

root@ldap: ~

File Edit View Search Terminal Help

root@ldap:~# apt-key add /localrepo/DEB-GPG-KEY-Jatoba
0K
root@ldap:~# [

PucyHok 1.3 — YcTaHOBKa OTKpPBITOrO KJIH0Ua PENO3UTOPUS

7) JloGaBUTH ONUCaHUE JIOKATLHOTO PEIIO3UTOPHUS B CUCTEMY:

nano /etc/apt/sources.list.d/jatoba-4.list

8) BcraButs B daiin cienyromiee coaep>KUMOe U COXPAHUTB:

deb file:///localrepo stable non-free

root@ldap: ~

File Edit View Search Terminal Help
GNU nano 2.9.3 etc/apt/sources.list.d/jatoba-4.1list Modified

file:///localrepo

Pucynok 1.4 — Coneprxanue daiina «jatoba-4.list»

9) [TpounnexkcupoBaTh OOHOBIEHHOE COCTOSTHIE PETIO3UTOPHS:

apt-get update
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root@ldap: ~

File Edit View Search Terminal Help
file:/localrepo stable/non-free amd64 Packages [7,975 B]
http://ppa.launchpad.net/serge-rider/dbeaver-ce/ubuntu bionic InRelease
http://us.archive.ubuntu.com/ubuntu bionic InRelease

http://security.ubuntu.comf/ubuntu bionic-security InRelease [88.7 kB]
http://security.ubuntu.comfubuntu bionic-security/main amdé4 DEP-11 Metada
ta [55.2 kB]
Get:7 http://security.ubuntu.com/ubuntu bionic-security/universe amd64 DEP-11 Me
tadata [61.0 kB]
Get:8 http://security.ubuntu.com/ubuntu bilonic-security/multiverse amd64 DEP-11
Metadata [2,464 B]

Pucynok 1.5 — Unaekcanust peno3utopust

10)  Ycranouts CYB]] Jatoba mpu moMoIy KOMaHIbI:

apt-get install jatoba4d4-client jatobad4-contrib jatobad4-1libs
Jjatobad-server jatobad4-ja-sync-1ldap;

root@ldap: ~

File Edit View Search Terminal Help

root@ldap:~# apt-get install jatobad4-client jatobad4-contrib jatoba4-1libs jatoba4

-server jatoba4-ja-sync-ldap;

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
1ibllvm7

Use 'apt autoremove' to remove it.

The following additional packages will be installed:
gis-activator1l libevent-core-2.1-6 libevent-pthreads-2.1-6

The following NEW packages will be installed:
gis-activatorll jatoba4-client jatobad4-contrib jatoba4-ja-sync-ldap
jatoba4-1ibs jatoba4-server libevent-core-2.1-6 libevent-pthreads-2.1-6

® upgraded, 8 newly installed, ® to remove and ® not upgraded.

Need to get 91.1 kB/18.5 MB of archives.

After this operation, 50.1 MB of additional disk space will be used.

Do you want to continue?

Pucynok 1.6 — YcTaHoBKa akeToB

11)  YOeautscs, 9TO OTCYTCTBYIOT OIIMOKU 3aBUCUMOCTEH:

for £ in $(LANG=C find /usr/jatoba-4 -type f -exec file {} \; |
grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print $1}' |
sort); do echo $f; 1dd $Sf | grep "not found"; done
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root@ldap: ~

File Edit View Search Terminal Help
root@ldap:~#
root@ldap:~# for f in S(LANG=C find fusr/jatoba-4 -type f -exec file {} \; | gre

p "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print $1}' | sort); do echo $f; 1ldd $
f | grep "not found"; done

fusr/jatoba-4/bin/clusterdb

fusr/jatoba-4/binfcreatedb

fusr/jatoba-4/bin/createuser

Pucynok 1.7 — IIpoBepka oTCyTCTBHS OIIMOOK 3aBUCUMOCTEN

12)  Ilepeiitu B nupexropuro ucnonusiemMsix Qaiinos CYB/I:

cd /usr/jatoba-4/bin

root@ldap: fusrfjatoba-4/bin
File Edit View Search Terminal Help

root@ldap:~# cd ju5r}jatoba-4‘bin
root@ldap: /usrfjatoba-4/bin#

Pucynok 1.8 — Ilepexon B kaTanor

13) Huuuuanuszuposarts karanor nanHbix CYBJ] npu moMomniy KoMaHIbI:

./jatoba-setup initdb jatoba-4

root@ldap: fusrfjatoba-4/bin
File Edit View Search Terminal Help

root@ldap: fusrfjatoba-4/bin# ./jatoba-setup initdb jatoba-4
Initializing database ... OK

root@ldap: /usrfjatoba-4/bin# [

Pucynok 1.9 — Mnnnunanuzanus CYB/]

14)  J1oGaBUTH CEpBUC B CITUCOK aBTO3AITyCKa!

systemctl enable jatoba-4

root@ldap: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ldap: fusr/jatoba-4/bin# systemctl enable jatoba-4

Created symlink /fetc/systemd/system/multi-user.target.wants/jatoba-4.service —/
etc/systemd/system/jatoba-4.service.

root@ldap: fusr/jatoba-4/bin# [

Pucynoxk 1.10 — JIo6aBnenne cepuca jatoba-4 a aBrozarpysky OC
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15) 3amyctutb cinyx0y:

systemctl start jatoba-4

root@ldap: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ldap: fusr/jatoba-4/bin# systemctl start jatoba-4
root@ldap: fusr/jatoba-4/bin# I

Pucynoxk 1.11 — 3amyck ciyx0sb1 jatoba-4

16) IIpoBeputh craryc ciyKObI:

systemctl status jatoba-4

root@ldap: fusrfjatoba-4/bin
File Edit View Search Terminal Help
root@ldap: fusr/jatoba-4/bin# systemctl status jatoba-4
@® jatoba-4.service - Jatoba 4 database server

Loaded: loaded (/etc/systemd/system/jatoba-4.service; enabled; vendor preset:
Active: active (running) since Mon 2022-12-26 ©5:23:29 PST; 195 ago

Docs: https://www.gaz-is.ru/Jatoba/doc
Process: 13987 ExecStartPre=/usr/jatoba-4/bin/jatoba-check-db-dir ${PGDATA} (c
Main PID: 13995 (postmaster)
Tasks: 9 (limit: 9453)
CGroup: fsystem.slice/jatoba-4.service
Jusr/jatoba-4/binfpostmaster -D fvar/lib/jatoba/4/data/
postgres: logger

Pucynox 1.12 — IIpoBepka ctaryca ciayxO0bI jatoba-4

17)  ABtopusoBaThcs B psql:

Su postgres
psql

18)  VYcranoButh napois ans noias3oBatens CYBJ] «postgres»:

\password
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root@ldap: fusrfjatoba-4/bin

File Edit View Search Terminal Help

root@ldap: /usr/jatoba-4/bin# su postgres

postgres@ldap: fusr/jatoba-4/bin$ psql

Enter new password for user "postgres”™:
Enter it again:
postgres=# I

Pucynok 1.13 — YcranoBka napoiis i nosibzoBaresnss OC

19)  YcranoBuTh napois s cucTeMHOro nosb3oBarenss OC «postgresy:

sudo passwd postgres

root@ldap: fhome/ldap
File Edit View Search Terminal Help

ldap@ldap:~5 sudo su
[sudo] password for ldap:

root@ldap: fhome/ldap# sudo passwd postgres
Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
root@ldap: fhome/ldap# I

Pucynok 1.14 — YcranoBka naposst 1uist nosibs3zoBatenst CYB/]

Ha stom srtame ycranoBky CYBJl ¢ kommonentom «ja_Sync LDAP» MoxHO cumuTarth
3aBEPILICHHOM.
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HHPUJIO’)KEHHUE 2

IIpumep co3nanus Organizational Unit (OU) B MS AD

Coszpate Takyr cymHOCTh Kak, «llompaszgenenne» B MS AD BO3MOXHO B

CIICAYIOUICM IMOPAAKE:

1) 3anyctuth koHconb «llenTp aamuuuctpupoBanus Active Directory» uepes

UCTIONMHSIeMbIN (paiin:

dsac.exe
I BeinonHuTeE *
=] BeeguTe uMA nporpammel, Nanky, 4o0KyMEHTa MAW pECYpCa
= WMHTepHeTa, KoTopble TREBYETCR OTKPBITE,
OTkpeIT: | w
omers | | Otz
Pucynok 2.1 — 3amyck ucnionaseMoro Qaiina dsac.exe
B LienTp aamuHucTpupoeandmna Active Directory - O X

@ ¥ «jatoba (nokanbHbi) * " (@) | yrpesreme crpe

EE LleHTp aAMWHUCT... ¢ | jatoba (nokaneweiid) (13) 3agaun
= = Ouremp o @~ @~ = |
- jatoba (nokanbHbIA ~
|88 O6=op j ( )
-
= - - MonHoe wms Tun Onucanme CmeHa KOHTPOANEDE 4.
! jatoba (noxansHwi) b
- - MoBLILEHNHE PEKAMA...

Bl Avnamnueckwii konTpons..,. P W Buitin builtinDam..
— B Computers Kontedinep  Default container for upgraded computer accoun... Maseiwese pekuma..
Ml (poBepka NOANMHHOCTH 3

8 Domain Controllers Nogpasgen... Default container for demain controllers BrarounTs KOpsUHY.
B MnobansHsii nonck . o . . o )

B ForeignSecurityPrincipals Kontelinep  Default container for security identifiers (S1Ds) as... Cospate 3

D Infrastructure infrastructu... Vckats & 3T0M y3ne

D Keys Obwexr Ceolictea

il LostAndFound lostAndFou... Default container for orphaned objects

B Managed Service Accounts  KonTelinep  Default container for managed service accounts

i NTDS Quotas msDS-Quo.. Quota specifications container

B Program Data Kontedinep  Default location for storage of application data.

B Syctem KnHTeidnen Ruiltin swstem sattinns

Pucynox 2.2 - Bun xonconu «llentp anmuanctpupoBanus Active Directory»
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2)  BroiOpaB gomeH, yepe3 KOHTEKCTHOE MEHIO, TepeiiTi no onuusaM «Co3aaTe» —

«llonpaznenenuer;

@ ¥« jatoba (nokanbHbli) * " (©) | npaaree Crpacne

EE LleHTp agMmHmcT... € | jatoba (nokaneweii) (13) 3apaun

== Dunsmp L _Ej' v (A - () (5]
jatoba (noxkanbHbiA) ~

E O6zop

-
e » . Monxoe wma Tun Onucanme CmeHa KOHTPOANERE A...
! jatoba (noxansreit)

CmeHa KOHTpOANEpa AOMEHS MoBkiweHKE pexUma...

Bl vHamsecknii koHT
A A Moebwenne pexma pabGoTel neca. MosbiweHMe pesama

T

p  Default container for upgraded computer accoun..

il Nposepxa nognuHHo MoBbiwenne pexima paboTel AoOMEHE..
B gn... Default container for domain controllers BrnroumTe kopsmHy..
O TnoBansruii nonck STERT S BTy o
ity identifiers (SIDs) as... Cosgate 4
Coznats (3 | | MoapaspeneHue
Mckam B 310M y3ne InetCOrgPerson VekaTs & s1om yane
Ceoiictea Tpynna Csalictsa
B L[ostAndFound TostAnd MemssmEeres aned objects
Bl Managed Service Accounts  KonTeilin Komnerotep ged service accounts
B NTDS Quotas msDS-Quo... Quota specifications container
Ml Program Data Konreiinep  Default location for storage of application data.
Bl Sustem KnHTeinen Builtin sustem settinos

Pucynok 2.3 — KoHTekCcTHOE MEHIO CO3JjaHusl TOApa3AelIeHUs

3) B otkpeiBiiemcs okHe «Co3nath [logpasnenenuey 3anoinHuTh 00s3aTEIbHOE
noine «MMsa» W yCTAaHOBUTH B TOJI€ «YTPABISETCS» MOJIb30BATENsl WIH TPYIIILY

MoJIb30BaTeNie, KoTopas OyJeT UMEeTh MpaBa Ha AJMUHHCTPUPOBAHHUE CO3]]aBAEMOIO

moApa3aciaCHus .
- [m] X
Coznartb lNogpasaeneHue: groupl [3anaum_ w | [Pasnensl
Ooapazgenenie  [o1na3neneHme DER@®
YnpaenaeTca
Phaz: [group1 | Cosaame = DC=jatobaDC=corp Mamenms...
Aapec: Onucanue:
Yauya
fopod OBaacme, kpal Moumoseil undexc 3awuta or eryualinoro yAanenna
Crpana wnu pervoH: ~
Ynpasnaetca 3%~
Yopsemsercn  Admiisrstors —
TenedoHu: Aapec:
QcriosHoi: B
MobunbHbik:
Dakc: Toped Obaacme, xkpad MNoumossii utdexc
CTpaHa uam perno:
) lononkuTensHeEe cBee...

Pucynok 2.4 — Okno «Coznats [logpasaenenue»

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




113
643.72410666.00067-07 98 01-08

HHPUJIO’)KEHHUE 3

IIpumep HacTpoOlKHU cepTU(PHUKATOB HA cepBepe Samba

Hactpoiiky ceptu¢ukaroB Ha cepBepe Samba BO3MOXKHO BBIIOJHHUTH B CIEAYIOLIEM

opsAKe:
1. B Tepmunane nepeitu B peskxUM NPUBUIETUPOBAHHOIO ITOJIb30BATEIS:
sudo su
2. YcraHoBuTh naket openssl:

dnf install openssl-gost-engine

3. CrenepupoBaTh KOPHEBYIO MMapy KIOY-CEPTUDUKAT:

openssl genrsa -out rootCA.key 2048
openssl req -x509 -new -key rootCA.key -days 10000 -out
rootCA.crt

Bce nmoas MOXKHO OCTaBUTh ITyCTBIMU.

4. CrenepupoBaTh MpPHUBAaTHBIM K104 M CepTU(UKAT, TOANUCAHHBIA KOPHEBBIM

cepruduraTom:

openssl genrsa -out Inx-dcll.alt.test.key 2048

openssl req -—-new —-key lInx-dcll.alt.test.key -out Inx-
dcll.alt.test.csr

3neck B nosne «Common Name» BaxHo ykazarb FQDN ums xocra. MoxXHO y3HaTh ¢

oMoIIb0 KoMaH bl «hostname -f». OcTabHbIE MOJIST MOKHO OCTABUTh IMTYCTHIMHU.

5. [Tomnmucatbs KOPHEBBIM CEPTUPUKATOM:

openssl x509 -reqg -in 1Inx-dcll.alt.test.csr -CA rootCA.crt -
CAkey rootCA.key -CAcreateserial -out lnx-dcll.alt.test.crt -
days 5000

6. CkomnupoBaTh Cr€HEpUPOBAHHBIE KIIOYM B pabounii karajmor Samba (0T WMeHH

CYIIEpIOJIb30BaTeNs):
‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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# cp lnx-dcll.alt.test.crt /var/lib/samba/private/tls/
# cp lnx-dcll.alt.test.key /var/lib/samba/private/tls/

# cp rootCA.crt /var/lib/samba/private/tls/

7. B cexnuto Global B /etc/samba/smb.conf no6aButh criemyromiie mapamMmeTpsl:

ldap server require strong auth = yes

tls enabled = yes

tls keyfile tls/lnx-dcll.alt.test.key

tls certfile tls/lnx-dcll.alt.test.crt

mc [root@dc.domain.test]:/etc/samba

TepmuHan Mosowb

Pucynoxk 3.1 — Coneprxanue ¢aiina /etc/samba/smb.conf

8. [lepe3amyctuthb cepsuc Samba:

# systemctl restart samba
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IIpoBepka padoTbl cepTH(PHKATOB JIOKAJIBHO Ha cepBepe Samba

PaGorocnocoO6HOCTh cepTu(UKATOB Ha cepBepe Samba BBIOIHSAETCS CIEAYIOIUMU

H1aramu:
1. J1o6aBUTH B CUCTEMHBIN PEMO3UTOPHIA CEPTU(UKATOB HAIl KOPHEBOW cepTU(UKAT:
# cp rootCA.crt /etc/pki/ca-trust/source/anchors/
# update-ca-trust
2. Bomonnuts komany ldapsearch mis mpoBepku coeJTMHEHNS K aKTUBHOMY KaTaJloTy:

ldapsearch -H ldaps://dc.domain.test:636 -b
"CN=Users, DC=domain, DC=test" -D
"CN=Administrator, CN=Users, DC=domain, DC=test" -W

root@dc:/etc/samba

OMCK epmiHan Momows
sambaJ# ldapsearch -H ldaps://dc.domain.tes
,DC=test" -D "CN=administrator, CN=Users,DC=domain,D
Enter LDAP Password: |

Pucynok 3.2 — KomaHa npoBepKu coeIMHEHUS
B ciyudae, ecnu ceprudukaTel oTpaboTanu BEPHO, BBIBEAETCS UIMHHBIN CIMCOK BBIBOJA.

DTO JaeT NoHATh paboTOCIOCOOHOCTh

root@dc:/etc/samba

in,DC=test

# DnsAdmins, Users,
dn: CN=DnsAdmins,CN=Users,DC=domain,DC=test

jec 5 top

jectClass: group

1: DnsAdmins

scription: DNS Administrators Group
instanceType: 4
whenCreated: 638113884 .87
whenChanged: 28228638113884 .87
uSNCreated: 39180

“hanged: 3918

Pucynok 3.3 — BbIBO IpOBEPKHU COETMHEHUS

Ne u3MeHeHUS: ‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




116
643.72410666.00067-07 98 01-08

NPUJIOKEHHUE 4

IIpumep HacTpoiiku cepruukaToB Ha KineHTe (cepBepe CYB/I)

Hactpoiika ceptudukaToB Ha cepepe Samba MOKHO BBITIOJTHHUTH B CIEAYIOMIEM MOPSIIKE:
1. BuecTtn m3meHnenus B KoHGUTypaunoHublii ¢aiin /etc/hosts cepsepa CYB/I.
B ¢aiin BrOCHTCSs [P-anpec cepBepa Samba u FQDN.

3HaueHnst He00X0AUMO B3SITh U3 (paiina «hosts» cepBepa Samba, pacmonoKeHHOTO MO Ty TH:

/etc/hosts

mc [root@dc.domain.test]:fetc

@ain Mpaska Buwg MNodck Tepmydan MNMoMoWws

Pucynoxk 4.1 — Conepxanue daiina «hosts» cepepa Samba

Otnenpao nonyunts FQDN cepepa Samba M0O>XKHO BBITTOJIHUB KOMaHly Ha HEM:

hostname -f

root@dc:/etc/samba

@ain Mpaska Bwug Mowck TepmwuHan Momowb

sambal# hostname -f
dc.domain.

Pucynok 4.2 — Beion FQDN
B pesynbrate B koHpUTrypanmonHoM ¢atine /etc/hosts cepepa CYB/I, momkHa MOsIBUTHCS

CTPOKa, aHAJIOTMYHas NPEACTABICHHON HUXKE Ha pUCYHKe 4.3.

*hosts

Open +1 lote Save = = m] x
1127.0.0.1 localhost
2127.0.1.1 admini

310.116.101.114 dc.domain.test|
4

Pucynoxk 4.3 — Conepxanue daiina /etc/hosts cepsepa CYB/]
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OOpamaThCcsi K CEpBEPY aKTHBHOTO Karajiora MOKHO Toibko 1o FQDN, koropoe Obuio

yKa3aHO IMPH CO3J[aHUU CEPTU(UKATOB.

JInst TpoOBEpKM CBSI3M MEXIy CepBepaMH HCmoib3yeM KomaHay ping <FQDN>, B

paccmMaTpruBaeMOM IIpUMeEpPe KoMaHa OyAeT UMETh CIEAYOIUN BUL:

ping dc.domain.test

root@admin1: /fhome/admin1

1% sudo su
[sudo] password for admini:
root@adminl: /homefadminl# ping dc.domain.test
PING dc.domain.test (10.116.101.114) 56(84) bytes of data.
64 bytes from dc.domain.test (10.116.101.114): icmp_seq=1 ttl=63 time=0.794 ms

64 bytes from dc.domain.test (10.116.101.114): icmp_seq=2 ttl=63 time=0.434 ms
64 bytes from dc.domain.test (10.116.101.114): icmp_seq=3 ttl=63 time=0.446 ms
N C

--- dc.domain.test ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2049ms

rtt minfavg/max/mdev = 0.434/0.558/0.794/0.166 ms

root@adminl: /homefadminl# I

Pucynok 4.4 — TectupoBanue coenunenue cepsepa CYBJ] ¢ cepBepom Samba uepe3 komaHIy
ping
2. CxommpoBarts ¢ cepBepa Samba Ha cepBep CYB/] xopueBoii ceptudukar rootCA.crt.

3. CkonmpoBaTh KopHEBOM cepTudurar rootCA.crt B XpaHuIHIIe:

cp rootCA.crt /usr/local/share/ca-certificates/

[+1 root@admini: fhomefadmin1/Downloads C O

root@adminl: /home/adminl/Downloads# cp rootCA.crt Jusrflocal/share/ca-certificates/
root@adminl: fhomefadminl/Downloads# I

Pucynok 4.5 — Komanna xonupoBanus ceprudukara

4. OOGHOBUTH COJIEP)KAHNUE PEMOZUTOPUS

update-ca-certificates
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=1 root@admin1: fhomefadmin1

root@admini: /home/adminl# update-ca-certificates
Updating certificates in Jetc/ssljfcerts...
rehash: warning: skipping Datagile rootCAfull.pem,it does not contain exactly one ce

rtificate or CRL

rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certif

icate or CRL

1 added, @ removed; done.

Running hooks in [etc/ca-certificates/update.d...
done.

root@admini: /home/adminl# I

Pucynok 4.6 — OGHOBIEHHE COACPKAHUS PETIOZUTOPHUS
5. OrpenaktupoBaTh  KOoHpUTypanmwoHHbIH  aitm  /etc/ldap/Idap.conf,

JIOMOJTHUTENBHYIO CTPOKY B KOHEI (haiina:

TLS CACERT /etc/ssl/certs/rootCA.pem

root@admin1: fetc

nano 6.2 etc/ldap/ldap.conf *

TLS_CACERT jetcfssljcerts/ca-certificates.crt
TLS_ CACERT Jetcfsslfcerts/rootCA. pem

Pucynok 4.7 - Kondurypaunonnsiii ¢aiin /etc/ldap/ldap.conf

6. VYcranoButs maket ldap-utils

apt install ldap-utils

BHCCA

7. Bemonnuts koManay ldapsearch s mpoBepku coeHEHUS K aKTUBHOMY KaTaJory ¢

cepsepa CYB/I;
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ldapsearch -H ldaps://dc.domain.test:636 -b
"CN=Users, DC=domain, DC=test" -D
"CN=Administrator, CN=Users, DC=domain, DC=test" -W

root@admini: fhome/admin1

root@adminl: /home/adminl# ldapsearch -H ldaps://dc.domain.test:636 -b "CN=Users,DC=d
omain,DC=test” -D "CN=Administrator,CN=Users,DC=domain,DC=test” -W I
Enter LDAP Password:

extended LDIF

E= ]

LDAPv3

base <CN=Users,DC=domain,DC=test> with scope subtree
filter: (objectclass=*)

requesting: ALL

#
#
#
#
#
#

# test user6, Users, domain.test

dn: CN=test user6,CN=Users,DC=domain,DC=test
objectClass: top

objectClass: person

Pucynok 4.8 — KomaHa 1 BBIBOJ IPOBEPKU COETMHEHUS

Ecan PpaHEC BBIITIOJITHCHHBIC I[CﬁCTBPIfI ObLIH BCPHBI, TO KOMaHAa OCYIICCTBUT BBIBO/I.
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TEPMUWHBI U ONIPEJIEJIEHUSA

AyrenTu(ukanuonHass uHpopMauua —  HHPOpPMALHWA, HUCHOJb3yemas  IpHU

ayTeHTHU(HUKAINH CyOBEKTa JOCTyIa MM 00bEKTa JOCTYTIA.

AyTteHTuduKanus — OEHCTBHS MO NPOBEPKE MOUIMHHOCTH CyOBEKTa HOCTyHa W/HWiu
00BEKTa JOCTYyMa, a TAKKe MO MPOBEPKE MPUHAMICIKHOCTH CYyOBEKTY AOCTyINa W/WIN OOBEKTY
JOCTyIa TPEAbABICHHOTO HWACHTHU(HUKATOpA AOCTyNa M AyTeHTU(UKAIMOHHON HH(MOpMAINH

(T'OCT P 58833-2020).

HUnenTndukanuss gocTyna — TPHUCBOEHHE CyObeKTaM M 00BEKTaM JOCTyIa

UACHTU(UKATOPOB M CPABHEHHE MTPEIBSIBICHHOTO HACHTH(PHUKATOPA C YTBEPIKICHHBIM TIEPEIHEM.

Wnentugukarop — npu3Hak cCyobeKTa T0CTyMa MM 00bEKTa T0CTyIa B BHJIE CTPOKU 3HAKOB
(cMMBOJIOB), KOTODPBI HCHOJB3YETCSs TMPH HACHTU(PHUKAUK W OJHO3HAYHO ONpPEIeIIsieT

(Yka3wIBaeT) COOTHECEHHYIO ¢ HUMU uaeHTuukanuonnyto nadopmanuio (I'OCT P 58833-2020).

IMapoab — koH(UACHINATbHAS Ay TEHTH(PUKAITMOHHAS HHPOPMAIIHSI, OOBIYHO COCTOSIIAS U3

ctpoku 3HakoB (I'OCT P 58833-2020).
IIpo¢unib — COBOKYITHOCTH MapaMeTpoOB Ul AOCTyIA K YYETHBIM 3anucsam AD.

CoorBercTBHe rpynn (mapping) — COBOKYNHOCTh [1apaMETPOB, OINHUCHIBAIOLUINX KaKHUe

yueTHble 3anucu AD OyayT CHHXpOHU3UPOBaHbI ¢ yueTHbIMM 3anucsimu CYB/I.

YdyerHasi 3anuch — COBOKYIMHOCTb IOAHHBIX O IIOJB30BATCJIIC, HAa OCHOBAHHWU KOTOPBIX

MPOUCXOAUT OTIIMYIMUC OJJHOI'O ITOJIB30BATECIA OT APYTOTO.

Cay:xeOHbIii HIEHTH(UKATOP — MTOCTIEAOBATEIBHOCTh CUMBOJIOB (OyKBEeHHO-I(pOBast),

10 KOTOpoi Y3 sIBJISIETCS] YHUKAJIBHOM B paMKax Karajora.

CepBuchl ynpaJjeHusi Y3 — CUCTEMHOE MPOrpaMMHOE 00ecTieueHHEe, MPEJOCTABIISIONIEE

CpelcTBa Jo0aBICHUS/M3MEHEeHUS/y TaleHusT Y 3.

BHemHsiss cucremMa ayTeHan)mcalmn — CCTCBaia cny>1<6a, OCYHCCTBJIAIOIIAA

ayTeHTHU(PHUKAIIIO TTOIH30BATEICH.

FreelPA (akponum ot anrn. Free Identity, Policy and Audit) — oTkpbeiTOe TIporpaMMHOE

oOecrieueHue, CHelUaIn3upOBaHHAsl CiIy>K0a KaTaJoroB, NpeJHA3HAYEHHAas MJs CO3JIaHHs B
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OC Linux cpeapl, TO3BOJSIOMIEH [EHTPAIU30BAHHO  yNPABIATh  ayTeHTH(HUKammen

HOHB3OB&T€HCI71, YCTaHaBJIMBATb MMOJUTHUKHA JOCTYIId U ayAnTa.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




AD —

DEB —

GSSAPI -
IP —

IT —
LDAP —

SQL -

SSPI -

SSSD —

FQDN -

CYBI -
V3 -
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NEPEYEHb COKPAIIIEHUI

Active Directory — cmyxObl KatanoroB kopropamuu Microsoft s
OTIepalMOHHBIX cucTeM cemeiictBa Windows Server

cokpamenue ot Debian — pacmmpenne uMmeH ¢ailioB «OWHAPHBIX»
MAKEeTOB YISl PACIPOCTPAHCHUSI H YCTAHOBKU POTPaMMHOT0 00ECTICUCHHUS
B ONIEPAIMOHHON cucTeMe mpoekTa Debian

Generic Security Services Application Programming Interface —
POrpaMMHBII HHTEpQEIc cepBUCOB OE30MacCHOCTH

Internet Protocol — mapmpyTusupyemblii TPOTOKOJ CETEBOTO YPOBHS CTEKa
TCP/IP

Information technology — uH(popmManoHHbIE TEXHOIOTUU

Lightweight Directory Access Protocol — mpoTokoin mpukiIagHoro ypoBHs
JUIA 10CTyIa K KaTtajoram

RPM Package Manager — ¢opmaT makeToB IporpaMMHOTO oOecredeHus,
B OTepalroHHoN cucreme mpoekra Red Hat

Structured Query Language — sI3bIK CTPYKTypHUPOBaHHBIX 3aIIPOCOB

Security Support Provider Interface — mnporpammusbiii uHTEpdEHC B
Microsoft Windows Mexmy TNpWIOKEHUSIMH U TpoBaiinepaMu
0€e30MacHOCTH

System Security Services Daemon - aemMoH wim ciyx0a, KoTOpas
o0ecreunBaeT MOCTyN K CIykK0aM ayTeHTH(UKAllMU, aBTOPHU3ALHUUA U
aKKayHTHHTA JJIs IPHJIOKEHUH U cepBUCOB B cucteme. SSSD paboraer Ha
Linux wu gpyrux Unix-mogo0HBIX CHCTEMax ¢  MPEIOCTaBISLET
YHU(QHUIUPOBAHHBIM HMHTEpGENC A pa3nuyHBIX HCTOYHHKOB JAaHHBIX,
taknx kak PAM (Pluggable Authentication Modules), Kerberos, LDAP
(Lightweight Directory Access Protocol) u npyrme. SSSD ymyumraer
0€301macHOCTh, MPOU3BOJUTEIHLHOCTh U YIPOIIAET YIPABICHHE CEPBUCAMHU
0€301acHOCTH B CHCTEME.

Fully Qualified Domain Name - mosiHOe JOMEHHOE MMsl, YHUKAJILHOE UM,
UICHTHPUITUPYIOIIEe XOCT (KOMITBIOTEP WM YCTPOUCTBO) B ceTu MHTEpHET
iy B nokaibHOM cetu. FQDN coctouT u3 ABYX 4yacTeil: OTHOCUTEIIBHOTO
MMEHH (4acTO 3TO Ha3BaHUE CaMOW OpraHu3aliy WU JIOMEHa, HalpuMep,
example.com) u KopHEBOro AoMeHa (wWwww, org, net, com u T.1.). FQDN
MO3BOJISIET TOYHO UIACHTU(PUIIUPOBATH YCTPOHUCTBO M 00ECIIEUNBAET CBSI3b C
JPYTUMHU YCTPOUCTBAMU UJIU PECYPCaMHU B CETH.

CucreMa ynpaBiieHus: 6a3aMu JaHHBIX

VY4yeTHayg 3anuch

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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JIucr perucrpanuy u3sMeHeHUN

Howmepa mucroB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
TPAHHU
aHHYIIHP (cTpanmm)
B
OBAHHBIX
JTOKYMEHTE

Howmep
JOKYMEHTa

Bxonasmuit
HOMEp
COITPOBOJUTE
JILHOTO
JOKYMEHTa U
JaTa

IToamuce

Hara

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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